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Abstract

In many contexts, the interactions between a large number of agents are governed

by a network structure. Examples include online social networks, computer networks

or societies in which each agent interacts only with a given set of individuals. In

many situations those agents must make strategic decisions such as whether to form

a certain opinion, whether to adopt a new product or technology, whether to get

vaccinated or whether to invest in computer security solutions. While these so-called

network games have many useful applications, they can pose important challenges

in terms of tractability and place an unrealistic cognitive burden upon agents. In

this thesis, we study such large network games and propose a mean-field equilibrium

concept (MFE) as an approximation that allows for both tractability and realism in

terms of the cognitive burden placed on agents. We study di↵erent applications.

In Chapter 2, we study a network game of technology adoption. When a prod-

uct or technology is first introduced, there is uncertainty about its value or quality.

This quality can be learned by trying the product, at a risk. It can also be learned

by letting others try it and free-riding on the information that they generate. We

propose a class of dynamic games to study the adoption of technologies of uncertain

value, when agents are connected by a network. This class of games allows for referral

incentives, whereby an agent can earn rewards by encouraging his neighbors to adopt.

We derive a mean-field equilibrium (MFE) and show that a pricing policy that in-

volves referral incentives leads to a double-threshold strategy by which both low and

high-degree agents may choose to experiment with the technology of uncertain value

whereas the middle-degree agents free-ride on the information revealed by that ex-

perimentation. We characterize how di↵erent dynamic pricing mechanisms a↵ect the
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pattern of early/late adoption and information di↵usion. Pricing mechanisms that

allow a monopolist to guarantee early adoption by agents of high or low degrees are

proposed. We illustrate how referral incentives can be preferable on certain networks

while inter-temporal price discrimination (i.e. price discounts) may be preferable on

others.

In Chapter 3, we study cascading failures in networks and the incentives that

agents have to invest in costly protection against failure. A finite set of agents are

connected through a network and can fail either intrinsically or as a result of the failure

of a subset of their neighbors. Particular applications of this game include vaccination,

investment in computer security solutions, airport security as well as investments in

cash bu↵ers in an interbank system. We derive a Bayes-Nash equilibrium in which

agents form a belief about the joint probability of failure of their neighbors. We

characterize the equilibrium based on an agent’s e↵ective probability of failure and

derive conditions under which equilibrium strategies are monotone in degree. We show

that this monotonicity is reversed, depending on whether the investment in protection

insulates an agent against the failure of his neighbors or just against his own intrinsic

failure. The former case defines a game of strategic substitutes in which some agents

free-ride on the investment in protection of others, while the latter case defines a game

of strategic complements in which agents pool their investments in protection. When

failure risk is increasing in degree, protection against the failure of neighbors induces

more investment by higher-degree agents whereas protection against intrinsic failure

induces more investment by lower-degree agents. Welfare implications are discussed.

Finally in Chapter 4, given the di�culty of expressing the beliefs in the previous

chapter, we introduce a bounded-rationality solution concept as an approximation: a

mean-field equilibrium (MFE). Agents simply consider a mean-field approximation of

the cascading process when making their decision of whether to invest in protection.

We study the game with binary actions — where an agent can make a costly invest-

ment in protection against failure — and show that the equilibria are characterized by

thresholds in degree, above or below which agents choose to invest. When the costly

investment protects them against the failure of their neighbors, the equilibrium is

unique, whereas when it protects them only against their own intrinsic failure, there
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can be multiple equilibria. The mean-field model conveniently allows for comparative

statics in terms of the degree distribution. It is shown that a more interconnected

system can either induce more or less investment in protection, depending on whether

the failure risk is decreasing or increasing in degree.
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Chapter 1

Introduction

Game theory can be defined as a study of the strategic interaction of several deci-

sion makers. It “provides general mathematical techniques for analyzing situations

in which two or more individuals make decisions that will influence one another’s

welfare” [45]. A general theory of games arguably started with Von Neumann and

Morgenstern and their famous monograph Theory of Games and Economic Behav-

ior (1944) [47], which illustrated how various interactive decisions problems could

be analyzed as games. Another foundational contribution was made by Nash (1951)

[46], who proposed the general strategic equilibrium concept that would later bear

his name. In such a strategic equilibrium, no individual (or player) has anything to

gain by unilaterally changing his behavior. Nash also proved that every game with a

finite number of players in which each player can choose from finitely many actions

has at least one Nash equilibrium – contributions that would win him the Nobel Prize

decades later.

Game theory has since undergone considerable developments and has been applied

to many fields outside economics, such as geopolitics and sociology (e.g. [50], [51],

[52]) as well as evolutionary biology [54]. The reader may see [45], [22], [53] and [57]

as general references on the topic.

In many contexts, the interactions between a large number of agents are governed

by a network structure. Examples include online social networks, computer networks
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CHAPTER 1. INTRODUCTION 2

or societies in which each agent interacts only with a given set of individuals. More-

over, in various situations those agents must make strategic decisions. These may

include forming a certain opinion or adopting a new product or technology. They

may also include whether to get vaccinated or whether to invest in computer security

solutions. In fact, network structures are an important determinant of how societies

and economies function. As stated in [31]:

“Social networks permeate our social and economic lives. They play a central

role in the transmission of information about job opportunities and are critical to the

trade of many goods and services. They are the basis for the provision of mutual

insurance in developing countries. Social networks are also important in determining

how diseases spread, which products to buy, which languages we speak, how we vote,

as well as whether we become criminals, how much education we obtain, and our

likelihood of succeeding professionally.”

The innumerable ways in which networks a↵ect our well-being make it necessary

to understand how they influence our behavior and this requires the development of

new tools.

Early work incorporating elements of graph theory to games include [44], which

studied cooperation problems when agents only interact with a subset of other agents.

It is however much more recently that we saw a surge in the interest given to games

played on networks. For example, [37] studies a broad class of games–known as

graphical games–in which agents’ payo↵s only depend directly on the actions of a

neighborhood, comprising a subset of other agents. Computing the Nash equilibria of

such games can pose important challenges in terms of tractability and related algo-

rithmic issues are analyzed in some detail. [23] propose a general framework to study

network games, when individuals are partially informed about the structure of the

social network. They employ a Bayes-Nash equilibrium concept. The introduction

of incomplete information makes it possible to provide general results characterizing

how the network structure, an individual’s position within the network, the nature

of games (strategic substitutes versus complements and positive versus negative ex-

ternalities) and the level of information shape equilibrium behavior and payo↵s. The

reader may see [31] as a general reference on the topic.
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Large network games can nevertheless pose important tractability and plausibility

issues. In fact, as the number of players grows, it becomes implausible that an agent

would track the behavior of other agents. One way around this problem is to assume

that agents are boundedly rational and thus to simplify the way they reason about

the network. In this thesis, we therefore study large network games and propose

a mean-field equilibrium concept (MFE) as an approximation that allows for both

tractability and realism in terms of the cognitive burden placed on agents.

“Mean-field” games are games played by a very large population of small interact-

ing agents. The term mean-field comes from statistical physics, where large systems

of interacting particles exhibit macroscopic behavior that is considerably simpler than

their microscopic counterpart. In those games, agents are generally assumed to be ho-

mogenous and each agent is assumed to have negligible impact on the system. Early

work in the field includes [9], [36], [7] and [43] while more recent work includes [38],

[30], [18] and [2]. In the networked mean-field equilibrium concept defined in this

thesis, an agent conjectures that each neighbor behaves independently and according

to some population average. This allows us to introduce heterogeneity in the agents’

interaction levels while preserving the tractability of the mean-field approximation. A

somewhat related equilibrium concept is that of [33]. The countably infinite number

of agents makes it impossible to use a standard Nash argument to prove existence of

an equilibrium. On the other hand, one advantage of this solution concept is that

the equilibrium condition reduces to a one-dimensional fixed-point equation. Kaku-

tani’s fixed-point theorem can then be applied to guarantee existence. Equilibrium

uniqueness can also be proven in many cases. When multiple equilibria can arise,

they can be ordered in a meaningful way. This solution concept also rules out many

implausible equilibria that could arise in a large finite game under more standard

concepts such as Nash equilibrium or Perfect Bayesian equilibrium (PBE).

We study di↵erent applications. In Chapter 2, we study a network game of technol-

ogy adoption. When a product or technology is first introduced, there is uncertainty

about its value or quality. This quality can be learned by trying the product, at a

risk. It can also be learned by letting others try it and free-riding on the information

that they generate. We propose a class of dynamic games to study the adoption
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of technologies of uncertain value, when agents are connected by a network. This

class of games allows for referral incentives, whereby an agent can earn rewards by

encouraging his neighbors to adopt. We derive a mean-field equilibrium (MFE) and

show that a pricing policy that involves referral incentives leads to a double-threshold

strategy by which both low and high-degree agents may choose to experiment with

the technology of uncertain value whereas the middle-degree agents free-ride on the

information revealed by that experimentation. We characterize how di↵erent dynamic

pricing mechanisms a↵ect the pattern of early/late adoption and information di↵u-

sion. Pricing mechanisms that allow a monopolist to guarantee early adoption by

agents of high or low degrees are proposed. We illustrate how referral incentives can

be preferable on certain networks while inter-temporal price discrimination (i.e. price

discounts) may be preferable on others.

In Chapter 3, we study cascading failures in networks and the incentives that

agents have to invest in costly protection against failure. A finite set of agents are

connected through a network and can fail either intrinsically or as a result of the failure

of a subset of their neighbors. Particular applications of this game include vaccination,

investment in computer security solutions, airport security as well as investments in

cash bu↵ers in an interbank system. We derive a Bayes-Nash equilibrium in which

agents form a belief about the joint probability of failure of their neighbors. We

characterize the equilibrium based on an agent’s e↵ective probability of failure and

derive conditions under which equilibrium strategies are monotone in degree. We show

that this monotonicity is reversed, depending on whether the investment in protection

insulates an agent against the failure of his neighbors or just against his own intrinsic

failure. The former case defines a game of strategic substitutes in which some agents

free-ride on the investment in protection of others, while the latter case defines a game

of strategic complements in which agents pool their investments in protection. When

failure risk is increasing in degree, protection against the failure of neighbors induces

more investment by higher-degree agents whereas protection against intrinsic failure

induces more investment by lower-degree agents. Welfare implications are discussed.

Finally in Chapter 4, given the di�culty of expressing the beliefs in the previous

chapter, we introduce a bounded-rationality solution concept as an approximation: a
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mean-field equilibrium (MFE). Agents simply consider a mean-field approximation of

the cascading process when making their decision of whether to invest in protection.

We study the game with binary actions — where an agent can make a costly invest-

ment in protection against failure — and show that the equilibria are characterized by

thresholds in degree, above or below which agents choose to invest. When the costly

investment protects them against the failure of their neighbors, the equilibrium is

unique, whereas when it protects them only against their own intrinsic failure, there

can be multiple equilibria. The mean-field model conveniently allows for comparative

statics in terms of the degree distribution. It is shown that a more interconnected

system can either induce more or less investment in protection, depending on whether

the failure risk is decreasing or increasing in degree.



Chapter 2

Network Games of Technology

Adoption

2.1 Introduction

Understanding the dynamics of technology adoption is important in several ways. It

can instruct a monopolist or marketer on how to price a product and it can help

policy makers devise a strategy to maximize the adoption of a vital service. Seminal

work in the field, such as the Bass di↵usion model [5], proposed simple models that

attempted to capture the dynamics between early and late adopters. This led to sim-

ple, deterministic dynamics described by di↵erential equations. In reality, agents are

not equally influenced by others and one way to capture this heterogeneity is through

a network of interconnections. When a technology di↵uses over such a network, the

problem can change considerably. Understanding network di↵usion is ever more rel-

evant given the recent advent of online social networks and the influence they have

on the adoption of many products.

There is a growing literature on network di↵usion (see [34] for a recent review of

the field1). Some work focuses on modeling technology adoption using tools inspired

by statistical mechanics. For example, [42] propose a model to study the spread of

innovations on social networks. Agents, in this case, attempt to coordinate their

1Also see [25] and [15] for empirical work.

6



CHAPTER 2. NETWORK GAMES OF TECHNOLOGY ADOPTION 7

actions with those of their neighbors. However, as for interacting particle systems

in general, these models can often only handle simple decision rules and myopic

behavior. Game theoretic work, in which rational agents behave strategically, has

also deserved some recent attention. There is a growing interest in network games,

i.e. games in which agents are connected by a network and interact only with their

neighbors. For instance, [23] develop a general static Bayesian game framework in

which agents play with their neighbors. [41] study supermodular games in a similar

network environment. [11] as well as [17] study the provision of public goods in

networks while [33] study network games in a mean-field interaction setting.

An important aspect which has not received so much attention is uncertainty

about product quality. When a product or technology is first introduced, there is

uncertainty about its value or quality. This uncertainty a↵ects the agents’ decision

making and complicates the problem of technology adoption. In fact, the problem is

no longer simply one of coordination, but also one of social learning. This gives rise

to the possibility of informational free-riding, i.e. delaying adoption in order to let

other agents bear the risks of experimenting with the technology.

In this chapter, we study the interplay between social learning and network e↵ects.

More precisely, we study the adoption dynamics of a technology of uncertain value,

when forward-looking agents interact through a network and must decide not only

whether to adopt the technology, but also when to adopt it. This gives rise to the

possibility of free-riding by certain agents, i.e. delaying adoption in order to let their

neighbors experience the technology and then reveal its value. The introduction of

a referral reward however creates an incentive to ”encourage” one’s neighbors by

adopting early and revealing the value of the technology to them. If the technology is

good, then adopting early may result in neighbors adopting late and referral earnings

can be reaped. If these anticipated referral earnings are high enough, the risk of

experimentation can be justified. Note that this so-called ”encouragement” e↵ect is

in opposition to the free-riding e↵ect. In equilibrium, adoption behavior will thus

reflect these two conflicting forces.

The class of games we propose is simple, yet rich enough to generate novel and

insightful features and we make a number of contributions. Our first contribution is
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to study the adoption dynamics in the presence of both informational and standard

network externalities, from which novel patterns emerge. We show that early adoption

can be generally characterized by a double-threshold pattern in which both low and

high-degree agents may elect to adopt early while middle-degree agents choose to delay

adoption and free-ride on the information generated by the latter. Dynamic network

games can pose important tractability issues. To circumvent such problems, we derive

a mean-field equilibrium (MFE) in which the above features are sustained. Existing

work, on the other hand, studies the adoption of a product only in the presence of

standard network externalities (e.g. [12]). Other work, as in [14], [13], [27] and [48],

has focused on delayed information collection through stopping games. This work

however does not involve networks with the associated information asymmetries and

more realistic structure. They also focus on general social learning problems solely in

the presence of informational externalities.

Another contribution is to study the e↵ect of referral incentives on product adop-

tion, an important application that has received little attention. Moreover, our frame-

work conveniently allows to characterize how di↵erent dynamic pricing policies a↵ect

the pattern of early/late adoption and information di↵usion. We show that dynamic

pricing policies that do not involve referral incentives (i.e. inter-temporal price dis-

crimination) always result in lower-degree agents adopting early. Such policies thus

constitute pricing mechanisms by which a monopolist can generate early adoption

by the agents with degrees below a certain threshold. Likewise, we show that dy-

namic pricing policies involving referral incentives that are high enough always result

in higher-degree agents adopting early. Such policies thus constitute pricing mecha-

nisms by which a monopolist can generate early adoption by the agents with degrees

above a certain threshold. The only network information needed by the monopolist

to implement such mechanisms is its degree distribution.

In the existing literature on pricing in social networks (e.g. [12] and [8]), on

the other hand, the monopolist is assumed to have full knowledge of the network

topology and uses it to target influential agents. In most real contexts, the exact

network topology is not known. Even if it were, price discrimination on a network is

a NP-hard problem and, as in [12], one must resort to approximation algorithms.
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Finally, we also compare pricing policies that attract early adopters by using refer-

ral incentives to pricing policies that use inter-temporal price discrimination (i.e. price

discounts) to achieve that purpose. We show that referrals can be profit-enhancing

on certain networks while inter-temporal price discrimination can be preferable on

other networks.

The chapter is organized as follows. Section 2.2 presents the dynamic network

game in a finite setting. Payo↵s are defined and basic assumptions are stated. Sec-

tion 2.3 develops the mean-field equilibrium (MFE) framework that allows us to study

the endogenous adoption timing in a tractable way while imposing a realistic cognitive

burden on agents. Section 2.4 illustrates how the dynamic game allows us to study a

large class of dynamic pricing policies. Policies involving referral incentives and poli-

cies using inter-temporal price discrimination are compared. Section 2.5 concludes.

For clarity of exposure, all proofs are presented in an appendix.

2.2 A Dynamic Game With Finitely Many Agents

In this section we first briefly describe the finite game that we approximate with a

mean-field model.

We consider a finite set of N agents interconnected through a large graph G. We

assume that G is drawn from a measure F on all graphs on {1, . . . , N}. We assume

that F is permutation invariant, i.e., that changing node labels does not change the

measure. Each agent i learns his own degree di, but not the degrees of his neighbors;

however, each agent knows the measure F , and can thus compute the conditional

probability that a neighbor has degree d, given that agent i has degree di.

We consider a two period dynamic game of technology adoption. An agent i can

choose to either not adopt the technology at all; adopt at time t = 0; or adopt at

time t = 1. If the agent has adopted at t = 0, he can choose to discontinue the use of

the technology at t = 1. We let Xi,t denote the number of i’s neighbors that adopt

at time t. After period 0 but before period 1, each agent i observes the number Xi,0

of his neighbors that adopted in period 0.

The technology can be either good or bad, depending on an unknown state variable
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(the quality) ✓ 2 {H,L}. When the technology is good (✓ = H), its value at t = 0

is AH
0

> 0, while its value at t = 1 is AH
1

> 0. When the technology is bad (✓ = L),

its value at t = 0 is AL
0

< 0, while its value at t = 1 is AL
1

< 0. All agents share a

common prior belief p 2 (0, 1) that ✓ = H.

We make a key informational assumption: namely, we assume that if a single

neighbor of agent i adopts at t = 0, then agent i perfectly learns the quality of the

good prior to choosing his action at t = 1. This assumption enables social learning

via free riding. In particular, if agent i adopts early, he “teaches” his neighbors the

quality. We assume an agent who adopts early (at t = 0) can earn a referral credit

⌘ � 0 for each neighbor2 who adopts after him (at t = 1).

We assume that there is no discounting and that the payo↵s are all realized im-

mediately after t = 1. The following table summarizes agent i’s payo↵s for using the

technology at di↵erent times.

✓ = H ✓ = L
t = 0 AH

0

+ ⌘Xi,1 AL
0

+ ⌘Xi,1

t = 1 AH
1

AL
1

Table 2.1: Payo↵s for Use at Di↵erent Times

We now consider how to model agents’ strategic reasoning in this game. First, we

formalize the following assumption over the model parameters.

Assumption 1 We assume that pAH
1

+ (1� p)AL
1

< 0

This assumption means that if agent i does not learn the quality of the technology by

time t = 1, he will not adopt. The fact that AH
1

> 0 and AL
1

< 0, on the other hand,

ensures that if agent i learns the quality of the technology by time t = 1, he will

adopt if ✓ = H and not adopt if ✓ = L; Under this information and payo↵ structure,

the time 1 decision problem of an agent who has not already adopted is simplified.

We summarize this in the following remark.

2Note that an agent receives ⌘ for each neighbor who adopts after him even if this neighbor is
also connected to other early adopters.
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Remark 1 Suppose an agent i has not adopted at t = 0. Then if Xi,0 > 0, agent i

adopts at t = 1 if ✓ = H, and does not adopt if ✓ = L. If Xi,0 = 0, agent i does not

adopt at t = 1.3

Thus, we may rewrite the payo↵ table in terms of the adoption time as follows

✓ = H ✓ = L
adopt at t = 0 AH

0

+ AH
1

+ ⌘Xi,1 AL
0

+ ⌘Xi,1

adopt at t = 1 AH
1

AL
1

Table 2.2: Payo↵s for Di↵erent Adoption Times

If agent i adopts at t = 0 and ✓ = H, then he will reap the value AH
0

> 0 from

consumption at time t = 0, AH
1

> 0 from consumption at t = 1 and can also earn

referrals credits. If he adopts at t = 0 and ✓ = L, then he will reap AL
0

< 0 from

consumption at t = 0 and will discontinue his use of the technology thereafter since

AL
1

< 0. If the agent adopts at t = 1, then he can only reap the value A✓
1

depending

on ✓.

In principle, we would be interested in searching for a perfect Bayesian equilibrium

(PBE) of this game. Such an equilibrium consists of a pair of strategies and beliefs

for the agents. The strategy of agent i specifies whether or not he adopts after every

possible history. The belief of agent i is a probability distribution that describes his

posterior (derived via Bayes’ rule) over the future path of play in the game.

While the previous remark simplifies the time 1 decision problem of an agent, the

time 0 problem is highly nontrivial. At time 0, an agent learns his own degree, but

must forecast which of his neighbors will either not adopt at all, adopt at t = 0, or

adopt at t = 1. Given that this is intricately dependent on both the graph measure

F and the adoption strategies chosen by other agents, structural characterization

of PBE is quite complex. This is a common problem in such dynamic games; see,

e.g., [2] for related models that face similar issues. In the next section, we develop a

mean-field model with which to study this game.

3Note that this follows from Assumption 1; in general, if pAH
1 + (1� p)AL

1 > 0, an un-informed
agent would always adopt at t = 1, and if pAH

1 + (1� p)AL
1 = 0, an un-informed agent is indi↵erent

between adopting or not at t = 1.



CHAPTER 2. NETWORK GAMES OF TECHNOLOGY ADOPTION 12

2.3 A Mean-Field Model

In this section, we develop a formal mean-field model as an approximation to the

finite game described in the preceding section. Our mean-field model is developed in

two parts. First, we make two mean-field assumptions that simplify the decision prob-

lem faced by a single agent. Given these two assumptions, we show that the optimal

response of an agent has a particularly simple structure. Next, we develop a consis-

tency check: namely, the mean-field assumptions should arise from the strategies that

agents choose. This combination of requirements—optimality and consistency—leads

us to a formal definition of mean-field equilibrium for our dynamic game.

We make two mean-field assumptions: one to simplify how an agent reasons about

the graph; and a second to simplify how an agent reasons about whether or not a

neighbor will adopt early. Throughout this section, since we deal with a single agent,

we suppress the agent index i.

First, since F is permutation invariant, we can define the degree distribution of F

as the probability a node has degree d in a graph drawn according to F ; we denote the

degree distribution4 by f(d) for d � 1. Note that we are not interested in modeling

agents of degree 0 (since they do not play a game) and we therefore always assume

that f(0) = 0. Our first mean-field assumption formalizes the idea that agents reason

about the graph structure in a simple way through the degree distribution.

Mean-Field Assumption 1 Each agent conjectures that the degrees of his neigh-

bors are drawn i.i.d. according to the edge-perspective degree distribution f̃(d) =
f(d)dP

d�1 f(d)d
.

The second mean-field assumption addresses how an agent reasons about the

adoption behavior of his neighbors.

Mean-Field Assumption 2 Each agent conjectures that each of his neighbors adopts

at t = 0 with probability ↵, independently across neighbors: in particular, an agent

with degree d conjectures that the number of neighbors X
0

that adopt at t = 0 is a

Binomial(d, ↵) random variable.

4Throughout the chapter, we use the term degree distribution to mean degree density. When
referring to the cumulative distribution function (CDF), we will do so explicitly.
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In the next two sections we develop both an optimal response of an agent to

an environment described by the mean-field assumptions, as well as the consistency

check that ↵ should satisfy given the strategic choices of the agents.

2.3.1 Optimal Response at t = 0

Given the mean-field assumptions, what strategy should an agent follow? Formally,

suppose that ↵ is fixed, and that an agent conjectures about his environment accord-

ing to the mean-field assumptions. Note that for any realization of X
0

, an agent’s

optimal response is completely characterized by Remark 1. Thus we focus here only

on an agent’s optimal strategy at t = 0, given his own degree d and the mean-field

assumptions.

Definition 1 A mean-field strategy µ : + ! [0, 1] is a scalar-valued function that

specifies, for every d > 0, the probability that an agent of degree d adopts at t = 0.

We denote by M the set of all mean-field strategies.

Note that M = [0, 1]1, the space of [0, 1]-valued sequences. Throughout, we endow

M with the product topology and [0, 1] with the Euclidean topology.

The expected payo↵ of an agent of degree d who adopts at t = 0 is given by:

Ā+ ⌘pE[d�X
0

] = Ā+ ⌘p(1� ↵)d , ⇧adopt(↵, d). (2.1)

This expression is derived as follows. The first term is the direct expected payo↵ this

agent earns from adopting the technology. Ā = p(AH
0

+ AH
1

) + (1 � p)AL
0

denotes

the ex ante expected value of the technology. An agent forms this expectation using

the common prior p. If ✓ = H, then the agent will reap the value AH
0

> 0 from

consumption at time t = 0 and AH
1

> 0 from consumption at t = 1. If ✓ = L, then

the agent will reap AL
0

< 0 from consumption at t = 0 and will discontinue his use

of the technology thereafter since AL
1

< 0. This explains the expression for Ā. If this

agent adopts, he also earns a referral incentive of ⌘ for any neighbors who adopt at

t = 1 and who did not adopt at t = 0; there are d � X
0

such neighbors who might
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adopt. From Remark 1, such a neighbor adopts if and only if the quality is good, i.e.,

✓ = H; ex ante this event has probability p.

On the other hand, what is the payo↵ of such an agent if he does not adopt at

t = 0? In this case, the given agent only adopts at t = 1 if at least one of his neighbors

adopts, and the technology is good. This expected payo↵ is:

pAH
1

P(X
0

> 0) = pAH
1

(1� (1� ↵)d) , ⇧defer(↵, d). (2.2)

It is now straightforward to solve for the optimal strategy at t = 0 of an agent of

degree d: an agent adopts, defers, or is indi↵erent if ⇧adopt(↵, d) is greater than, less

than, or equal to ⇧defer(↵, d), respectively. We thus have the following definition.

Definition 2 Let Sd(↵) ⇢ [0, 1] denote the set of optimal responses for a degree d

agent given ↵; i.e.:

⇧adopt(↵, d) > ⇧defer(↵, d) =) Sd(↵) = {1};
⇧adopt(↵, d) < ⇧defer(↵, d) =) Sd(↵) = {0};
⇧adopt(↵, d) = ⇧defer(↵, d) =) Sd(↵) = [0, 1].

Let S(↵) ⇢ M denote the set of optimal mean-field strategies given ↵; i.e.,

S(↵) =
Y

d�1

Sd(↵).

Note that at least one optimal response always exists and is essentially uniquely

defined, except at those degrees where an agent is indi↵erent.

2.3.2 Consistency

The optimal response in the preceding section was derived given ↵. However, we

should expect that ↵ arises from the strategic choices of the agents. In this section, we

assume that all agents use the mean-field strategy µ, and the mean-field assumptions

hold. Note that in that case, given µ, we can derive ↵ as follows:
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↵ =
X

d�1

f̃(d)µ(d). (2.3)

Recall that f̃ is the edge-perspective degree distribution, and that ↵ represents

the probability a given neighbor adopts the technology at t = 0. Since f̃ is the

distribution of the degree of a neighbor, and µ(d) is the probability that an agent of

degree d adopts the technology at t = 0, (2.3) follows.

We have the following definition.

Definition 3 Let T : M ! [0, 1] be a scalar-valued function defined as the right-hand

side of (2.3). Thus given a mean-field strategy µ,

T (µ) =
X

d�1

f̃(d)µ(d). (2.4)

We refer to T (µ) as the informational power of strategy µ.

Note that T (µ) is always finite, since µ(d) is bounded above by 1 and f̃ is a

probability distribution. Since T (µ) corresponds to the probability that any agent

will be informed of the quality of the technology by a randomly-picked neighbor, it

has a natural interpretation as the informational power.

2.3.3 Mean-Field Equilibrium

A (symmetric) mean-field equilibrium combines the optimal response of an agent with

a consistency check on ↵. Given ↵, we require that agents play an optimal response

µ; and given µ, we require that ↵ be consistent (per the preceding subsection). We

have the following definition.

Definition 4 (Mean-field equilibrium) A mean-field strategy µ⇤ and a scalar ↵⇤

constitute a mean-field equilibrium (MFE) of the technology adoption game if µ⇤ 2
S(↵⇤) and ↵⇤ = T (µ⇤).

Note that a mean field equilibrium is a significant simplification of our original

dynamic game. In particular, agents are not required to hold complex beliefs about



CHAPTER 2. NETWORK GAMES OF TECHNOLOGY ADOPTION 16

the adoption behavior of their neighbors, and the strategic description is relatively

simple. Further, note that equilibria are characterized by a one-dimensional fixed

point condition for ↵: i.e., any ↵⇤ arising in an MFE must satisfy ↵⇤ 2 T (S(↵⇤)).

This makes it possible to prove not only an existence result, but also uniqueness, cf.

the following two theorems.

Theorem 1 (Existence) There exists a mean-field equilibrium to the technology

adoption game.

Theorem 2 (Uniqueness of ↵⇤) Every MFE gives rise to the same ↵⇤; i.e., the

equilibrium ↵⇤ is unique.

Note that in the remaining part of the chapter, we will focus on MFE where

↵⇤ 2 (0, 1) since the boundary cases are not interesting. Moreover, in order to

guarantee that an agent always has an incentive to free ride when there is a su�ciently

high fraction of early adopters, we make the following assumption:

Assumption 2 We assume that Ā < pAH
1

This guarantees that ⇧adopt(1, d) < ⇧defer(1, d). Incidentally, it also rules out ↵⇤ = 1

as an equilibrium.

2.3.4 Characterizing MFE

In this section we characterize the structure of MFE. As described above, agents in

our model face a tradeo↵ between experimenting by adopting early, and free-riding

o↵ the experimentation of others. To state our main results we require the following

definitions.

Definition 5 (Double-threshold strategy) A mean-field strategy µ is a double-

threshold strategy if there exist dL, dU 2 +

S{1}, such that:

1  d < dL =) µ(d) = 1;

dL < d < dU =) µ(d) = 0;

d > dU =) µ(d) = 1.
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If dU = 1, we require that µ(d) = 0, 8d > dL. We refer to dL as the lower threshold

and dU as the upper threshold.

Note that if dL = 1 and µ(d) = 0 for all d such that 0  d < dU , then the strategy is

e↵ectively a single threshold strategy (i.e., the lower threshold is vacuous). Similarly,

if dU = 1, then it is again a single threshold strategy (i.e., the upper threshold is

vacuous).

In a double-threshold strategy, therefore, agents adopt the technology early at the

extremes, above and below upper and lower cuto↵s respectively; but between these

cuto↵s, they free-ride by waiting to see what their neighbors learn. Note that the

definition does not place any restriction on the strategy at the thresholds dL and dU

themselves; we allow randomization at these thresholds.

The following theorem establishes that every MFE involves an essentially unique

double-threshold strategy.

Theorem 3 (Double-threshold equilibrium) Let (µ⇤,↵⇤) be an MFE. (i) Then

µ⇤ is a double-threshold strategy. (ii) Further, the upper and lower thresholds are

essentially unique, in the following sense: there exists a single pair of d⇤L and d⇤U that

are valid for every possible optimal strategy µ⇤ that may arise as part of an MFE.

Note that the same double-threshold strategy can have many equivalent represen-

tations; for example, if µ is a double-threshold strategy with µ(1) = 1, µ(2) = 1, and

µ(3) = 0, then the lower threshold can be either dL = 2 or dL = 3. The theorem

asserts that there exist a single pair of lower and upper thresholds that are valid for

every possible optimal strategy that arises as part of an MFE.

It is interesting to note that in a double-threshold equilibrium, agents of high

and low degree adopt early for di↵erent reasons. In fact, low-degree agents adopt

early because the benefits of informational free-riding are not high enough to justify

the expected consumption lost by delaying adoption. On the other hand, high-degree

agents adopt early because the expected referral rewards are high enough to overcome

the benefits of informational free-riding. The following corollaries establish conditions

under which one of the thresholds is trivial.
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Corollary 1 Suppose ⌘ = 0, and let (µ⇤,↵⇤) be an MFE. Then µ⇤ is a double-

threshold strategy where µ⇤(d) = 1 for all d < d⇤L and µ⇤(d) = 0 for all d > d⇤L. Thus,

d⇤U = 1.

Corollary 2 There always exists ⌘̂ < 1, such that 8⌘ � ⌘̂, (µ⇤,↵⇤) is an MFE where

µ⇤ is a double-threshold strategy with µ⇤(d) = 1 for all d > d⇤U and µ⇤(d) = 0 for all

d < d⇤U . Thus, d
⇤
L = 1.

2.3.5 Comparative Statics

The model conveniently allows for comparative statics in the degree distribution f(d).

The following propositions show that, depending on the value of ⌘, a first-order

stochastic dominance shift in the degree distribution can have opposite e↵ects on

the resulting ↵⇤ in equilibrium.

Proposition 1 Let ⌘ = 0 and (µ⇤,↵⇤) be an MFE under the degree distribution f .

Then a first-order distributional shift5 f 0 � f results in an MFE (µ0⇤,↵0⇤) in which

↵0⇤  ↵⇤.

Let ⌘ denote the smallest ⌘̂ such that Corollary 2 holds, i.e. ⌘ = inf{⌘̂ :

in every MFE (µ⇤,↵⇤) associated with ⌘̂, µ⇤(d) = 0 for all d < d⇤U and µ⇤(d) =

1 for all d > d⇤U}.

Proposition 2 Let ⌘ > ⌘ and (µ⇤,↵⇤) be an MFE under the degree distribution

f . Then a first-order distributional shift f 0 � f results in a mean-field equilibrium

(µ0⇤,↵0⇤) in which ↵0⇤ � ↵⇤.

2.4 Dynamic Pricing and Information Di↵usion

2.4.1 Dynamic Pricing Policies

When the quality of the technology is uncertain, a monopolist wishing to market the

technology faces the risk of non-adoption by un-informed agents. In other words, if

5
f

0 � f here means that f 0 first-order stochastically dominates f .
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an agent delays adoption in the hope of gathering information and fails to obtain

that information, he may elect not to adopt the technology at a later stage. A dy-

namic pricing policy that properly encourages some agents to adopt early and thus

spread information about the quality of the technology can then decrease the frac-

tion of agents who remain un-informed and consequently result in a higher adoption

rate. If the incentivizing cost is low enough this can also mean higher profits for the

monopolist. To study this phenomenon, we first need the following definition.

Definition 6 A dynamic pricing policy is a triplet (P
0

, P
1

, ⌘) such that the payo↵s

of an agent i are as in the following table:

✓ = H ✓ = L
adopt at t = 0 AH

0

+ AH
1

+ ⌘Xi,1 � P
0

AL
0

+ ⌘Xi,1 � P
0

adopt at t = 1 AH
1

� P
1

AL
1

� P
1

Table 2.3: Payo↵s with Dynamic Pricing Policy

Thus P
0

is the price charged to early adopters, P
1

is the price charged to late

adopters while ⌘ is, as we already know, the value of the referral incentive. It is worth

noting that the choice of P
0

and P
1

simply changes the values of the technology A✓
0

and A✓
1

at di↵erent times. Indeed, AH
1

becomes AH
1

� P
1

, AL
1

becomes AL
1

� P
1

, AL
0

becomes AL
0

� P
0

while simple algebra immediately shows that AH
0

becomes AH
0

+

P
1

� P
0

. Therefore, each particular policy (P
0

, P
1

, ⌘) defines a particular dynamic

game, belonging to the same class as the one presented in section 2.2. This simple

transformation of the original game then leads to a rich setup in which we can study

the e↵ect of various dynamic pricing policies on early adoption, information di↵usion

and free-riding.

Before examining the equilibrium under a profit-maximizing pricing policy, we

will state a few results about the nature of the equilibrium under certain types of

pricing policies. The following observation has important implications. It states that

a dynamic pricing policy without referral incentives constitutes a mechanism under

which only lower-degree agents choose to adopt early.
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Observation 1 Under a dynamic pricing policy (P
0

, P
1

, ⌘) where ⌘ = 0, an MFE

(µ⇤,↵⇤) is such that µ⇤(d) = 1, for d < d⇤L, and µ⇤(d) = 0, for d > d⇤L. In other

words, such a policy constitutes a screening mechanism under which lower-degree

agents adopt early while higher-degree agents free-ride on the information generated

by the latter.

This observation follows from Corollary 1. A monopolist can thus guarantee that

agents with degrees below a certain threshold will adopt early. The next observation

shows that under minor conditions on the parameter ⌘, a dynamic pricing policy with

referral incentives constitutes a mechanism under which only higher-degree agents

choose to adopt early.

Observation 2 For any P
0

, P
1

, there exists ⌘ < 1 (cf. Section 2.3.5) such that

under a dynamic pricing policy (P
0

, P
1

, ⌘) where ⌘ > ⌘, an MFE (µ⇤,↵⇤) is such that

µ⇤(d) = 0, for d < d⇤U , and µ⇤(d) = 1, for d > d⇤U . In other words, such a policy

constitutes a screening mechanism under which higher-degree agents adopt early while

lower-degree agents free-ride on the information generated by the latter.

This observation follows from Corollary 2. Likewise, a monopolist can thus guarantee

that agents with degrees above a certain threshold will adopt early. It is worth

noting that the only network information that he needs to implement the screening

mechanisms described in Observations 1 and 2 is the degree distribution f(d). This

is in contrast with papers like [12] and [8], where a monopolist incentivizes certain

agents based on the full knowledge of the network topology.

2.4.2 Information Di↵usion

We now introduce a few useful quantities that will help us assess pricing policies.

Definition 7 (�-strategy) Let the mapping B : µ ! [0, 1], be defined as

B(µ) =
X

d�1

f(d)µ(d)
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A �-strategy µ 2 M is a mean-field strategy such that B(µ) = �. In other words, it

is a strategy that leads a fraction � 2 [0, 1] of agents to adopt early (at time t = 0).

The set of �-strategies is denoted by M(�).

Such a definition is useful when examining the informational power (cf. Definition 3)

of a strategy. Indeed it allows us to compare it with other strategies under which the

same fraction of agents adopt early and thus di↵use information about the quality of

the technology. A given level of power achieved by a strategy under which a smaller

fraction of agents adopt early can reasonably be thought of as more e�cient, in an

informational sense. This leads to the concept of informational e�ciency, which is

defined next.

Definition 8 (Informational e�ciency) The informational e�ciency of a strat-

egy µ 2 M is a mapping E : M ! +, which normalizes the informational power by

the mass of agents generating information signals. It can be expressed as

E(µ) =
T (µ)

B(µ)

The following proposition is an important result stating that the informational

e�ciency achieved by dynamic pricing policies without referral incentives is low. Such

policies include the often-used price discounts given to early adopters.

Proposition 3 Fix a dynamic pricing policy (P
0

, P
1

, ⌘), where ⌘ = 0 and consider

an associated MFE (µ⇤,↵⇤). Define �⇤ = B(µ⇤). Then µ⇤ is a �⇤-strategy of minimal

informational e�ciency. That is,

E(µ⇤) = min
µ2M(�⇤

)

E(µ) (2.5)

Thus a dynamic pricing policy without referral incentives allocates the mass �⇤ of

early adopters in a way that has minimal e↵ect on ↵⇤.

The following proposition is another important result stating that the informa-

tional e�ciency that can be achieved with a dynamic pricing policy involving referral

incentives can be high.
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Proposition 4 Fix P
0

and P
1

. There exists ⌘̂ such that given any dynamic pricing

policy (P
0

, P
1

, ⌘) with ⌘ > ⌘̂, for any associated MFE (µ⇤,↵⇤), and for �⇤ = B(µ⇤),

the strategy µ⇤ is a �⇤-strategy of maximal informational e�ciency. That is,

E(µ⇤) = max
µ2M(�⇤

)

E(µ) (2.6)

Thus a dynamic pricing policy with su�ciently high referral incentives allocates the

mass �⇤ of early adopters in a way that has maximal e↵ect on ↵⇤.

The previous two propositions have clear implications for a monopolist marketing

the technology with a dynamic pricing policy. In fact, there is a cost associated with

�⇤, the mass of early adopters, since those agents must be given an incentive to adopt

early. The informational e�ciency of the resulting strategy can therefore have an

important e↵ect on the profit that can be achieved. This is examined in the next

section.

2.4.3 Profit Maximization

In this section, we will study the profit maximization problem faced by a monopo-

list. The monopolist knows that agents are initially unaware of the quality of the

technology (i.e. ✓). He therefore faces the aforementioned non-adoption risk, which

is modeled by assuming that pAH
1

+ (1� p)AL
1

< 0 (cf. Assumption 1) and thus that

an un-informed agent does not adopt late (at t = 1). He must therefore choose an

optimal policy that will maximize his profit, given that agents become informed by

word of mouth.

We suppose that the monopolist markets the technology with the belief that its

quality is good (✓ = H). Since the monopolist always prices the technology as though

its quality were good, agents cannot infer anything about ✓ by observing (P
0

, P
1

, ⌘).

This is convenient since we do not wish to model that kind of inference, but rather

the e↵ect of a dynamic pricing policy on information di↵usion among agents. In

Aumann’s terminology, the agents and the monopolist thus “agree to disagree”, i.e.

they accept to hold di↵erent beliefs about ✓: the monopolist holds the prior belief

(✓ = H) = 1 while the agents hold the prior belief (✓ = H) = p.
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The profit function ⇡ : 3 ! faced by the monopolist, given a dynamic pricing

policy (P
0

, P
1

, ⌘), can be expressed as

⇡(P
0

, P
1

, ⌘) = �⇤P
0

+ �⇤P
1

� ⌘(1� ↵⇤) {µ⇤(d) · d} (2.7)

where

�⇤ = B(µ⇤) (2.8)

is the equilibrium fraction of early adopters,

�⇤ =
X

d�1

f(d) · (1� µ⇤(d)) · (1� (1� ↵⇤)d) (2.9)

is the equilibrium fraction of late adopters when ✓ = H, while

(1� ↵⇤) {µ⇤(d) · d} = (1� ↵⇤)
X

d�1

f(d)µ⇤(d) · d (2.10)

is the expected number of referral payments that must be paid out to early adopters

when ✓ = H.

Note that, in order to focus our attention entirely on information di↵usion, we do

not model the production cost structure faced by the monopolist. We consider two

classes of dynamic pricing policies: (i) two-price policies and (ii) referral incentives.

In the first class of policies, the monopolist uses inter-temporal price discrimination

and charges di↵erent prices to early and late adopters. As will be seen later, a

discounted price P
0

 P
1

is charged to early adopters in order to encourage them

to adopt early and reveal information about the product to their neighbors. Late

adopters then pay the ”full” price P
1

. In the second class of policies, a referral

incentive ⌘ is given to early adopters for each neighbor who adopts after them. All

agents pay a ”full” price P = P
0

= P
1

, whether they adopt early or late. We

will thus let D = {(P
0

, P
1

, ⌘) : ⌘ = 0} denote the set of two-price policies and

R = {(P
0

, P
1

, ⌘) : P
0

= P
1

} denote the set of referral incentive policies.

The profit maximization problem can be stated as
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maximize
(P0,P1,⌘)2D

⇡(P
0

, P
1

, ⌘) (2.11)

in the first case and

maximize
(P0,P1,⌘)2R

⇡(P
0

, P
1

, ⌘) (2.12)

in the second case.

When we restrict our attention toD- andR-policies, we will also need the following

definition.

Definition 9 (Supremal profits) Let ⇡̂D = sup
D

⇡(P
0

, P
1

, ⌘) and ⇡̂R = sup
R

⇡(P
0

, P
1

, ⌘)

denote the supremal profits achieved by two-price and referral policies respectively.

A monopolist would ideally want the smallest fraction early adopters and the

largest fraction of late adopters. This is because early adopters are “costly” in the

sense that they must be incentivized. Indeed, the expected value of the technology

to an early adopter is Ā, while the value of the technology to a late adopter is AH
1

.

Since it follows from Assumption 2 that Ā < AH
1

, early adopters are not willing

to pay as much as late adopters. This can be understood as stemming from a risk

premium demanded by early adopters for the risks involved in adopting a technology

of uncertain value. Late adopters, on the other hand, are willing to pay a higher price

since the value of the technology has been revealed to them by their neighbors. It

follows from the above argument that the monopolist’s profit is bounded above by

AH
1

, which is the profit that would be reaped if all agents adopted late. Moreover,

the information flow being constrained by the networked interaction structure, the

maximal profit achievable by the monopolist will depend on the network (i.e. on

the degree distribution f(d)). We can define the network’s informational loss to the

monopolist as follows.

Definition 10 (Network’s informational loss) Given some degree distribution f(d),

let

⇡̂ = sup
(P0,P1,⌘)

⇡(P
0

, P
1

, ⌘)

be the supremal profit achievable by any pricing policy (P
0

, P
1

, ⌘). Then, we call

� = AH
1

� ⇡̂ the network’s informational loss to the monopolist. It represents the
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profit that is lost as a result of the limitations on informational di↵usion imposed by

the network structure.

We will start by examining the performance of those two classes of dynamic pricing

policies D and R on d-regular networks, i.e. on networks in which all agents have

degree d. This models a case in which agents are homogeneous in their propensity to

interact with others. The following theorem states results for that particular case.

Theorem 4 (Optimal profit on d-regular networks) Suppose we have a d-regular

network, i.e. f(d) = 1 for some d and f(d) = 0 otherwise. Then,

(i)

⇡̂D = ⇡̂, 8 d

(ii)

⇡̂D > ⇡̂R, 8 d

(iii)

lim
d!1

⇡̂D = lim
d!1

⇡̂R

(iv)

lim
d!1

� = 0

Part (i) says that on d-regular networks, the supremal profit achieved by an op-

timal two-price policy is optimal over the set of all pricing policies. The intuition

behind this result is that with a two-price policy, a monopolist can capture the full

surplus of both early and late adopters while being also able to choose the optimal

informational power ↵⇤. Indeed, the monopolist only su↵ers the network’s informa-

tional loss �. This is shown in Fig. 2.1, where the profits under optimal policies of

classes D and R are plotted against the degree d.

Part (ii) says that the profit achieved by an optimal referral incentive policy is

strictly dominated by the one achieved by an optimal two-price policy. The reason

is that whether a referral credit is paid out by the monopolist depends on the tech-

nology’s quality ✓. If ✓ = L, then an early adopter will not reap any referral credits

since none of his neighbors will adopt after him. A price discount P
1

� P
0

, on the
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Figure 2.1: Optimal Profit of Two-Price and Referral Incentive Policies on a d-regular
network with degree d. Model parameters are AH

0

= 10, AH
1

= 20, AL
0

= �10,
AL

1

= �20 and p = 0.4. � is the network’s informational loss.

other hand, is paid to an early adopter irrespectively of ✓. A monopolist must thus

o↵er an “inflated” referral credit ⌘ that compensates an early adopter for the risk of

not receiving it. This results in referrals being a more costly form of incentives than

inter-temporal price discrimination.

Parts (iii) and (iv) say that as the network becomes fully connected, both D- and

R-policies become equivalent and the informational loss � become 0. This implies

that the monopolist is able to capture the maximal profit AH
1

, since only a vanishing

fraction of agents need to be incentivized.

A question we wish to investigate is what happens to optimal profits when the

degree distribution exhibits dispersion in degree, i.e. when agents have heterogenous

degrees. To gain intuition into that, we start by analyzing a two-degree network,

i.e. a network in which agents can either be of low degree dl or of high degree du.

We will see that under ideal conditions, this heterogeneity allows a monopolist to

devise a strategy of maximal power with minimal cost. We first state the following

proposition.

Proposition 5 Suppose we have a two-degree network, i.e. f(du) = q and f(dl) =

1� q for some du � dl. Then, for any dl

(i) lim
q!0

lim
du!1

⇡̂D < lim
q!0

lim
du!1

⇡̂R = lim
q!0

lim
du!1

⇡̂
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(ii) lim
q!1

lim
du!1

⇡̂D = lim
q!1

lim
du!1

⇡̂R = lim
q!1

lim
du!1

⇡̂

(iii) for any q 2 (0, 1), lim
du!1

⇡̂R < AH
1

The above proposition examines optimal profits as the higher degree du grows

arbitrarily large while the lower degree dl remains fixed. Part (i) states that as

the fraction q of higher-degree agents becomes arbitrarily small, the profit under

an optimal referral policy strictly dominates the profit under an optimal two-price

policy. To gain some intuition into this result, let us consider the following extreme

case: when dl = 1, a possible realization of this limiting degree distribution can be

understood as a star network with a single infinite-degree node at the center and

an infinite number of degree-1 nodes in the periphery. A monopolist would thus

want to incentivize only the agent at the center of this network. A referral incentive

policy allows him to do that and thus to achieve maximum informational power “for

free”: the total incentivizing cost can be shown to converge to zero while the total

revenue can be shown to converge to AH
1

, the total surplus of late adopters and the

maximum profit achievable. It follows that the network’s informational loss is 0,

or more rigorously lim
q!0

lim
du!1

� = 0. On the other hand, a two-price policy results

inevitably in a non-trivial fraction of degree-1 agents adopting early and thus in a

non-trivial fraction of agents having to be incentivized.

Part (ii) simply states that as the degree distribution converges to that of a fully

connected network, profits under optimal policies of both D and R classes are equal

to the optimal profit over the set of all policies (P
0

, P
1

, ⌘). Indeed, in this case, we

recover the result from Theorem 4 (iii) and (iv).

Part (iii) states that as long as the fraction of higher-degree agents is non-trivial, a

referral policy cannot capture the total surplus of late adopters because a non-trivial

fraction of agents must be incentivized to adopt early.

The following theorem states that on two-degree networks, as long as the fraction

of high-degree agents is low enough, there exist two regimes: one in which two-price

policies strictly dominate referral incentive policies and one in which this dominance

relationship is reversed. Note that for this theorem, we conjecture that ⇡̂D and ⇡̂R
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are continuous in all parameters.

Theorem 5 (Optimal profit on two-degree networks) Suppose we have a two-

degree network, i.e. f(du) = q and f(dl) = 1� q for some du � dl. If ⇡̂D and ⇡̂R are

continuous in all parameters, then for any dl there exist thresholds q, d(q) and d̄(q)

such that for any q  q

⇡̂D > ⇡̂R, for all du < d(q)

⇡̂R > ⇡̂D, for all du > d̄(q)

Theorem 5 generalizes the intuition of Proposition 5(i). In the regime in which

⇡̂R > ⇡̂D (i.e. for du > d̄(q)), there is a small fraction of su�ciently powerful, high-

degree agents. This ensures su�ciently high informational e�ciency (cf. Definition

8) for a referral incentive policy, since the latter can guarantee early adoption by

high-degree agents only. In this regime, the benefits stemming from dispersion in

degree are therefore high enough to overcome the higher cost of a referral policy, as

explained in the discussion of Theorem 4. This is not the case in the regime in which

⇡̂R < ⇡̂D (i.e. for du < d(q)).

To see how this intuition extends to a general context, we will examine the perfor-

mance of the two classes of dynamic pricing policies on general networks. We will do

so using a family of degree distributions from a model of [32], which fits well across a

wide range of social networks. It is a general family of distributions that covers both

scale-free networks and networks formed uniformly at random as extreme cases. The

cumulative distribution function is expressed as

F (d) = 1� � rm

d+ rm

⌘
1+r

(2.13)

where m is the average degree and 0 < r < 1. The distribution approaches a

scale-free (resp. exponential) distribution as r tends to 0 (resp. 1).

Fig. 2.2 illustrates the performance of those two classes of policies. Each point

on the curves represent the profit optimized as in (2.11) and (2.12), for the degree
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Figure 2.2: Optimal Profit of Two-Price and Referral Incentive Policies vs Average
Degree. The degree distributions are as in (2.13) with r = 2 in all cases. Model
parameters are AH

0

= 10, AH
1

= 20, AL
0

= �10, AL
1

= �20 and p = 0.4.

distribution with specific parameters. An interesting property of (2.13) is that when

distribution F 0 has parameters (m0, r0) and distribution F has parameters (m, r) such

that r0 = r and m0 > m, then F 0 strictly first-order stochastically dominates F .

We see that referral incentive policies fare better than two-price policies on degree

distributions with average degree m higher than a certain threshold (m ⇡ 7). Indeed

on such distributions, the e↵ect of Proposition 4 can be felt: agents with degrees

above threshold d⇤U invest early, and do so with maximum e�ciency. They therefore

generate high informational power (cf. Definition 3) at a low incentivizing cost (in the

form of referrals payments) since the informational e�ciency is maximal. Although

the free-riding agents have degrees below a threshold d⇤U , they still have relatively

high degrees since the distribution has a high m. They are thus very likely to collect

information (i.e. have at least one neighbor who invested early). This translates into

high rates of late adoption among free riders for a small fraction of highly-e�cient

early adopters.

A feature that emerges from Fig. 2.2 is that referral incentive policies are domi-

nated by two-price policies on degree distributions with average degree m lower than

a certain threshold (m ⇡ 7). On such distributions and under a referral incentive pol-

icy, free-riding agents have very low degrees. Thus, even if the early-adopting agents

have higher degrees and thus generate high power, some free-riding agents are very
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Figure 2.3: Optimal Profit of Referral Incentive Policies vs Average Degree. The
degree distributions are as in (2.13) with r varied for each curve. Model parameters
are as in Fig. 2.2.

likely to remain un-informed, because their low degrees translate into a low proba-

bility of having an early-adopting neighbor. This then translates into lower rates of

late adoption. Under a two-price policy, however, it is agents with degrees below a

threshold d⇤L who adopt early. Although the latter tend to generate lower informa-

tional power, the free-riding agents have degrees above the threshold d⇤L and are thus

less likely to remain un-informed. This translates into an ine�cient pattern of early

adoption (cf. Proposition 3), but this is compensated by a reasonable rate of late

adoption. In other words, a two-price policy dominates a referral incentive policy not

because it generates higher informational power (and e�ciency) but rather because

it guarantees adoption by low-degree agents, precisely those agents who would likely

fail to collect information from their neighbors under a referral incentive policy.

Fig. 2.3 and Fig. 2.4 illustrate the performance of the two classes of policies when

both the average degree m and parameter r are varied. An interesting property of

the family of degree distributions expressed in (2.13) is that when distribution F 0 has

parameters (m0, r0) and distribution F has parameters (m, r) such that m0 = m > 0

and r0 < r, then F 0 is a strict mean-preserving spread of F .

In Fig. 2.3, we see that referral incentive policies fare better on networks closer

to scale-free (i.e. lower r) when the average degree m is low. This is because a higher

spread puts more weight on high degrees and this translates into higher informational
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Figure 2.4: Optimal Profit of Two-Price Policies vs Average Degree. The degree
distributions are as in (2.13) with r varied for each curve. Model parameters are as
in Fig. 2.2.

power. This therefore somewhat compensates the e↵ect of a low average degree m.

On the contrary, such policies fare better on networks closer to those formed uniformly

at random (i.e. higher r) when the average degree m is high. This is because such

networks put less weight on very low degrees. Thus even if free riders have degrees

below a threshold d⇤U , they are less likely to have very low degrees and thus to remain

un-informed.

In Fig. 2.4, we see that price discount policies are somewhat less a↵ected by

mean-preserving spreads. Indeed, free-riding agents have degrees above a threshold

d⇤L and thus we do not see the e↵ects mentioned in the previous paragraph.

2.5 Conclusion

In this chapter, we built a simple model to examine how the conflict between stan-

dard network externalities and informational externalities endogenizes the adoption

dynamics of a technology of uncertain value. The class of network games we present

enables us to study the e↵ect of referral incentives on early adoption and information

di↵usion. We derive a mean-field equilibrium (MFE), which allows for tractability

and realism in terms of the cognitive burden placed on agents. We show that agents

at both ends of the degree support may choose to adopt early while the rest elect
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to free-ride on the information generated by the latter. The insights obtained from

our analysis can instruct a marketer or monopolist on how to design an optimal dy-

namic pricing mechanism. We derive pricing mechanisms under which only low-degree

agents or high-degree agents choose to adopt early. The only network information

needed to implement such mechanisms is the degree distribution. This is in contrast

with existing work in the literature, where the targeting of influential agents often

implies full knowledge of the network topology, which is rarely known in practice6.

We illustrate how inter-temporal price discrimination and referral incentives can each

be profit-increasing, depending on the network’s degree distribution. This work can

help develop more sophisticated models of technology adoption taking into account

uncertainty about product quality as well as informational free-riding and the role

of referral incentives. Those can in turn lead to the development of better dynamic

pricing mechanisms that optimize the spread of information in large social systems.

2.6 Appendix

2.6.1 Validity of the Mean-Field Approximation

In this section, we compare the equilibrium outcome in the mean-field setting analyzed

so far to the equilibrium outcomes in a finite model, where agents have full knowledge

of the network topology. Since the second stage (t = 1) of the game is perfectly

determined by the outcome of the first stage (t = 0), we will only examine the behavior

of agents in the first stage. We will compare outcomes under Nash equilibrium and

mean-field equilibrium (MFE) on two types of networks: (i) a complete network and

(ii) a star network. We will see that the mean-field model has the advantage of

selecting a unique equilibrium outcome and of eliminating implausible equilibria that

could arise under full information.
6However, see [21] for recent work that does not require full knowledge of the network topology.
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On A Complete Network:

Here we assume a set N of n agents who are fully connected.

Under a two-price policy (i.e. ⌘ = 0):

There can be many Nash equilibria. There is a symmetric Nash equilibrium in

which all agents play a mixed strategy µi = !. There are also many pure strat-

egy Nash equilibria: µi = 1 for some i 2 N and µ�i = 0 is a Nash equilibrium.

There should thus be n such pure-strategy Nash equilibria, in which a single agent

experiments and all the others free ride.

An analogous case in the mean-field model is an n-regular graph. There is a

single symmetric mixed-strategy mean-field equilibrium (MFE) where all agents play

µ(n) = !.

Under a referral policy (i.e. ⌘ > ⌘):

There can be many Nash equilibria. There is again a symmetric Nash equilibrium

in which all agents play a mixed strategy µi = !. There may also be many pure

strategy Nash equilibria: µi = 1 for all i in a subset N! of agents such that ! = |N! |
N

and µ�i = 0 is a Nash equilibrium. This is because in such cases all agents are

indi↵erent, i.e.

⇧adopt = Ā� P + p⌘(1� !)(n� 1) = p(AH
1

� P ) = ⇧defer

In the analogous mean-field model on an n-regular graph, there is a single sym-

metric mixed-strategy mean-field equilibrium (MFE) where all agents play µ(n) = !.

Thus again, the mean-field model selects the symmetric mixed-strategy equilibrium.

On A Star Network:

Here we assume a set N of n agents: one agent at the center of the star and n � 1

agents in the periphery. We label the center agent with i = n.

Under a two-price policy (i.e. ⌘ = 0):

There can be many pure and mixed-strategy Nash equilibria. The pure strategy

Nash equilibria are µn = 1 and µ�n = 0 as well as µn = 0 and µ�n = 1. In other
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words, either the center experiments and the periphery free-ride or the other way

around.

There can be a mixed-strategy Nash equilibrium in which µn = ! and µ�n = 0

and one in which µn = 0 and µ�n = !0. There can also be a mixed-strategy Nash

equilibrium in which µn = ! and µ�n = !0, in other words, the mixed strategy of the

center node makes the periphery indi↵erent and at the same time, the mixed-strategy

of the periphery makes the center node indi↵erent.

The two-degree mean-field model (with dl = 1 and du = n�1) may be understood

as somewhat analogous to the star network, although a star is only one possible

realization of this two-degree model. In the two-degree case, and depending on the

game parameters, the unique mean-field equilibrium MFE can take the form µ(n �
1) = 0 and µ(1) = !, µ(n � 1) = 0 and µ(1) = 1 or µ(n � 1) = ! and µ(1) = 1,

depending on game parameters. These are all lower-threshold strategies. So the MFE

e↵ectively selects the equilibrium in which the periphery adopts early and the center

free-rides.

Under a referral policy (i.e. ⌘ > ⌘):

We outline here two possible pure-strategy Nash equilibria: with high enough ⌘,

under the finite model, both µn = 1 and µ�n = 0 as well as µn = 0 and µ�n = 1 are

pure-strategy Nash equilibria. There may also be mixed-strategy Nash equilibria.

Under the mean-field model, with high enough ⌘, we have an upper-threshold

strategy: the unique mean-field equilibrium (MFE) can have the form µ(n� 1) = !

and µ(1) = 0, µ(n � 1) = 1 and µ(1) = 0 or µ(n � 1) = 1 and µ(1) = !, depending

on game parameters. Thus the MFE e↵ectively selects the equilibrium in which the

center adopts early and the periphery free-rides.

2.6.2 E↵ect of Degree Dependence Between Neighbors on

Equilibrium Outcomes

In the mean-field model analyzed so far, the distribution of a neighbor’s degree was

given by the edge-perspective degree distribution f̃(d). It would be interesting to ex-

amine how degree dependence between neighbors would a↵ect equilibrium outcomes.
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For that purpose, let us introduce the following terminology.

Let (d|k) be the probability that a neighbor has degree d when the agent has

degree k. Then we have the following definition.

Definition 11 (Neighbor a�liation). We say that the interaction structure exhibits

negative (positive) neighbor a�liation if (d|k) ⌫ (�) (d|k0) for k0 > k, where ⌫
indicates first-order stochastic dominance.

E↵ectively, negative neighbor a�liation means that a higher-degree agent is more

likely to be connected to a lower-degree agent while positive neighbor a�liation means

that he is more likely to be connected to another higher-degree agent.

Under a two-price policy resulting in a lower-threshold strategy, negative neighbor

a�liation would preserve the lower-threshold nature of the equilibrium. Indeed, a

lower-degree agent is now more likely to be connected to a high-degree free-rider and

thus has an even greater incentive to adopt early. Likewise, a higher-degree free-rider

has a higher chance of being connected to a lower-degree early adopter and thus has

an even higher incentive to free-ride.

Similarly, under an upper-threshold referral policy, negative neighbor a�liation

would preserve the upper-threshold nature of the equilibrium. Indeed, a lower-degree

free-rider is now more likely to be connected to a high-degree early adopter and thus

has an even greater incentive to free ride. Likewise, a higher-degree early adopter has

a higher chance of being connected to a lower-degree free-rider and thus has an even

higher incentive to adopt early.

For opposite reasons, positive neighbor a�liation would tend to weaken the thresh-

old results derived in the mean-field model. For example, in a lower-threshold strat-

egy, a lower-degree early adopter is more likely to be connected to another lower-

degree early adopter and thus has a smaller incentive to adopt early.

2.6.3 Proofs

Proof 1 (Theorem 1) For any ↵ 2 [0, 1] define the correspondence � by �(↵) =

T (S(↵)). Any fixed point ↵⇤ of �, with the corresponding µ⇤ 2 S(↵⇤) such that
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T (µ⇤) = ↵⇤ constitute a MFE. We thus need to show that the correspondence �

has a fixed point. We employ Kakutani’s fixed point theorem on the composite map

�(↵) = T (S(↵)).
Kakutani’s fixed point theorem requires that � have a compact domain, which

is trivial since [0, 1] is compact. Further, �(↵) must be nonempty; again, this is

straightforward, since both S and T have nonempty image.

Next, we show that �(↵) has a closed graph. We first show that S has a closed

graph, when we endow the set of mean-field strategies with the product topology on

[0, 1]1. This follows easily: if ↵n ! ↵, and µn ! µ, where µn 2 S(↵n) for all n, then

µn(d) ! µ(d) for all d. Since ⇧defer(↵, d) and ⇧adopt(↵, d) are continuous, it follows

that µ(d) 2 S(↵), so S has a closed graph. Note also that with the product topology on

the space of mean-field strategies, T is continuous: if µn ! µ, then T (µn) ! T (µ)

by the bounded convergence theorem.

To complete the proof that � has a closed graph, suppose that ↵n ! ↵, and that

↵0
n ! ↵0, where ↵0

n 2 �(↵n) for all n. Choose µn 2 S(↵n) such that T (µn) = ↵0
n for

all n. By Tychono↵ ’s theorem, [0, 1]1 is compact in the product topology; so taking

subsequences if necessary, we can assume that µn converges to a limit µ. Since S
has a closed graph, we know µ 2 S(↵). Finally, since T is continuous, we know that

T (µ) = ↵0. Thus ↵0 2 �(↵), as required.
Finally, we show that the image of � is convex. Let ↵

1

,↵
2

2 �(↵), and let

↵̂ = �↵
1

+ (1 � �)↵
2

, where � 2 (0, 1). Choose µ
1

2 S(↵
1

) and µ
2

2 S(↵
2

), and let

µ̂ = �µ
1

+ (1 � �)µ
2

; note that µ̂ 2 S(↵) since S(↵) is convex. Finally, since T is

linear, we have T (µ̂) = ↵̂, which shows that ↵̂ 2 �(↵)—as required.

By Kakutani’s fixed point theorem, � possesses a fixed point ↵⇤. Letting µ⇤ 2 S(↵⇤)

be such that T (µ⇤) = ↵⇤, we conclude that (µ⇤,↵⇤) is an MFE. ⇤

Proof 2 (Theorem 2) Consider the incremental expected utility at time t = 0 for

an agent of degree d, i.e.

�⇧(↵, d) = ⇧adopt(↵, d)� ⇧defer(↵, d) (2.14)

= p(AH
0

+ AH
1

) + (1� p)AL
0

+ ⌘p(1� ↵)d� p(1� (1� ↵)d)AH
1
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We prove the theorem in a sequence of steps:

Step 1: For all d � 1, ⇧adopt(↵, d)�⇧defer(↵, d) is strictly decreasing in ↵ 2 (0, 1).

Note that ⌘ � 0 and p > 0, so it follows from (2.1) that ⇧adopt(↵, d) is non-increasing

in ↵. Further, AH
1

> 0 so it follows from (2.2) that ⇧defer(↵, d) is strictly increasing

in ↵, as required.

Step 2: For all d � 1, and ↵0 > ↵, Sd(↵0) � Sd(↵).7 This follows immediately

from Step 1 and the definition of Sd in Definition 2.

Step 3: If µ0, µ are mean-field strategies such that µ(d) � µ0(d), then T (µ) �
T (µ0). This follows since T is linear in its arguments, with nonnegative coe�cients.

Step 4: Completing the proof. So now suppose that there are two mean field

equilibria (µ⇤,↵⇤) and (µ0⇤,↵0⇤), with ↵0⇤ > ↵⇤. By Step 2, since µ⇤ 2 S(↵⇤) and

µ0⇤ 2 S(↵0⇤), we have µ⇤(d) � µ0⇤(d). By Step 3, we have ↵⇤ = T (µ⇤) � T (µ0⇤) = ↵0⇤,

a contradiction. Thus the ↵⇤ in any MFE must be unique, as required. ⇤

Proof 3 (Theorem 3) Consider now, �⇧(↵, d) as a function of the continuous

variable d over the connected support [1,1). First note that (2.14) can be rewrit-

ten as

�⇧(↵, d) = ⇧adopt(↵, d)� ⇧defer(↵, d)

= pAH
0

+ (1� p)AL
0

+ ⌘p(1� ↵)d+ pAH
1

(1� ↵)d

For any ↵ 2 (0, 1), �⇧(↵, d) is the sum of a non-decreasing a�ne function of d and

a convex function of d. �⇧(↵, d) is therefore convex in d. It follows that it is also

quasiconvex and thus the inverse image of (�1, 0) is a convex set, specifically, an

interval [1, y) if �⇧(↵, 1) < 0 or an interval (x, y) where x � 1, otherwise. The

integers in such intervals (i.e. [1, y)
T

+ or (x, y)
T

+) represent the degrees of

the agents for whom delaying adoption is a strict best response, i.e. {d : Sd(↵) =

{0}}. It follows that the degrees of agents for whom early adoption is a strict best

response, i.e. {d : Sd(↵) = {1}}, are located outside of this interval, i.e. at either or

both extremities of the degree support. This result holds for any couple (µ,↵), where

7Here the set relation A � B means that for all x 2 A and y 2 B, x  y.
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µ 2 S(↵) and ↵ 2 (0, 1). It therefore holds for any mean-field equilibrium (µ⇤,↵⇤)

such that ↵⇤ 2 (0, 1).

Note that any MFE has the same ↵⇤ (cf. Theorem 2). Letting d⇤L = sup{z :

Sd(↵⇤) = {1}, for all d < z}8 and d⇤U = inf{z : Sd(↵⇤) = {1}, for all d > z} defines

a pair of thresholds d⇤L and d⇤U valid for all strategies that may arise in an MFE, i.e.

any µ⇤ such that µ⇤ 2 S(↵⇤) and ↵⇤ = T (µ⇤). ⇤

Proof 4 (Corollary 1) Setting ⌘ = 0 in (2.14) results in

�⇧(↵, d) = pAH
0

+ (1� p)AL
0

+ pAH
1

(1� ↵)d

Consider again �⇧(↵, d) as a function of a continuous variable d over the connected

support [1,1). For any ↵ 2 (0, 1), �⇧(↵, d) is a strictly-decreasing function of d.

It follows that the inverse image of (�1, 0) is an interval [1,1) if �⇧(↵, 1) < 0

or an interval (x,1) where x � 1 otherwise. The integers in such intervals (i.e.

[1,1)
T

+ or (x,1)
T

+) represent the degrees of agents for whom delaying adop-

tion is a strict best-response, i.e. {d : Sd(↵) = {0}}. It follows that the degrees of

agents for whom early adoption is a strict best response (i.e. {d : Sd(↵) = {1}}) are

located at the leftmost extremity of the degree support.

Thus we may write µ(d) = 1, for all d < dL and µ(d) = 0, for all d > dL and it

also follows that dU = 1. ⇤

Proof 5 (Corollary 2) We will give a su�cient condition. Let us show that there

exists ⌘̂ < 1 such that 8⌘ > ⌘̂, �⇧(↵, 1) < �⇧(↵, 2), for all ↵ 2 (0, 1). First note

that using (2.14), we can write

�⇧(↵, 2)��⇧(↵, 1) = ⌘p(1� ↵)� pAH
1

(1� ↵� (1� ↵)2)

= p(⌘ � AH
1

)� ↵(p(⌘ � AH
1

)) + pAH
1

(1� ↵)2

We will verify that when ⌘ > ⌘̂, �⇧(↵, 2) � �⇧(↵, 1) > 0, for all ↵ 2 (0, 1). Note

that �⇧(↵, 2)��⇧(↵, 1) is the sum of an a�ne function of ↵ and a purely quadratic

8Note that in the event that Sd(↵⇤) 6= {1} for d = 1, we set d⇤L = 1.
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function of ↵. The quadratic term is strictly positive over the desired range of ↵. The

a�ne term is also strictly positive when ⌘ > AH
1

. It thus follows that �⇧(↵, 2) >

�⇧(↵, 1) for any ↵ 2 (0, 1), when ⌘ > AH
1

.

By the convexity of �⇧(↵, d) in d (cf. proof of Theorem 3), it follows by induction

that �⇧(↵, d+ 1) > �⇧(↵, d), for all d � 1. Since �⇧(↵, d) is strictly increasing in

d, it follows that for all ↵ 2 (0, 1), any µ 2 S(↵) must be such that µ(d) = 1, 8d > dU

and µ(d) = 0, for 1  d < dU , for some dU < 1.

Moreover, note that Assumption 2 guarantees that, in equilibrium, some lower-

degree agents will delay adoption.

Thus ⌘̂ = AH
1

< 1 is a su�cient condition on ⌘ to guarantee the result. ⇤

Proof 6 (Proposition 1) Now let (µ⇤,↵⇤) and (µ0⇤,↵0⇤) be MFE arising under the

degree distributions f and f 0 respectively.

Suppose ↵0⇤ > ↵⇤. Then S(↵0⇤) � S(↵⇤) (cf. Proof of Theorem 2). Since ⌘ = 0, by

Corollary 2, any µ0 2 S(↵0⇤) and µ 2 S(↵⇤) have d0U = dU = 1. Moreover, µ0 and µ

are such that d0L  dL. Since f 0 � f , then the edge-perspective degree distributions are

such that f̃ 0 � f̃ and the cumulative distribution function is such that F̃ 0(d)  F̃ (d),

8d 2 . Thus, for all µ⇤ 2 S(↵⇤) such that ↵⇤ = T (µ⇤) and µ0⇤ 2 S(↵0⇤) such that

↵0⇤ = T (µ0⇤), we have

↵0⇤ =

d0⇤L�1X

d�1

f̃ 0(d) + f̃ 0(d0⇤L)µ
0⇤(d0⇤L)


d⇤L�1X

d�1

f̃(d) + f̃(d⇤L)µ
⇤(d⇤L)

= ↵⇤

a contradiction. Thus, we conclude that ↵0⇤  ↵⇤. ⇤

Proof 7 (Proposition 2) From the proof of Corollary 2, there exists ⌘̂ < 1 such

that 8⌘ > ⌘̂, any MFE (µ⇤,↵⇤) has µ⇤(d) = 1, 8d > d⇤U and µ⇤(d) = 0, 8d < d⇤U .

Assuming we are in such a range of ⌘, proceed similarly as in the proof of Proposition

1, but now suppose ↵0⇤ < ↵⇤. Then S(↵0⇤) ⌫ S(↵⇤) (cf. Proof of Theorem 2). It
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follows that any µ0 2 S(↵0⇤) and µ 2 S(↵⇤) is such that d0U  dU . Again, since f 0 � f ,

then f̃ 0 � f̃ and the cumulative distribution function is such that F̃ 0(d)  F̃ (d),

8d 2 . Thus, for all µ⇤ 2 S(↵⇤) such that ↵⇤ = T (µ⇤) and µ0⇤ 2 S(↵0⇤) such that

↵0⇤ = T (µ0⇤), we have

↵0⇤ =
X

d�d0⇤U+1

f̃ 0(d)µ0⇤(d) + f̃ 0(d0⇤U)µ
0⇤(d0⇤U)

�
X

d�d⇤U+1

f̃(d)µ⇤(d) + f̃(d⇤U)µ
⇤(d⇤U)

= ↵⇤

a contradiction. Thus, we conclude that ↵0⇤ � ↵⇤. ⇤

Proof 8 (Proposition 3) As explained in section 2.4.1, a (P
0

, P
1

, ⌘)-policy with ⌘ =

0 simply changes the parameters AH , AL and �. We can thus invoke Corollary 1 to

conclude that under such a policy, an MFE (µ⇤,↵⇤) is such that µ⇤(d) = 1 for all

d < d⇤L and µ⇤(d) = 0 for all d > d⇤L (and thus d⇤U = 1).

Now let µ 2 M(�⇤) be such that µ 6= µ⇤. We will show that ↵ = T (µ) � T (µ⇤) =

↵⇤. First, let A = {d : µ⇤(d) < µ(d)} and B = {d : µ⇤(d) > µ(d)}. Note that

[(µ(d)� µ⇤(d)) · {d2A}] = [(µ⇤(d)� µ(d)) · {d2B}] (2.15)

where the expectation is taken over d. This follows from the fact that µ, µ⇤ 2 M(�⇤)

and thus both strategies generate the same mass of early adopters. This mass is simply

allocated di↵erently over the degree support. Also note that d 2 B only for d  d⇤L
and d 2 A only for d � d⇤L. Thus A ⌫ B and it follows that

[(µ(d)� µ⇤(d)) · d · {d2A}] � [(µ⇤(d)� µ(d)) · d · {d2B}] (2.16)
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Thus, letting d̂ = [d]

↵⇤ = ↵�
X

d�1

f̃(d)(µ(d)� µ⇤(d)) · {d2A} +
X

d�1

f̃(d)(µ⇤(d)� µ(d)) · {d2B}

= ↵� 1

d̂
[(µ(d)� µ⇤(d)) · d · {d2A}] +

1

d̂
[(µ⇤(d)� µ(d)) · d · {d2B}]

 ↵

where the inequality follows from (2.16). It then follows from Definition 8 that

E(µ⇤) = ↵⇤

�⇤  ↵
�⇤ = E(µ). Since this is true for all µ 2 M(�⇤), we conclude that

E(µ⇤) = min
µ2M(�⇤

)

E(µ)

⇤

Proof 9 (Proposition 4) Again, a (P
0

, P
1

, ⌘)-policy with ⌘ > 0 simply changes the

parameters AH , AL and �. We can thus invoke Corollary 2 to conclude that there

exists ⌘̂ < 1 such that for all ⌘ > ⌘̂, a MFE (µ⇤,↵⇤) is such that µ⇤(d) = 1 for all

d > d⇤U and µ⇤(d) = 0 for all d < d⇤U (and thus d⇤L = 1).

As in the proof of Proposition 3, let µ 2 M(�⇤) be such that µ 6= µ⇤. We will

show that ↵ = T (µ)  T (µ⇤) = ↵⇤. Again, let A = {d : µ⇤(d) < µ(d)} and

B = {d : µ⇤(d) > µ(d)}.
Also note that d 2 B only for d � d⇤U and d 2 A only for d  d⇤U . Thus A � B

and it follows from (2.15) that

[(µ(d)� µ⇤(d)) · d · {d2A}]  [(µ⇤(d)� µ(d)) · d · {d2B}] (2.17)

and thus that

↵⇤ = ↵�
X

d�1

f̃(d)(µ(d)� µ⇤(d)) · {d2A} +
X

d�1

f̃(d)(µ⇤(d)� µ(d)) · {d2B}

= ↵� 1

d̂
[(µ(d)� µ⇤(d)) · d · {d2A}] +

1

d̂
[(µ⇤(d)� µ(d)) · d · {d2B}]

� ↵
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where the inequality follows from (2.17). Since µ⇤, µ 2 M(�⇤), it follows that E(µ⇤) =
↵⇤

�⇤ � ↵
�⇤ = E(µ). Since this is true for all µ 2 M(�⇤), we conclude that

E(µ⇤) = max
µ2M(�⇤

)

E(µ)

⇤

Proof 10 (of Theorem 4) Part (i):

Under a D-policy, the monopolist’s profit function reduces to

⇡(P
0

, P
1

, 0) = �⇤P
0

+ �⇤P
1

where on a d-regular network,

�⇤ = µ⇤(d) = ↵⇤

is the equilibrium fraction of early adopters and

�⇤ = (1� µ⇤(d))(1� (1� ↵⇤)d) = (1� ↵⇤)(1� (1� ↵⇤)d)

is the equilibrium fraction of late adopters.

The equilibrium condition �(↵⇤) = ↵⇤ can be reduced to the following indi↵erence

condition:

⇧adopt(↵⇤, d) = Ā� P
0

= p(1� (1� ↵⇤)d)(AH
1

� P
1

) = ⇧defer(↵⇤, d)

from which

↵⇤ = 1�
⇣
1� Ā� P

0

p(AH
1

� P
1

)

⌘
1/d

(2.18)

Thus we have an analytical expression for the equilibrium profit function ⇡(P
0

, P
1

, 0):

⇡(P
0

, P
1

, 0) = ↵⇤P
0

+ (1� ↵⇤)(1� (1� ↵⇤)d)P
1

(2.19)

where ↵⇤ is as in (2.18).
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Note that if P
0

> Ā, then ⇧adopt(↵⇤, d) < 0 < ⇧defer(↵⇤, d). Thus ↵⇤ = 0 and

⇡(P
0

, P
1

, 0) = 0. If P
1

> AH
1

, then a late adopter has payo↵ AH
1

� P
1

< 0 and thus

an agent will not adopt late since he has a reservation utility of 0 from not adopting.

Thus �⇤ = 0 and it follows that for any P
1

> AH
1

, ⇡(P
0

, P
1

, 0)  ⇡(P
0

, AH
1

, 0). It thus

su�ces to consider P
0

2 [0, Ā] and P
1

2 [0, AH
1

].

Now note that for any r⇤ 2 [0, 1], there exist monotonically increasing sequences

P
0,k " Ā and P

1,k " AH
1

such that

Ā� P
0,k

p(AH
1

� P
1,k)

= r⇤, 8 k

To show this, it su�ces to take any monotonically increasing sequence P
0,k " Ā

and to let

P
1,k = AH

1

� 1

pr⇤
(Ā� P

0,k)

so that P
1,k " AH

1

.

Since from (2.18), ↵⇤ = 1�
⇣
1� r⇤

⌘
1/d

, any ↵⇤ can be attained by an appropriate

choice of price sequences converging to the suprema of allowable prices (i.e. Ā and

AH
1

) from below.

Now let

⇡̄(↵⇤) = ↵⇤Ā+ (1� ↵⇤)(1� (1� ↵⇤)d)AH
1

(2.20)

⇡̄(↵⇤) is a continuous function of ↵⇤ on the compact support [0,1]. It therefore

has a maximum, which we label ↵̂⇤ = argmax
↵⇤2[0,1]

⇡̄(↵⇤). By construction, ⇡̄(↵̂⇤) is the

profit that would be attained if the monopolist charged prices P
0

= Ā and P
1

= AH
1

and were also able to choose the optimal ↵̂⇤. Thus, under an appropriate choice of

prices sequences,

lim
k!1

⇡(P
0,k, P1,k, 0) = ⇡̄(↵̂⇤) = sup

P0,P1

⇡(P
0

, P
1

, 0)

and the profit converges from below to its supremum. The optimal informational

power ↵̂⇤ can thus be achieved with sequences of prices that, in the limit, capture the
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total surplus of early adopters at time t = 0 (i.e. Ā) and the total surplus of late

adopters at time t = 1 (i.e. AH
1

). Such a two-price policy is thus optimal over all

policies (P
0

, P
1

, ⌘), i.e. ⇡̂ = ⇡̂D.

Part (ii):

We will show that ⇡̂R is strictly dominated by ⇡̂D for all d.

Under a R-policy, the monopolist’s profit function now reduces to

⇡(P, P, ⌘) = (�⇤ + �⇤)P � ⌘d(1� ↵⇤)µ⇤(d) (2.21)

where �⇤, �⇤ and µ⇤(d) are expressed as in part (i) and the equilibrium condition

�(↵⇤) = ↵⇤ can be reduced to the following indi↵erence condition (⇧adopt(↵⇤, d) =

⇧defer(↵⇤, d)):

Ā� P + p⌘(1� ↵⇤)d = p(1� (1� ↵⇤)d)(AH
1

� P ) (2.22)

Note that since agents have a reservation utility of 0 from not adopting, the left-

hand side of (2.22) must be non-negative to ensure that at least some agents adopt

early. It therefore follows that

Ā � P � p⌘(1� ↵⇤)d � P � ⌘(1� ↵⇤)d (2.23)

where the right-hand side represents the profit obtained from an average early adopter

(the price received minus the average referral incentives paid out). Therefore, if P <

AH
1

, the monopolist gets less than the total surplus of late adopters and less or equal

than the total surplus of early adopters. It follows that for any P < AH
1

, ⇡(P, P, ⌘) <

⇡̄D(↵̂⇤).

We now turn to the limiting case when Pk ! AH
1

. First note from (2.22) that

fixing P , any desired ↵⇤ can be achieved by an appropriate choice of ⌘, given by

⌘ =
1

p(1� ↵⇤)d

⇣
P � Ā+ p(1� (1� ↵⇤)d)(AH

1

� P )
⌘

(2.24)

Now using (2.24) and the expressions for �⇤, �⇤ and µ⇤(d) given in part (i), we

can express (2.21) in terms of P and as
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⇡̃(P ) =
⇣
↵⇤ + (1� ↵⇤)(1� (1� ↵⇤)d)

⌘
P � ↵⇤ ·

⇣P � Ā

p
+ (1� (1� ↵⇤)d)(AH

1

� P )
⌘

Now for some sequence Pk " AH
1

, let ⇡̄R(↵⇤) = lim
k!1

⇡̃(Pk). Then,

⇡̄R(↵
⇤) =

⇣
↵⇤ + (1� ↵⇤)(1� (1� ↵⇤)d)

⌘
AH

1

� ↵⇤ ·
⇣AH

1

� Ā

p

⌘

After some algebra, we can write

⇡̄R(↵
⇤) = ↵⇤ ·

⇣
AH

1

� AH
1

� Ā

p

⌘
+ (1� ↵⇤)

⇣
1� (1� ↵⇤)d

⌘
AH

1

< ↵⇤Ā+ (1� ↵⇤)(1� (1� ↵⇤)d)AH
1

= ⇡̄D(↵
⇤)

where the inequality follows from the fact that AH
1

� AH
1 � ¯A

p
< Ā, for any p 2 (0, 1). It

then follows that ⇡̄R(↵̂0⇤) = max
↵⇤2[0,1]

⇡̄R(↵⇤) < max
↵⇤2[0,1]

⇡̄D(↵⇤) = ⇡̄D(↵̂⇤).

Combining the above results, we know that for any P , ⇡(P, P, ⌘) < ⇡̄D(↵̂⇤) and

that sup
P,⌘

⇡(P, P, ⌘) < ⇡̄D(↵̂⇤). Since, ⇡̄D(↵̂⇤) = sup
P0,P1

⇡(P
0

, P
1

, 0), we conclude that

sup
P,⌘

⇡(P, P, ⌘) < sup
P0,P1

⇡(P
0

, P
1

, 0) and thus we have shown that ⇡̂R < ⇡̂D, for any d.

Part (iii):

This proof is very simple. It is based on the fact that as d ! 1, we get a fully

connected network and irrespectively of whether a D- or a R-policy is used, only a

vanishing fraction of agents need to be incentivized to adopt early. This is enough

to generate full adoption in the second stage and both limits equal AH
1

, the maximum

allowable profit. The details of the proof are omitted.

Part (iv):

Since we have shown in part (i) that ⇡̂ = ⇡̂D, we will examine the limiting behavior

of ⇡̂D as d ! 1.

Let ↵̂⇤
D = argmax

↵⇤2[0,1]
⇡̄(↵⇤) be the equilibrium ↵⇤ for the optimal two-price policy.

Taking first-order conditions on ⇡̄D(↵⇤) as defined in (2.20), we can derive
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↵̂⇤
D = 1�

⇣1� ¯A
AH

1

d+ 1

⌘
1/d

(2.25)

Note that lim
d!1

↵̂⇤
D = 0, since lim

d!1
ln
⇣

1� Ā

AH
1

d+1

⌘
1/d

= 0. Now let,

⇡̂D = ↵̂⇤
DĀ+ (1� ↵̂⇤

D)(1� (1� ↵̂⇤
D)

d)AH
1

(2.26)

and note that lim
d!1

(1� ↵̂⇤
D)

d = lim
d!1

⇣
1� Ā

AH
1

d+1

⌘
= 0.

Since both lim
d!1

(1� ↵̂⇤
D)

d = 0 and lim
d!1

↵̂⇤
D = 0, and since ⇡̂D is continuous in ↵̂⇤

D,

it follows that lim
d!1

⇡̂D = AH
1

. Moreover, since from part (i), � = AH
1

� ⇡̂ = AH
1

� ⇡̂D

for any d, it follows that lim
d!1

� = 0. ⇤

Proof 11 (Proposition 5) Part (i):

We first show that lim
q!0

lim
du!1

⇡̂R = lim
q!0

lim
du!1

⇡̂:

Suppose the monopolist chooses a price sequence Pk " AH
1

. Then, in the k-limit,

a d-degree agent’s indi↵erence condition can be written as

Ā� AH
1

+ p⌘(1� ↵⇤)d = 0 (2.27)

Note that given any ⌘ and ↵⇤, the left-hand side is increasing in d. Thus, such a

sequence Pk results in an upper-threshold strategy µ⇤. By choosing an appropriate ⌘,

a monopolist can thus make du-agents indi↵erent and dl-agents delay adoption. The

indi↵erence condition for a degree-du agent is then

Ā� AH
1

+ p⌘(1� ↵⇤)du = 0 (2.28)

from which we can derive

↵⇤ = 1� Ā� AH
1

⌘pdu
(2.29)

and

⌘ =
AH

1

� Ā

p(1� ↵⇤)du
(2.30)
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Since an upper-threshold strategy in which dU -degree agents play µ⇤(du) 2 [0, 1] results

in ↵⇤ = f̃(du)µ⇤(du), by choosing ⌘⇤ 2 [0, AH
1 � ¯A

p(1� ˜f(du))du
], the monopolist can achieve any

µ⇤(du) 2 [0, 1] and thus any ↵⇤ 2 [0, f̃(du)].

Now choose ⌘⇤ = AH
1 � ¯A

p(1� ˜f(du))du
so that µ⇤(du) = 1 and take the limit in du. Since

f̃(du) =
qdu

qdu+(1�q)dl
, we get

lim
du!1

↵⇤ = lim
du!1

f̃(du)µ
⇤(du) = lim

du!1
f̃(du) = 1. (2.31)

lim
du!1

�⇤ = lim
du!1

f(du)µ
⇤(du) = q (2.32)

lim
du!1

⌘⇤(1� ↵⇤)duq = q
AH

1

� Ā

p
(2.33)

where the last equality results from the indi↵erence condition (2.28).

Now taking the limit in q, we get

lim
q!0

lim
du!1

↵⇤ = 1

lim
q!0

lim
du!1

�⇤ = 0

and

lim
q!0

lim
du!1

⌘⇤(1� ↵⇤)duq = 0

from which

lim
q!0

lim
du!1

�⇤ = lim
q!0

lim
du!1

(1� q)(1� (1� ↵⇤)dl) = 1

Now as usual, letting

⇡̄(↵⇤, �⇤, �⇤) = (�⇤ + �⇤)AH
1

� ⌘⇤(1� ↵⇤)duµ
⇤(du)q

= (�⇤ + �⇤)AH
1

� ⌘⇤(1� ↵⇤)du
↵⇤

f̃(du)
q
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it follows that

lim
q!0

lim
du!1

⇡̄(↵⇤, �⇤, �⇤) = AH
1

and thus that when Pk " AH
1

lim
q!0

lim
du!1

lim
k!1

⇡(Pk, Pk, ⌘
⇤) = AH

1

Thus, in the limit, this referral policy is necessarily optimal, and thus we conclude

that

lim
q!0

lim
du!1

⇡̂R = AH
1

= lim
q!0

lim
du!1

⇡̂

i.e., it is optimal over the set of all policies (P
0

, P
1

, ⌘).

We now show that lim
q!0

lim
du!1

⇡̂D < lim
q!0

lim
du!1

⇡̂:

It su�ces to show that under the optimal D-policy, �⇤ > 0, i.e. a non-trivial

fraction of agents must be incentivized to adopt early.

Note that under appropriately chosen sequences P
0,k " Ā and P

1,k " AH
1

, the

monopolist can render dl-agents indi↵erent, i.e.

Ā� P
0,k = p(1� (1� ↵⇤)dl)(AH

1

� P
1,k)

and since this results in a lower-threshold strategy, ↵⇤ = f̃(dl)µ⇤(dl) and thus

↵⇤ = f̃(dl)µ
⇤(dl) = 1�

⇣ Ā� P
0,k

p(AH
1

� P
1,k)

⌘
1/dl

By an argument similar to the proof of Theorem 4, the monopolist can achieve any

µ⇤(dl) 2 [0, 1] and thus any ↵⇤ 2 [0, f̃(dl)]. Since f̃(dl) =
(1�q)dl

(1�q)dl+qdu
, we get

lim
du!1

↵⇤ = lim
du!1

f̃(dl)µ
⇤(dl) = 0. (2.34)

and

lim
du!1

�⇤ = lim
du!1

f(dl)µ
⇤(dl) = (1� q)µ⇤(dl) (2.35)

If µ⇤(dl) = 0, then ⇡(P
0,k, Pk,1, 0) = 0. Thus the monopolist will choose P

0,k and
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Pk,1 such that µ⇤(dl) > 0. It follows that

lim
q!0

lim
du!1

↵⇤ = 0

and

lim
q!0

lim
du!1

�⇤ = µ⇤(dl) > 0

from which it follows that

lim
q!0

lim
du!1

⇡̂D = µ⇤(dl)Ā+ (1� µ⇤(dl))(1� (1� ↵)dl)AH
1

< AH
1

= lim
q!0

lim
du!1

⇡̂R

and we are done.

Part (ii):

The result follows from the fact that the limiting degree distribution is du-regular

and then invoking Theorem 4 (iii).

Part (iii):

Let q 2 (0, 1). If the monopolist chooses P and ⌘ so that µ⇤ = 0, then, ↵⇤ =

f̃(dl)µ⇤(dl)+ f̃(du)µ⇤(du) = 0 and thus �⇤ = (1�q)µ⇤(dl)+qµ⇤(du) = 0 and similarly

�⇤ = 0. Therefore, ⇡(P, P, ⌘) = 0. If the monopolist chooses P and ⌘ so that µ⇤ > 0,

then �⇤ = (1 � q)µ⇤(dl) + qµ⇤(du) > 0 and a non-trivial fraction of agents must be

incentivized to adopt early. It follows that for any policy (P, P, ⌘), ⇡(P, P, ⌘) < AH
1

and hence ⇡̂R < AH
1

. ⇤

Proof 12 (Theorem 5) The existence of d(q) follows from the fact that for any q,

when du = dl, we have a dl-regular graph and thus from Theorem 4, ⇡̂D > ⇡̂R. Since

we conjecture that ⇡̂D and ⇡̂R are continuous in du, there must exist d(q) > dl such

that ⇡̂D > ⇡̂R for all du < d(q). We may write it as d(q) = inf{du : ⇡̂D  ⇡̂R}.
We will now turn to the existence of d̄(q).

As in the proof of Proposition 5, let the monopolist choose a policy with Pk " AH
1

and ⌘⇤ so that µ⇤(du) = 1. Taking a limit in du, we again have
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lim
du!1

↵⇤ = 1.

lim
du!1

�⇤ = q

lim
du!1

⌘⇤(1� ↵⇤)duq = q
AH

1

� Ā

p

and

lim
du!1

�⇤ = (1� q)

and thus the limiting profit is

lim
du!1

lim
k!1

⇡(Pk, Pk, ⌘
⇤) = AH

1

� q
AH

1

� Ā

p
(2.36)

Now again as in the proof of Proposition 5, the optimal D-policy is P
0,k " Ā and

P
1,k " AH

1

such that µ⇤(dl) = 1. Thus, in the du-limit,

lim
du!1

↵⇤ = 0.

lim
du!1

�⇤ = (1� q)

lim
du!1

�⇤ = q

and thus the limiting profit is

lim
du!1

lim
k!1

⇡(P
0,k, P1,k, 0) = lim

du!1
⇡̂D = (1� q)Ā+ qAH

1

(2.37)

Note that (2.36) is decreasing in q while (2.37) is increasing in q. Their unique

crossing point is q+ = p
p+1

and thus as q < q+,

lim
du!1

lim
k!1

⇡(Pk, Pk, ⌘
⇤) > lim

du!1
⇡̂D
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implying that

lim
du!1

⇡̂R � lim
du!1

lim
k!1

⇡(Pk, Pk, ⌘
⇤) > lim

du!1
⇡̂D

By the continuity9 of ⇡̂D and ⇡̂R in du and q, it follows that there exist q and d̄(q)

such that

⇡̂R > ⇡̂D, 8 q < q, du > d̄(q)

We may write it as d̄(q) = sup{du : ⇡̂D � ⇡̂R}. ⇤

9Once again following from our conjecture.



Chapter 3

Cascading Failures & Investment

in Protection

3.1 Introduction

Systemic risk is a property of systems of interconnected components. It can be defined

as the risk resulting from interdependencies or interlinkage, where the failure of a

single entity (or subset of entities) can result in a cascade of failures jeopardizing the

whole system.

This phenomenon occurs in various kinds of systems. Examples include power

grids, where load redistribution following the failure of a single component can result

in the overload of other components, thereby generating a cascade that can ripple

through the entire grid (e.g. [49], [56]). The internet and computer networks also

exhibit this phenomenon—one manifestation being the spread of malware (e.g. [39],

[4] and [16]). Likewise, human populations are exposed to the spread of contagious

diseases. Financial systems are also exposed to illiquidity or insolvency cascades,

where the insolvency of one bank can cause the insolvency of other banks as a result

of the non-payment of interbank obligations (e.g. [3], [1], [20], [55], [6], [10] and [40]).

While the existing work tends to be mostly descriptive, less attention has been de-

voted to studying the incentives to guard against the risk of cascading failures. What

are the incentives to vaccinate against a contagious disease? Likewise, what are the

52
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incentives to invest in computer security solutions to protect against the spread of mal-

ware? What incentives do airports have to invest in security equipment/personnel?

How does the structure of interactions between individuals, computers or airports

a↵ect those incentives? In recent years there has been a lot of talk about setting cap-

ital or cash requirements for banks. How do network externalities in the interbank

system a↵ect the incentives that banks have to invest in cash bu↵ers? The literature

studying such strategic decisions is still in its early stages. Some papers worth noting

are [39], [24], [19] and [26]. There is also a literature on games of “interdependent

security” (e.g. [29], [28] and [35]), but an explicit network structure is generally not

studied.

In this chapter, we develop a framework to study the incentives that agents have

to invest in protection against cascading failures in networked systems. A finite set of

interconnected agents must each decide on a costly investment in protection against

cascading failures. Strategic decisions to invest in protection are based on an agent’s

belief about his neighbors and their joint probability of failure. Incomplete informa-

tion about the network topology allows us to derive a symmetric Bayes-Nash equi-

librium and associated monotonicity results about investments in protection, welfare

and failure risk.

The chapter is organized as follows: Section 3.2 introduces the concept of cas-

cading failures in networked systems. Section 3.3 describes the strategic setting that

allows us to study investments in protection. Basic definitions and informational

assumptions leading to the formulation of a Bayesian game are stated. Section 3.4

characterizes the equilibrium for two broad classes of games: (i) games of self pro-

tection, in which agents invest in protection against their intrinsic failure risk and

(ii) games of total protection, in which agents invest in protection against both their

intrinsic failure risk and the failure risk of their neighbors. Implications for risk and

welfare are discussed. Section 3.5 concludes. For clarity of exposure, all proofs are

presented in an appendix.
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Figure 3.1: Example of a Contagion Cascade: Individuals labeled 1 and 2 contract
the disease from exogenous sources. From then on, a contagion cascade takes place:
all their neighbors become infected. This then leads to their neighbors’ neighbors to
become infected and so on.

3.2 Cascading Failures in Networks

In this section we will discuss how cascades of failures can propagate through net-

works. A cascade of failures is defined as a process involving the subsequent failure of

interconnected components. A failure is a general term that may represent di↵erent

kinds of costly events. Let us consider, for example, the spread of a disease in a hu-

man population. Initially, some individuals get infected through exogenous sources

such as livestock, mosquitos or the mutation of a pathogen. These individuals can

then transmit the disease through contacts with other humans. Let us suppose that

an individual is sure to catch the disease if one of his neighbors is infected. Figure

3.1 illustrates this process. We can see the impact of network structure on contagion.

Some people lying in certain components remain healthy whereas others are infected

by their neighbors. We also see that individuals with a high number of contacts tend

to facilitate contagion. This is a simplified model of contagion. A more realistic

model could, for example, transmit the disease only to randomly selected neighbors,

depending on its virulence.

Now let us imagine that some individuals are vaccinated and therefore are not
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Figure 3.2: Examples of Contagion Cascades in the Presence of Immunized Individ-
uals: Individuals labeled 1 and 2 contract the disease from exogenous sources. The
contagion cascade then propagates. In part (a), a randomly-chosen subset of agents
were vaccinated against the disease. In part (b), individuals with at least 4 contacts
were vaccinated against the disease.

susceptible to becoming infected, neither by exogenous sources nor by contacts with

other people. This will have an impact on the cascading process. Indeed, it will ef-

fectively ‘cut’ certain contagion channels, thereby impeding the spread of the disease.

Figure 3.2 illustrates this.

We see that the importance of the network structure becomes even more striking.

In Fig. 3.2.a, immunized individuals have been selected randomly, whereas in Fig.

3.2.b individuals with 4 or more contacts have been immunized. It is clear that

those more connected individuals often act as hubs through which contagion can

spread more easily. When these individuals are immunized, the e↵ect of impeding

the propagation of the disease tends to be much greater than when the immunized
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individuals are chosen at random.

In this example, the ‘failure’ of an individual means his becoming infected by

the disease. In other applications, ‘failure’ can mean infection by malware. The

nodes then no longer represent individuals but computers (or local subnetworks or

autonomous systems). Antivirus software or other sorts of computer security solutions

are means by which the spread of malware can be impeded. There has also been a

recent interest in what is known as financial contagion. This refers to the fact that

bankruptcies in a financial system can propagate from one bank to another. While

the mechanics of such a process requires a more complex model1, we can still capture

the idea with an undirected network. In this case, nodes represent banks and the

network represents an interbank system. The links can model financial exposures

(interbank loans). ‘Failure’ here represents insolvency. The insolvency of a bank can

then render it unable to fulfill its obligations to neighboring banks and potentially

render them insolvent towards their own neighbors. This cascade of failures can then

propagate throughout the whole network. Ways to impede the propagation of such

bankruptcies include investments in cash or liquidity bu↵ers.

We saw in the simple example of Fig. 3.2 that the configuration of the vaccinated

nodes was crucial to impeding contagion. An important question is to study the

incentives that an individual may have to become vaccinated. How does the network

structure a↵ect his decision to become vaccinated? What roles other individuals play

in influencing that decision through their own vaccination behavior?

Given the range of applications, we will talk of an investment in protection. This

refers to an investment made by a node in order to protect itself against the risk of

failure. In the next section, we build a model of strategic investment in protection

against cascading failures in networked systems. We will refer to nodes as agents,

since they make decisions regarding this investment in protection. More generally, we

will be interested in how the network structure and the failure propagation mechanism

influence those decisions through the externalities that they generate.

1Including modeling balance sheets and the fact that contagion can spread in one direction but
not in the other. For a description of such models, see [3], [1] or [20]
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3.3 The Model

3.3.1 Network, Failure Mechanism and Informational As-

sumptions

There is a finite set of agents N = {1, 2, ..., n}. The connections between them

are described by an undirected network that is represented by an adjacency matrix

g 2 {0, 1}n⇥n, with gij = 1 implying that i and j are connected. i can thus be a↵ected

by the failure of j and vice versa. By convention, we set gii = 0 for all i 2 N .

Each agent i has a neighborhood Ni(g) = {j|gij = 1}. The degree of agent i, di(g),
is the number of i’s connections, i.e. di(g) = |Ni(g)|.

We now introduce two definitions that capture how agents reason about cascading

failures.

Definition 12 An agent’s intrinsic failure probability is denoted by p 2 [0, 1].

We assume all agents can fail intrinsically with the same probability p. The inter-

pretation of intrinsic failure depends on the application. In the context of malware,

intrinsic failure means a computer becoming infected as a result of a direct hacking

attack. In the context of the spread of contagious diseases, intrinsic failure means

being infected by a virus through non-human sources, such as contact with livestock

or insects. In the context of airport security, intrinsic failure can mean a suspicious

luggage being checked in at the airport. In the context of financial contagion in an

interbank system, intrinsic failure means the bankruptcy of a bank as a result of a

direct shock to its balance sheet that renders it insolvent.

An agent conjectures that he can also fail as a result of the failure of his neighbors

through a cascading failure function defined below.

Definition 13 A cascading failure function Hd : {0, 1}d ! [0, 1] for an agent of

degree d takes a d-dimensional vector ~↵N(g) of binary variables, each representing the

state (0 for healthy or 1 for failed) of a neighbor, and returns the probability of failure

of the agent. Hd(~↵N(g)) is assumed to be non-decreasing in each entry of the vector

~↵N(g).
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We assume that Hd is permutation invariant, so that if ~↵0
N(g) is a permutation of ~↵N(g)

(both d-dimensional vectors), then Hd(~↵0
N(g)) = Hd(~↵N(g)). Hd can be deterministic

(in which case Hd(~↵N(g)) 2 {0, 1}) or stochastic (in which case Hd(~↵N(g)) 2 [0, 1]).

Note that any two agents i and j of the same degree d have the same cascading failure

function.

Thus an agent conjectures that he can either fail intrinsically (i.e. by himself)

or as a result of the failures of a subset of his neighbors. Those neighbors who have

failed may have done so intrinsically or as a result of the failure of a subset of their

own neighbors.

In order to protect himself against the risk of failure, we allow an agent i to make

a costly investment in protection. This investment in protection is represented by

an action ai, which is part of an action set A ⇢ [0, 1]. The latter represents the set

of possible investments in protection against failure. In an application to computer

security, ai can represent an investment in computer security solutions or anti-virus

software. In applications to disease spread, ai can represent vaccination, whereas in

the case of airport security, ai can represent an investment in security personnel or

equipment. In an application to financial contagion in an interbank system, ai can

represent a bank’s investment in a cash bu↵er to reduce its exposure to riskier assets

and/or interbank assets. The action set A can be continuous or binary and we assume

throughout that A is the same for all agents. The exact e↵ect of this action on an

agent’s actual failure risk will be formalized in Definition 17.

We study an informational environment2 in which agents are aware of their pro-

clivity to interact with others, but do not know who these others will be when taking

actions. For example, a bank may have a good idea of the number of financial counter-

parties it has but not the number of counter-parties the latter have, let alone the whole

topology of the interbank system. Likewise, someone may know the number of people

he interacts with, but not the number of people the latter interact with. An airport

may know the number of connecting flights with other airports, but not the number

of connecting flights other airports have.

These considerations motivate the informational assumptions in our model: agents

2Such an environment is similar to the one presented in [23]
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know the number of their contacts and have information about the probability mea-

sure from which the network is drawn. More formally, the network realization g is

unobservable to the agents, but they all know the probability measure P : {0, 1}n⇥n !
[0, 1] from which g is drawn. We assume that P is permutation-invariant, i.e. that

changing node labels does not change the measure. An agent knows his degree d.

Information is thus identical across degrees.

We now introduce the notion of strategy.

Definition 14 A strategy is a mapping µ : D ! �(A), where D ⇢ {0, 1, 2, ..., n�1}
is the degree space and �(A) is the set of probability measures on A.

Thus µ(d) is the mixed strategy played by an agent of degree d.

How does an agent reason about cascading failure risk? We consider a boundedly-

rational model, where we presume that conditional on the strategy of other agents, as

well as on the graph measure P , an individual agent is able to compute the probability

of failure of his neighborhood. This distribution is denoted  (~↵Ni(g)|µ, d). It is

therefore the conditional distribution of ~↵Ni(g), given µ and d. This allows us to

define an agent’s expected cascading failure probability:

Definition 15 Given a strategy µ, a degree-d agent’s expected cascading failure prob-

ability qd(µ) can be expressed as

qd(µ) =

Z

~↵Ni(g)
2[0,1]d

Hd(~↵Ni(g))d (~↵Ni(g)|µ, d) (3.1)

This allows us to incorporate the e↵ect of other agents’ actions (through the

strategy µ that they play) on the probability of failure of neighbors. Note that we do

not try to validate consistency of  and H. We may interpret this way of reasoning

about cascading failures as being boundedly rational. These assumptions however

allow us to study this interaction setting using the mathematics of Bayesian games. In

an abuse of notation, we will sometimes simply refer to it as qd instead of qd(µ). Note

that a degree-d agent’s expected cascading failure probability does not depend on his

label i. The informational assumptions outlined in this section thus induce symmetry
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across degrees. In fact, the information an agent i of degree d has regarding the joint

probability of failure of his neighbors is captured by the distribution  (~↵Ni(g)|µ, d).
Throughout, we model agents’ beliefs with a common prior and ex-ante symmetry.

Agents may end up with di↵erent positions in a network and conditional beliefs,

but their beliefs are only updated based on their realized position and not on their

names. This means that the information structure is given by a family of anonymous

conditional distributions { (~↵N(g)
|µ, d)}d2D where ~↵N(g)

is a vector of dimension d.

Since an agent of degree d either fails intrinsically with probability p or in a cascade

with probability qd, we can define his total probability of failure as follows.

Definition 16 (Total probability of failure) The total probability of failure of an

agent of degree d is

�d = p+ (1� p)qd (3.2)

We study a static setting, in which agents make decisions simultaneously, in antic-

ipation of a cascade of failures that may happen in the future. Therefore each agent is

in state healthy when he chooses an action a 2 A representing a costly investment in

protection against failure. We now describe how this action a↵ects an agent’s failure

probability.

Definition 17 Let the mapping B : [0, 1] ⇥ [0, 1] ⇥ A ! [0, 1] denote the e↵ective

failure probability of an agent. We assume that B(p, qd, a) is continuous in all ar-

guments, increasing in p, linear and increasing in qd and that it is decreasing and

convex in a.

Thus, B(p, qd, a) is the total failure probability of an agent (defined in (3.2)) when

he has invested a in protection against failure. Note that this definition allows this

action to operate separately on p and qd, as will be seen in Section 3.4. We can now

state an agent’s expected utility function, which will capture his decision problem.

The expected utility of an agent of degree d, when choosing action a and when

other agents follow a strategy µ, can then be expressed as

Ud(a, µ) = �V · B(p, qd(µ), a)� c(a) (3.3)
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where V > 0 and c(·) is continuous, increasing and convex in a.

This utility function thus captures the tradeo↵ between the expected loss V ·
B(p, qd, a) and the cost c(a) of investing in protection. Notice again that an agent’s

expected utility depends on the actions of others only through the cascading failure

probability qd(µ). Note also that the expected utility function Ud(·, ·) depends on the

agent’s degree d but not on his identity i. Therefore, any two agents i and j who

have the same degree have the same utility function. If A is not a binary action set,

we assume that it is connected and thus, from the assumptions on B and c, Ud is

continuous in all arguments and concave in own action.

An agent is risk-neutral and will thus maximize this expected utility function by

choosing the appropriate action a. We now formally define the equilibrium concept.

Definition 18 (Bayes-Nash equilibrium) A strategy µ⇤ constitutes a symmetric

Bayes-Nash equilibrium if µ⇤(d) is a best response, for each agent of degree d, to the

strategy µ⇤ played by other agents. In other words, if for each degree d,

Ud(a, µ
⇤) � Ud(a

0, µ⇤), 8 a0 2 A, a 2 supp(µ⇤(d))

We can now state our first result.

Theorem 6 There exists a symmetric Bayes-Nash equilibrium.

In the next section, we will characterize Bayes-Nash equilibria in two important

classes of games: (i) games in which the investment in protection insulates only

against the intrinsic probability of failure and (ii) games in which it insulates against

the total probability of failure.

3.4 Equilibrium Characterization

Before stating the main results, we will introduce some definitions and properties.

Definition 19 A strategy µ is non-decreasing if µ(d0) first-order stochastically dom-

inates µ(d) for each d0 > d. Likewise, µ is non-increasing if the domination relation-

ship is reversed.
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Definition 20 Let us denote by ~↵N(g) = (↵
1

,↵
2

, ...,↵d) 2 {0, 1}d the states (healthy

or failed) of the neighbors of a typical agent with degree d. Then, given any function

f : {0, 1}m ! [0, 1] where m  d, let

[f | (·|µ, d)] =
Z

~↵N(g)

f(↵
1

,↵
2

, ...,↵m)d (~↵N(g)|µ, d) (3.4)

In the above expression, we say that { (~↵N(g)|µ, d)}d2D exhibits increasing failure

a�liation if, for any d0 > d and any non-decreasing f : {0, 1}m ! [0, 1],

[f | (·|µ, d0)] � [f | (·|µ, d)] (3.5)

When the inequality in (3.5) is reversed, we say that it exhibits decreasing failure

a�liation.

Increasing failure a�liation embodies the idea that for some network measure P

and some investment strategy µ, a high-degree agent’s neighborhood is more sus-

ceptible to failures than a low-degree agent’s neighborhood. To illustrate this, let

us suppose that the failure mechanism is a contact process as in section 3.2. Intu-

itively, increasing failure a�liation may then occur if higher-degree agents are likely

to be connected to other higher-degree and low-investing agents, whereas lower-degree

agents are likely to be connected to other lower-degree and high-investing agents. A

higher-degree agent then has a riskier neighbor than a lower-degree agent.

The following properties impose conditions on the cascading failure function Hd

and will help us derive further results.

Property 1 (Accumulative Risk)

Hd(~↵N(g)) = Hd+1

((~↵N(g), 0)), 8 ~↵N(g) 2 {0, 1}d

The above property means that having an additional, ’safe’ neighbor provides no

increase in the agent’s cascading failure risk. Given the assumptions made on Hd in

Definition 13, it also follows that having an additional neighbor that is not perfectly

’safe’ provides additional risk, i.e. Hd(~↵N(g)) = Hd+1

((~↵N(g), 0))  Hd+1

((~↵N(g),↵))



CHAPTER 3. CASCADING FAILURES & INVESTMENT IN PROTECTION 63

for any ↵ 2 (0, 1], hence the name accumulative risk. The contact process of Section

3.2 exhibits this property. This covers a wide range of applications including the

spread of viruses in human populations and the spread of malware over computer

networks.

The following property lies at the other extreme.

Property 2 (Diversified Risk)

Hd(~↵N(g)) = Hd+1

((~↵N(g), 1)), 8 ~↵N(g) 2 {0, 1}d

The above property means that having an additional link can only decrease an

agent’s failure risk. Indeed, it then follows from Definition 13 that Hd(~↵N(g)) =

Hd+1

((~↵N(g), 1)) � Hd+1

((~↵N(g),↵)) for any ↵ 2 [0, 1), hence the name diversified

risk.

In the next section we will analyze two important classes of games and show that

the incentives depend critically on the nature of the investment in protection.

3.4.1 Games of Self Protection

We start with the following definition.

Definition 21 (Games of self protection) In a game of self protection, the ex-

pected e↵ective failure probability has the following form

B(p, qd(µ), a) = p · (1� ka) + (1� p · (1� ka)) · qd(µ) (3.6)

for some k 2 [0, 1].

In games of self protection, an agent’s investment in protection decreases only his

intrinsic probability of failure p. It has no e↵ect on his cascading failure probability

qd(µ). The parameter k governs the e↵ectiveness of the investment in protection

corresponding to the action a. The higher k, the more a given a reduces the failure

probability.



CHAPTER 3. CASCADING FAILURES & INVESTMENT IN PROTECTION 64

Examples of applications covered by this class of games include airport security

when luggage/passengers are only scanned at the originating airport. Airports then

otherwise rely on each other’s provision of security for transiting passengers/luggage.

Another example is the reallocation of risky assets into cash bu↵ers by banks in an in-

terbank system. When interbank obligations are not reallocated, then the investment

in cash bu↵ers protects banks against their own intrinsic failures (i.e. by decreasing

the impact of an exogenous shock to their balance sheets) while they remain exposed

to the failure of other banks and thus rely on the safe practices of their counter-parties.

We now state a characterization result for games of self protection.

Theorem 7 In a game of self protection: (i) if  (·|µ⇤, d) exhibits increasing failure

a�liation and Property 1 holds, then the equilibrium strategy µ⇤ is non-increasing;

(ii) if  (·|µ⇤, d) exhibits decreasing failure a�liation and Property 2 holds, then the

equilibrium strategy µ⇤ is non-decreasing.

Thus higher cascade risk leads to lower incentives to invest in protection. Part

(i) of Theorem 7 says that in a model of accumulative risk, if an agent’s cascading

failure risk increases in degree, then higher-degree agents invest less in protection than

lower-degree agents. The intuition is that higher-degree agents are more exposed

to cascading failure risk than lower-degree agents, thus making an investment in

their own self protection relatively less rewarding. Part (ii) says that in a model of

diversified risk, if an agent’s cascading failure risk decreases in degree, then higher-

degree agents invest more in protection than lower-degree agents. The intuition is

now that higher-degree agents are less exposed to cascading failure risk, thus making

an investment in their own self protection more rewarding.

Games of self protection are also games of strategic complements. Thus the more

other agents invest in protection, the greater the incentive for an agent to invest:

Agents e↵ectively pool their investments in protection. Moreover, the monotonicity

of qd in degree determines who faces higher failure risk and thus who depends more

on this pool of investments.

It is important to note that in a model of accumulative risk,  (·|µ⇤, d) exhibiting

increasing failure a�liation is not too stringent a condition. In fact, simply taking
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into account the possible positive correlation between the failures of neighbors would

make that likely. On the other hand, in a model of diversified risk, having more

neighbors is not enough to guarantee lower cascade risk. Indeed, the likely positive

correlation between the failures of neighbors could technically overcome the benefits of

diversification and increase a high-degree agent’s cascading failure risk. Thus we need

the more stringent assumption that  (·|µ⇤, d) exhibits decreasing failure a�liation to

obtain a su�cient condition for the equilibrium strategy to be non-decreasing.

The fact that higher-degree agents invest more (or less) in protection has impor-

tant consequences for the propagation of cascading failures. The next result can thus

have important implications.

Proposition 6 (Risk) Let ad 2 supp(µ⇤(d)). In a game of self protection: (i) if

 (·|µ⇤, d) exhibits increasing failure a�liation and Property 1 holds, then the expected

e↵ective failure probability B(p, qd(µ⇤), ad) is non-decreasing in d; (ii) if  (·|µ⇤, d)

exhibits decreasing failure a�liation and Property 2 holds, then B(p, qd(µ⇤), ad) is

non-increasing in d.

As we saw in Section 3.2, high-degree nodes often act as hubs through which

contagion can spread more easily3. Part (i) of Proposition 6 says that higher-degree

nodes are more prone to failure in equilibrium, thus pointing to an ine�cient outcome.

The next result is also a consequence of the monotonicity of equilibrium strategies

stated in Theorem 7.

Proposition 7 (Welfare) Let ad 2 supp(µ⇤(d)). In a game of self protection: (i) if

 (·|µ⇤, d) exhibits increasing failure a�liation and Property 1 holds, then the expected

utility Ud(ad, µ⇤) is non-increasing in d; (ii) if  (·|µ⇤, d) exhibits decreasing failure

a�liation and Property 2 holds, then Ud(ad, µ⇤) is non-decreasing in d.

The previous results show that in games of accumulative risk, the incentives to in-

vest in protection can lead to ine�cient equilibrium outcomes: the agents who tend to

3This is however not always true, since degree centrality is not necessarily the most appropriate
measure of centrality. For example, other measures such as Eigenvector centrality tend to be more
appropriate for contact processes on finite networks. In chapter 4, we make certain assumption
on the interaction structure that will allow us to make degree centrality an appropriate centrality
measure.
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have a high impact on the propagation of cascading failures have the lower incentives

to invest in protection and therefore to disconnect certain contagion channels. This

shows the importance of studying systemic risk in networked systems in a strategic

setting. It is important to mention that the characterization results derived previ-

ously are based on conditions over equilibrium outcomes (i.e., properties of  (·|µ⇤, d)).

In Chapter 4, we will make further assumptions that will enable us to characterize

equilibria based on model primitives, i.e. the network itself.

In the next section, we will allow the investment in protection to insulate an agent

not only against his own intrinsic risk of failure, but also against the risk of failure of

his neighbors. We will see that this has the e↵ect of reversing incentives.

3.4.2 Games of Total Protection

We start with the following definition.

Definition 22 (Games of total protection) In a game of total protection, the ex-

pected e↵ective failure probability has the following form

B(p, qd, a) =
⇣
p+ (1� p)qd

⌘
· (1� ka) (3.7)

for some k 2 [0, 1].

In games of total protection, an agent’s investment in protection decreases his

total probability of failure p + (1 � p)qd(µ), as opposed to just his intrinsic failure

probability p. Again, the parameter k governs the e↵ectiveness of the investment in

protection corresponding to the action a.

Examples of models covered by this class are malware and the investment in anti-

virus or computer security solutions or the spread of contagious diseases and the

decision to vaccinate. The action protects both against the intrinsic failure risk and

the cascading failure risk. Another example would be the reallocation of risky assets

into cash bu↵ers by banks in an interbank system, when both a portion of interbank

assets and other risky assets are reallocated into the cash bu↵er. In this case, the

investment in a cash bu↵er protects banks against both their intrinsic failure risk (i.e.
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an external shock to their balance sheets) and the insolvency risk of their financial

counter-parties, since the exposure to both types of events is reduced.

We now state our next result.

Theorem 8 In a game of self protection: (i) if  (·|µ⇤, d) exhibits increasing failure

a�liation and Property 1 holds, then the equilibrium strategy µ⇤ is non-decreasing;

(ii) if  (·|µ⇤, d) exhibits decreasing failure a�liation and Property 2 holds, then the

equilibrium strategy µ⇤ is non-increasing.

Thus, under the same conditions on  and Hd as in Theorem 7, the monotonicity

is now reversed: higher cascade risk leads to higher incentives to invest in protection.

In part (i), the intuition is that higher-degree agents are more exposed to cascading

failure risk than lower-degree agents, thus making an investment in total protection

relatively more rewarding. On the other hand, in part (ii) the intuition is that higher-

degree agents are less exposed to cascading failure risk than lower-degree agents, thus

making the investment in total protection relatively less rewarding.

Games of total protection are also games of strategic substitutes. Thus the more

other agents invest in protection, the smaller the incentive for an agent to invest:

Agents e↵ectively free-ride o↵ the investments of others. The monotonicity of qd in

degree then determines who faces higher failure risk and thus who invests and provides

protection to others through network e↵ects.

In games of total protection, however, there is no direct counterpart to Proposi-

tions 6 and 7. In fact, the monotonicity of investment strategies conflicts with the

monotonicity of cascade risk, thus creating possible non-monotonicity in the e↵ective

failure probability and in welfare.

3.5 Conclusion

In this chapter, we established a framework to study the strategic investment in

protection against cascading failures in networked systems. We derived a symmetric

Bayes-Nash equilibrium and showed that equilibrium strategies are monotonic in

degree. We characterized the equilibrium for two broad classes of games and showed
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that the degree monotonicity is reversed depending on whether an investment in

protection insulates against an agent’s intrinsic risk of failure or the risk of failure of

his neighbors. The first case defines a game of strategic complements, where agents

pool their investments in protection. The second case defines a game of strategic

substitutes, where some agents free-ride on the protection provided by other agents.

Although incomplete information allows us to derive symmetric equilibria, it would

be useful to be able to relate the equilibrium directly to the network structure, as

captured by P , the measure from which the network is drawn. To achieve this, we

need to make some simplifying assumptions. In the next chapter, we will take a mean-

field approximation of  , which will allow us to relate the equilibrium to the degree

distribution f(d). This will also greatly simplify the computation of the equilibrium

and impose a more reasonable cognitive burden on the agents. Incidentally, this will

also allow us to use degree centrality as an appropriate centrality measure and thus

to better interpret the monotonicity of equilibrium strategies and its consequences on

systemic risk and welfare.

3.6 Appendix

3.6.1 Proofs

Proof 13 (Theorem 6) N is a countably finite set of agents. All agents have iden-

tical action sets A. The utility functions are also the same and agent’s beliefs about

the network are ex-ante symmetric. We thus have a symmetric game of incomplete

information. Moreover, the action set is compact, the utility function is continuous

in all arguments (when the action set is non-binary) and concave in own action. This

follows from B and c being continuous in all arguments and convex in own action.

It is then straightforward to adapt the usual fixed point argument to show that there

exists a symmetric equilibrium, possibly in mixed strategies. ⇤

Proof 14 (Theorem 7) Part (i):

A degree-d agent’s expected cascading failure probability can be expressed as
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qd(µ
⇤) =

Z

~↵N(g)

Hd(~↵N(g))d (~↵N(g)|µ⇤, d)

=

Z

~↵N(g)

Hd+1

((~↵N(g), 0))d (~↵N(g)|µ⇤, d)


Z

(~↵N(g),0)

Hd+1

((~↵N(g), 0))d ((~↵N(g), 0)|µ⇤, d+ 1)


Z

(~↵N(g),↵)

Hd+1

((~↵N(g),↵))d ((~↵N(g),↵)|µ⇤, d+ 1)

= qd+1

(µ⇤)

where the second equality follows from H having Property 1, the first inequality follows

from  (·|µ⇤, d) exhibiting positive failure a�liation (cf. Definition 20) and the second

inequality follows from Hd+1

being non-decreasing in all its arguments (cf. Definition

13).

Now let ad+1

2 sup[supp(µ⇤(d+ 1))]. Then for any a < ad+1

,

Ud+1

(ad+1

, µ⇤)� Ud+1

(a, µ⇤) = V · p
⇣
1� qd+1

(µ⇤)
⌘
(kad+1

� ka)� c(ad+1

) + c(a)

 V · p
⇣
1� qd(µ

⇤)
⌘
(kad+1

� ka)� c(ad+1

) + c(a)

= Ud(ad+1

, µ⇤)� Ud(a, µ
⇤)

where the first and second equalities follow from combining (3.6) and (3.3) and sim-

ple algebra. The inequality follows from the fact that qd+1

(µ⇤) � qd(µ⇤), which was

established previously. Also note that, from the choice of ad+1

,

Ud+1

(ad+1

, µ⇤)� Ud+1

(a, µ⇤) � 0

for all a. Combining the aforementioned considerations, we conclude that

Ud(ad+1

, µ⇤)� Ud(a, µ
⇤) � 0
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for all a < ad+1

.

This in turn requires that if ad 2 supp(µ⇤(d)), then ad � ad+1

, which of course

implies that µ⇤(d) FOSD µ⇤(d + 1). Iterating the argument as needed, the desired

conclusion follows, i.e. µ⇤(d) FOSD µ⇤(d0) whenever d0 > d.

Now for part (ii):

A degree-d agent’s expected cascading failure probability can be expressed as

qd(µ
⇤) =

Z

~↵N(g)

Hd(~↵N(g))d (~↵N(g)|µ⇤, d)

=

Z

~↵N(g)

Hd+1

((~↵N(g), 1))d (~↵N(g)|µ⇤, d)

�
Z

(~↵N(g),1)

Hd+1

((~↵N(g), 1))d ((~↵N(g), 1)|µ⇤, d+ 1)

�
Z

(~↵N(g),↵)

Hd+1

((~↵N(g),↵))d ((~↵N(g),↵)|µ⇤, d+ 1)

= qd+1

(µ⇤)

where the second equality follows from H having Property 2, the first inequality from

 (·|µ⇤, d) exhibiting decreasing failure a�liation (cf. Definition 20) and the second

inequality from Hd+1

being non-decreasing in all its arguments.

Now proceeding similarly as in part (i) but using qd(µ⇤) � qd+1

(µ⇤) instead, the

desired conclusion follows, i.e. µ⇤(d0) FOSD µ⇤(d) whenever d0 > d. ⇤

Proof 15 (Proposition 6) Part (i):

From Theorem 7, when  (·|µ⇤, d) exhibits increasing failure a�liation and Hd

has Property 1, the equilibrium strategy µ⇤ is non-increasing in d and qd(µ⇤) is non-

decreasing in d. From (3.6), it thus follows that for ad 2 supp(µ⇤(d)), B(p, qd(µ⇤), ad)

is non-decreasing in d (since B is non-decreasing in qd(µ⇤) and non-increasing in ad).

Part (ii):

Similarly, from Theorem 7, when  (·|µ⇤, d) exhibits decreasing failure a�liation

and Hd has Property 2, the equilibrium strategy µ⇤ is non-decreasing in d and qd(µ⇤)

is non-increasing in d. By a similar argument as in the proof of Part (i) above, for
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ad 2 supp(µ⇤(d)), B(p, qd(µ⇤), ad) is non-increasing in d. ⇤

Proof 16 (Proposition 7) Part (i):

Note that from Theorem 7, qd(µ⇤) is non-decreasing in d. Thus for d0 > d, ad0 2
supp(µ⇤(d0)) and ad 2 supp(µ⇤(d)), we have

Ud(ad, µ
⇤) � Ud(ad0 , µ

⇤) � Ud0(ad0 , µ
⇤) (3.8)

where the first inequality follows from ad 2 supp(µ⇤(d)), while the second inequal-

ity follows from qd(µ⇤) being non-decreasing in d. Thus Ud(ad, µ⇤) is non-increasing

in d.

Part (ii):

Note that qd(µ⇤) is non-increasing in d. Using an argument parallel to that in

Part (i), we obtain that Ud(ad, µ⇤) is non-decreasing in d. ⇤

Proof 17 (Theorem 8) Part (i):

As in the proof of Theorem 7, qd(µ⇤)  qd+1

(µ⇤). Now let ad 2 sup[supp(µ⇤(d))].

Then for any a < ad,

Ud+1

(ad, µ
⇤)� Ud+1

(a, µ⇤) = V
⇣
p+ (1� p)qd+1

(µ⇤)
⌘
(kad � ka)� c(ad) + c(a)

� V
⇣
p+ (1� p)qd(µ

⇤)
⌘
(kad � ka)� c(ad) + c(a)

= Ud(ad, µ
⇤)� Ud(a, µ

⇤)

where the first and second equalities follow from combining (3.7) and (3.3) and sim-

ple algebra. The inequality follows from the fact that qd+1

(µ⇤) � qd(µ⇤), which was

established previously. Also note that, from the choice of ad,

Ud(ad, µ
⇤)� Ud(a, µ

⇤) � 0

for all a. Combining the aforementioned considerations, we conclude that

Ud+1

(ad, µ
⇤)� Ud+1

(a, µ⇤) � 0
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for all a < ad.

This in turn requires that if ad+1

2 supp(µ⇤(d + 1)), then ad+1

� ad, which of

course implies that µ⇤(d + 1) FOSD µ⇤(d). Iterating the argument as needed, the

desired conclusion follows, i.e. µ⇤(d0) FOSD µ⇤(d) whenever d0 > d.

Part (ii):

As in the proof of Theorem 7, qd(µ⇤) � qd+1

(µ⇤). Now proceeding similarly as

in part (i) but using qd(µ⇤) � qd+1

(µ⇤) instead, the desired conclusion follows, i.e.

µ⇤(d) FOSD µ⇤(d0) whenever d0 > d. ⇤



Chapter 4

Mean-Field Models of Cascading

Failures

4.1 Introduction

In the previous chapter, we laid down a framework to analyze how interconnected

agents strategically choose to invest in protection against cascading failures. We

studied a game on a finite network and made informational assumptions that allowed

for symmetric behavior across degrees. This framework allowed us to study two

broad classes of games: games of self protection (i.e. when the investment protects

only against the intrinsic risk of failure) and games of total protection (i.e. when

the investment protects against the total failure risk). In games of self protection,

when the expected cascade risk is increasing in degree, higher-degree agents have

lower incentives to invest in protection in spite of their facing greater risk. This is

in sharp contrast with games of total protection, where higher-degree agents have

higher incentives to invest in protection because of their facing greater risk. This

is due to the fact that in the first case agents pool their investments in protection.

Higher-degree agents thus depend more on the investment of others. In the second

case, lower-degree agents free-ride o↵ the protection o↵ered by higher-degree agents.

Although this framework allows us to prove the existence of a Bayes-Nash equilib-

rium and to derive certain of its properties, it remains di�cult to explicitly express  ,

73
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the joint probability of failure of an agent’s neighbors. It is also di�cult to explicitly

relate  to properties of the network, as captured by the measure P from which the

network is drawn.

These di�culties motivate the approach taken in this chapter. We study the prob-

lem on an infinite network and employ a bounded-rationality solution concept that

considerably simplifies how agents reason about the network: a mean-field equilibrium

(MFE), similar to the one used in Chapter 2.

The mean-field equilibrium concept we develop in this chapter conveniently allows

for comparative statics in the degree distribution, as well as other model parameters.

This allows us to measure such things as the e↵ect of an increase in the level of

interconnection on investment in protection.

For illustrative purpose, we focus on games of binary actions. This allows us to

state all the results in terms of thresholds in degree, above or below which agents

invest in protection, and leads to a more intuitive interpretation.

The chapter is organized as follows. Section 4.2 develops the mean-field equilib-

rium (MFE) framework that allows us to study the static game in a tractable way

while imposing a realistic cognitive burden on agents. Basic quantities are defined

and the necessary assumptions are stated. Section 4.3 characterizes the equilibrium in

the two broad classes of games mentioned earlier. It also studies comparative statics

in term of the network structure (as captured by the degree distribution) and other

model parameters. Section 4.4 concludes. For clarity of exposure, all the proofs are

relegated to an appendix.

4.2 The Mean-Field Model

In this section, we develop a formal mean-field model as an approximation to the

finite game described in the previous chapter. Our mean-field model is developed in

two parts. First, we make two mean-field assumptions that simplify the decision prob-

lem faced by a single agent. Given these two assumptions, we show that the optimal

response of an agent has a particularly simple structure. Next, we develop a consis-

tency check: namely, the mean-field assumptions should arise from the strategies that
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agents choose. This combination of requirements—optimality and consistency—leads

us to a formal definition of mean-field equilibrium for our game.

We make two mean-field assumptions: one to simplify how an agent reasons about

the graph; and a second to simplify how an agent reasons about whether or not a

neighbor will fail. Throughout this section, since we deal with a single agent, we

suppress the agent index i.

First, since P is permutation invariant (cf. Chapter 3, Section 3.3), we can define

the degree distribution of P as the probability a node has degree d in a graph drawn

according to P ; we denote the degree distribution1 by f(d) for d � 1. Note that we

are not interested in modeling agents of degree 0 (since they do not play a game)

and we therefore always assume that f(0) = 0. We assume a countably infinite set of

agents. An agent’s degree d is drawn according to the degree distribution f(d).

The first mean-field assumption formalizes the idea that agents reason about the

graph structure in a simple way through the degree distribution.

Mean-Field Assumption 3 Each agent conjectures that the degrees of his neigh-

bors are drawn i.i.d. according to the edge-perspective degree distribution f̃(d) =
f(d)dP

d�1 f(d)d
.

The second mean-field assumption addresses how an agent reasons about the

failure probability of his neighbors.

Mean-Field Assumption 4 Each agent conjectures that each of his neighbors fails

with probability ↵, independently across neighbors.

In the mean-field setting, the computation of an agent’s expected cascading failure

probability is considerably simplified. It can be directly defined in terms of ↵, as seen

in the following definition.

Definition 23 For any d, let the mapping qd : [0, 1] ! [0, 1] denote a degree-d agent’s

mean-field cascading failure probability. In other words, qd(↵) is the probability that

an agent of degree d will fail as a result of a cascade of failures, given that his neighbors

each fail with probability ↵.

1Throughout the chapter, we use the term degree distribution to mean degree density. When
referring to the cumulative distribution function (CDF), we will do so explicitly.
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We make the following natural assumption.

Assumption 3 For any d, qd(↵) is strictly increasing and continuous in ↵.

The actual expression for qd(↵) depends on the type of cascade we are considering.

This is clarified in the following definition.

Definition 24 Given any ↵ 2 [0, 1], if qd0(↵) � qd(↵) for any d0 > d, then the game

is one of accumulative risk, while if qd0(↵)  qd(↵) for any d0 > d, then the game is

one of diversified risk.

Note that we adopt a less restrictive definition of accumulative and diversified

risk than in the previous chapter. The mean-field framework allows us to make

assumptions directly on qd(↵) instead of making them on Hd.

We now give some examples of models of accumulative and diversified risk.

Example 1

(Malware or virus spread)

Let a computer be infected by a direct hacking attack with probability p. Assume

that malware2 (i.e. computer viruses) can spread from computer to computer accord-

ing to a general contact process: if a neighbor is infected, then the computer will be

infected with probability r. Then qd(↵) = 1 � (1 � r↵)d. Indeed, each neighbor is

infected with probability ↵ and this infection spreads independently across each edge

with probability r. This contact process can also serve as a model for the spread of

viruses among human populations. In this case, p is the probability of being infected

by non-human sources (e.g. insects, livestock, etc.) and qd is the probability of being

infected by neighbors (i.e. other persons with whom the agent interacts). Note that

the parameter r models the virulence or infectiousness of the process: given that a

neighbor is infected, r is the probability3 that he will infect the agent. This contact

process is a model of accumulative risk, where qd is increasing in degree.

2For a model developed specifically for malware, see [39].
3In Section 3.2 of Chapter 3, r was assumed to be 1 for simplicity of exposure.



CHAPTER 4. MEAN-FIELD MODELS OF CASCADING FAILURES 77

Example 2

(Airport security risk)

The contact process of Example 1 can also be applied to airport security, where

failure can mean a security event, i.e. a failure to stop a suspicious luggage from

getting on a flight. The agents represent airports, and the edges linking them represent

flights. The suspicious luggage can then cascade, i.e. travel to one or more other

airports, exposing them to risk. This is also a model of accumulative risk, where qd

is increasing in degree.

Example 3

(Diversification in an interbank system)

Imagine an interbank system where agents represent banks that are linked to

other banks through financial obligations. A bank can fail (become insolvent) with

probability p as a result of direct, exogenous shock to its assets. It can also fail with

probability qd as a result of the failure (insolvency) of its counter-parties (neighbors)

and their inability to fulfill their obligations. In a simplified4 model, let us suppose

that a bank fails if all its counter-parties fail. It this case, qd(↵) = ↵d, since each

neighbor fails with probability ↵. This is a model of diversified risk, i.e. an agent of

larger degree has a smaller cascading failure probability qd.

In the next two sections we develop both the optimal response of an agent to

the environment described by the mean-field assumptions, as well as the consistency

check that ↵ should satisfy given the strategic choices of the agents.

4.2.1 Optimal Response

We assume a discrete action set A = {0, 1}, where a = 1 means an investment in

protection against failure while a = 0 means no investment in protection against

failure.
4This simplification assumes away the fine structure of balance sheets. See [3], [20]and [1] for

models specifically built for the interbank system.
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Definition 25 A mean-field strategy µ : + ! [0, 1] is a scalar-valued function

that specifies, for every d > 0, the probability that an agent of degree d invests in

protection. We denote by M the set of all mean-field strategies.

Note that M = [0, 1]1, the space of [0, 1]-valued sequences. Throughout, we endow

M with the product topology and [0, 1] with the Euclidean topology.

A degree-d agent’s expected utility function is given by

Ud(a,↵) = �V · B(p, qd(↵), a)� C · a (4.1)

where C > 0 is the discrete cost of investment in protection, V > 0 is the value that

is lost in the event of failure and B(·, ·, ·) is the expected e↵ective failure probability

defined as in Chapter 3.

It is now straightforward to solve for the optimal strategy of an agent of degree

d: an agent invests in protection, does not invest, or is indi↵erent if Ud(1,↵) is

greater than, less than, or equal to Ud(0,↵), respectively. We thus have the following

definition.

Definition 26 Let Sd(↵) ⇢ [0, 1] denote the set of optimal responses for a degree d

agent given ↵; i.e.:

Ud(1,↵) > Ud(0,↵) =) Sd(↵) = {1};
Ud(1,↵) < Ud(0,↵) =) Sd(↵) = {0};
Ud(1,↵) = Ud(0,↵) =) Sd(↵) = [0, 1].

Let S(↵) ⇢ M denote the set of optimal mean-field strategies given ↵; i.e.,

S(↵) =
Y

d�1

Sd(↵).

Note that at least one optimal response always exists and is essentially uniquely

defined, except at those degrees where an agent is indi↵erent.
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4.2.2 Consistency

Definition 27 Let the function T : M ! [0, 1] be defined as

T (µ) = {↵ : F(µ,↵) = ↵} (4.2)

where F : M⇥ [0, 1] ! [0, 1] is the function

F(µ,↵) =
X

��1

f̃(�)B(p, q��1

(↵), µ(�)) (4.3)

In the above definition, T (µ) represents the mean-field failure probability of a

randomly-picked neighbor, given that strategy µ is played by other agents. It is

important to note that for some µ, T (µ) is a fixed-point of F(µ,↵) in ↵. F(µ,↵) is

the failure probability of a randomly-picked neighbor given that agents play strategy µ

and this neighbor’s other neighbors fail with probability ↵. A fixed point ↵ = F(µ,↵)

ensures that ↵ is the same across all agents.

Note that an agent does not internalize the e↵ect of his own failure on others when

forming his belief about the failure risk of a neighbor. Hence the presence of q��1

(↵)

on the right-hand side of (4.3) instead of q�(↵): the cascading failure risk of a given

neighbor of degree � is only due to his � � 1 other neighbors.

To guarantee that T (µ) is unique (i.e. that (4.3) has a unique fixed point), we

make the following assumption on F(µ,↵):

Assumption 4 For any µ 2 M, F(µ,↵) has a unique fixed point in ↵.

Note that Assumption 4 is not particularly stringent. This is easy to verify in the

contact process models of Example 1 and Example 2, as well as in the diversification

model of Example 3.

4.2.3 Mean-Field Equilibrium

We now formally define the equilibrium concept and state our first theorem.

Definition 28 (Mean-field equilibrium) A mean-field strategy µ⇤ and a scalar ↵⇤

constitute a mean-field equilibrium (MFE) if µ⇤ 2 S(↵⇤) and ↵⇤ = T (µ⇤).



CHAPTER 4. MEAN-FIELD MODELS OF CASCADING FAILURES 80

This equilibrium definition ensures that the mean-field assumptions arise from the

optimal strategies chosen by agents.

Theorem 9 (Existence) There exists a mean-field equilibrium.

The computation of this equilibrium is considerably simpler than in the finite game

of Chapter 3. In fact, ↵⇤ is obtained from a one-dimensional fixed-point equation

resulting from the composition of T and S, i.e. ↵⇤ = T (S(↵⇤)), as opposed to a

fixed-point equation in µ as in the finite game. However, it is worth mentioning that

existence no longer follows from a standard Nash argument as in Chapter 3 since we

now have a countably infinite set of agents. Instead we need to resort to an argument

similar to that used in Chapter 2 to prove existence.

In the next section, we will characterize mean-field equilibria for the two classes

of games introduced in the previous chapter.

4.3 Characterizing MFE

In this section, we will study two classes of games in which agents make decisions to

invest in protection. These were introduced in Chapter 3. We will start with games

of total protection, in which an agent’s investment decreases his total risk of failure.

We will then proceed with games of self protection, in which an agent’s investment in

protection only protects him against his own intrinsic risk of failure. We will study

them in the mean-field setting described in Section 4.2. We will see that the analysis

and computation of equilibria are considerably simplified.

4.3.1 Games of Total Protection

This class of games was introduced in section 3.4.2 of Chapter 3. We will adapt the

definition of a game of total protection to the mean-field framework.

Definition 29 (Games of total protection) In a game of total protection, the

mean-field e↵ective failure probability has the following form

B(p, qd(↵), a) =
⇣
p+ (1� p)qd(↵)

⌘
· (1� ka) (4.4)
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for some k 2 [0, 1] and

F(µ,↵) =
X

d�1

f̃(d)
⇣
p+ (1� p)qd�1

(↵)
⌘
· (1� kµ(d)) (4.5)

In games of total protection, as can be seen in (4.4), an agent’s investment in

protection decreases his total probability of failure p+ (1� p)qd(↵).

As mentioned in the previous chapter, such games are submodular. In other words,

they are of strategic substitutes: the more other agents invest in protection (the

lower ↵), the less an agent has an incentive to invest in protection. This is the

case for vaccination, which protects against both the risk of being infected by non-

human and human sources. It is also the case for standard anti-virus software, which

protects against the risk of being infected by malware through connections with other

computers. In the financial diversification model of Example 3, it can also be the case,

depending on what the action a represents (cf. Section 3.4.2 of Chapter 3).

A nice property of games of total protection is that they have a unique equilibrium.

This leads to the following theorem.

Theorem 10 (Uniqueness) In a game of total protection, the mean-field equilib-

rium (µ⇤,↵⇤) is unique.

The uniqueness result expressed in Theorem 10 places no further condition on qd:

whether qd is increasing in d (accumulative risk) or decreasing in d (diversified risk),

the strategic substitutes induce a unique equilibrium.

To further characterize the nature of this equilibrium, we introduce some defini-

tions.

Definition 30 (Upper-threshold strategy) A mean-field strategy µ is an upper-

threshold strategy if there exists dU 2 +

S{1}, such that:

d < dU =) µ(d) = 0;

d > dU =) µ(d) = 1.
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Thus, under an upper-threshold strategy, agents with degrees above a certain

threshold invest in protection whereas agents with degrees below that threshold do

not invest.

Definition 31 (Lower-threshold strategy) A mean-field strategy µ is a lower-

threshold strategy if there exists dL 2 +

S{1}, such that:

d > dL =) µ(d) = 0;

d < dL =) µ(d) = 1.

Likewise, under a lower-threshold strategy, agents with degrees below a certain

threshold invest in protection whereas agents with degrees above that threshold do

not invest.

Note that the definitions above do not place any restriction on the strategies at the

thresholds dL and dU themselves; we allow randomization at these thresholds. The

next result shows that any equilibrium can be characterized by a threshold strategy.

Theorem 11 In a game of total protection with accumulative (resp. diversified) risk,

the unique MFE (µ⇤,↵⇤) is an upper (resp. lower)-threshold equilibrium. That is, µ⇤

is an upper (resp. lower)-threshold mean-field strategy.

The implications of this theorem are important as higher-degree agents are more

central. Indeed, in a mean-field interaction setting, degree centrality is an appropriate

measure of centrality. In games with accumulative risk, this result can thus be seen

as a satisfactory outcome since, in equilibrium, the total cost of protection is born by

those who have a maximal e↵ect on decreasing ↵. For example, in the case of malware,

agents with a higher level of interaction (higher degree) have a higher incentive to

invest in computer security (i.e. anti-virus software). The same principle applies in

the case of human-born viruses: individuals who interact more have a higher incentive

to get vaccinated.

In the case of risk diversification, however, the more central agents have a lesser

incentive to invest in protection. The total cost of protection is born by agents with

lower centrality.
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In the next section, we study the other class of games – games of self protection –

in the mean-field setting developed in Section 4.2.

4.3.2 Games of Self Protection

Again, we first adapt the definition of a game of self protection (cf. Section 3.4.1 of

Chapter 3) to the mean-field framework.

Definition 32 (Games of self protection) In a game of self protection, the mean-

field e↵ective failure probability has the following form

B(p, qd(↵), a) = p · (1� ka) + (1� p · (1� ka)) · qd(↵) (4.6)

for some k 2 [0, 1] and

F(µ,↵) =
X

d�1

f̃(d)
⇣
p · (1� kµ(d)) +

�
1� p · (1� kµ(d))

� · qd�1

(↵)
⌘

(4.7)

In games of self protection, as can be seen in (4.6), an agent’s investment in

protection only decreases his intrinsic probability of failure p. It has no e↵ect on his

cascading failure probability qd(↵).

As mentioned in Chapter 3, such games are supermodular. In other words, they

are of strategic complements: the more other agents invest in protection (the lower

↵), the more an agent has an incentive to invest in protection. Since games of self

protection are e↵ectively coordination games, there can be multiple equilibria. The

next result shows that any equilibrium can be characterized by a threshold strategy.

Moreover, the thresholds are reversed when compared to games total protection (cf.

Theorem 11).

Theorem 12 In a game of self-protection with accumulative (resp. diversified) risk,

any MFE (µ⇤,↵⇤) is a lower (resp. upper)-threshold equilibrium. That is, µ⇤ is a

lower (resp. upper)-threshold mean-field strategy.

The fact that, in games of self-protection, the incentives are reversed has important

implications. In fact, in models of accumulative risk, the more central (higher-degree)
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agents have a lesser incentive to invest in protection even though they are more

vulnerable and more dangerous, i.e. they are hubs through which cascading failures

can spread. Moreover, the total cost of protection is born by lower-degree agents:

those who have the smallest e↵ect on decreasing ↵.

For example, in the model of airport security risk described in Example 2, an

airport that interacts with a high number of other airports as smaller incentives to

invest in its own security, since it remains exposed to a high risk of being hit by

an event coming from a connecting flight. This, as before, is assuming that the

passengers/luggage are only inspected at their point of origin and not at points of

transit.

Propositions 6 and 7 of Chapter 3 follow in the mean-field setting. Thus, with

accumulative risk, the e↵ective risk in equilibrium B(p, qd(↵⇤), µ⇤(d)) is non-decreasing

in degree and welfare Ud(µ⇤(d),↵⇤) is non-increasing in degree.

In games of self-protection, agents e↵ectively pool their investments in protection

and, as said earlier, there can be multiple equilibria. These equilibria can however be

ordered by level of investment. Suppose there are m possible equilibria. Then, they

can be ordered in the following way

(µ⇤
1

,↵⇤
1

) � (µ⇤
2

,↵⇤
2

) � ... � (µ⇤
m,↵

⇤
m)

where (µ⇤
1

,↵⇤
1

) � (µ⇤
2

,↵⇤
2

) means that µ⇤
1

 µ⇤
2

. Since (4.7) is decreasing in µ, it follows

that ↵⇤
1

� ↵⇤
2

.

We then have the following welfare result.

Proposition 8 (Welfare) In a game of self protection, let (µ⇤
k,↵

⇤
k) � (µ⇤

l ,↵
⇤
l ) be

two equilibria ordered by level of investment, i.e. µ⇤
k  µ⇤

l . Then (µ⇤
l ,↵

⇤
l ) weakly

Pareto-dominates (µ⇤
k,↵

⇤
k).

We can focus our attention on the minimum-investment equilibrium (µ⇤, ↵̄⇤) and

the maximum-investment equilibrium (µ̄⇤,↵⇤). In the former, ↵̄⇤ is actually maximal

since agents invest least, while in the latter, ↵⇤ is actually minimal since agents

invest most. Agents playing the minimum-investment equilibrium can be considered

a coordination failure.
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In the next section, we present comparative statics results in terms of the degree

distribution as well as other model parameters.

4.3.3 Comparative Statics

An advantage of the mean-field setting is that we can relate the equilibrium to network

properties as captured by the degree distribution f(d). We can then ask questions

such as “does more interconnection increase or decrease the incentives to invest in

protection?” This is examined in the next two propositions.

Proposition 9 Let (µ⇤, ↵̄⇤) and (µ̄⇤,↵⇤) be the minimum- and maximum-investment

equilibria in a game of self protection with accumulative risk, when the degree distribu-

tion is f . Then, a first-order distributional shift f 0 � f results in (µ⇤, ↵̄⇤)0 � (µ⇤, ↵̄⇤)

and (µ̄⇤,↵⇤)0 � (µ̄⇤,↵⇤).

Thus in a game of self protection, more interconnection leads to lower incentives to

invest in protection: each of the new maximum- and minimum-investment equilibria

are dominated by the corresponding equilibria in the less interconnected network.

The intuition behind this result is that an agent is more likely to be connected to a

high-degree agents (high-risk and unprotected). This increases the agent’s cascading

failure risk and therefore lowers the incentive to invest in protection.

Proposition 10 Let (µ⇤, ↵̄⇤) and (µ̄⇤,↵⇤) be the minimum- and maximum-investment

equilibria in a game of self protection with diversified risk, when the degree distribu-

tion is f . Then, a first-order distributional shift f 0 � f results in (µ⇤, ↵̄⇤)0 ⌫ (µ⇤, ↵̄⇤)

and (µ̄⇤,↵⇤)0 ⌫ (µ̄⇤,↵⇤).

With diversified risk, the result is reversed: an increase in the level of intercon-

nectedness leads to higher incentives to invest in protection. The intuition is that an

agent is more likely to be connected to a higher degree agent (low-risk and protected).

This decreases the agent’s cascading failure risk and therefore increases the incentive

to invest in protection.

When cascading failures follow a contact process as in Example 1 (cf. Section

4.2), it is interesting to study the e↵ect of a change in the infectiousness parameter r
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on mean-field equilibria. The following two propositions illustrate that a change in r

has opposite e↵ects, depending on whether the game is one of self protection or total

protection.

Proposition 11 Let (µ⇤, ↵̄⇤) and (µ̄⇤,↵⇤) be the minimum- and maximum-investment

equilibria in a game of self protection with cascading failures following a contact

process with infectiousness parameter r, as in Example 1. Then, r0 > r results in

(µ⇤, ↵̄⇤)0 � (µ⇤, ↵̄⇤) and (µ̄⇤,↵⇤)0 � (µ̄⇤,↵⇤).

Thus in a game of self protection, when cascading failures follow a contact process

as in Example 1, a higher level of infectiousness creates lower incentives for agents to

invest in protection: the initial increase in ↵ caused by higher infectiousness causes

an even greater increase in ↵ as a result of strategic interactions.

The situation is very di↵erent in a game of total protection, as shown in the next

result.

Proposition 12 Let (µ⇤,↵⇤) be the unique equilibrium in a game of total protection

with cascading failures following a contact process with infectiousness parameter r, as

in Example 1. Then, an increase r0 > r in infectiousness results in an equilibrium

(µ0⇤,↵0⇤) with µ0⇤ � µ⇤ and r0↵0⇤ � r↵⇤.

In a game of total protection, a higher level of infectiousness creates higher incen-

tives for agents to invest in protection. This investment in protection is however not

enough to counter the increase in r↵ caused by a higher level of infectiousness. This

is because agents free-ride on the protection provided by others and thus an increase

in r↵ cannot be completely compensated.

The next result examines the e↵ect of an increase in the parameter k, which

governs the extent of the protection resulting from an investment.

Proposition 13 Let (µ⇤, ↵̄⇤) and (µ̄⇤,↵⇤) be the minimum- and maximum-investment

equilibria in a game of self protection with parameter k. Then, k0 > k results in

(µ⇤, ↵̄⇤)0 ⌫ (µ⇤, ↵̄⇤) and (µ̄⇤,↵⇤)0 ⌫ (µ̄⇤,↵⇤).
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Thus in a game of self protection, an increase in the protection associated with an

investment results in a higher investment. This results holds for both accumulative

and diversified risk.

4.4 Conclusion

In this chapter, we developed a mean-field framework to circumvent the di�culties

that arose in the finite model. The assumption of independence across neighbors

allows for a tractable way to express qd, the expected cascading failure probability. It

was shown that a game of total protection has a unique equilibrium, resulting from

strategic substitutes. On the other hand, a game of self protection can have multiple

equilibria, resulting from strategic complements. In the latter setting, agents must

pool their investments in protection and this can lead to coordination failures.

The mean-field setting conveniently allows for comparative statics in the degree

distribution and it was shown that an increase in interconnectedness can have di↵erent

e↵ects on the incentives to invest in protection, depending on whether the game is one

of accumulative or diversified risk. It was also shown that an increase in infectiousness

can have opposite e↵ects whether the game is one of total or self protection.

In games of self protection, an interesting extension would be to study mechanisms

that induce tipping from a low-investment equilibrium to a high-investment equilib-

rium. Such mechanisms would allow to identify a critical coalition whose investment

in protection would tip a low-investment equilibrium to a high-investment one. In a

mean-field setting, such a critical coalition would likely consist of high-degree agents

who have a maximal e↵ect on decreasing ↵ and thus on inducing more investment

from other agents.

This work shows the importance of taking the strategic decisions resulting from

network e↵ects into account when studying problems of systemic risk.
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4.5 Appendix

4.5.1 Proofs

Proof 18 (Theorem 9) Note that we endow [0, 1] with the Euclidean topology.

For any ↵ 2 [0, 1] define the correspondence � by �(↵) = T (S(↵)). Any fixed

point ↵⇤ of �, with the corresponding µ⇤ 2 S(↵⇤) such that T (µ⇤) = ↵⇤ constitute a

MFE. We thus need to show that the correspondence � has a fixed point. We employ

Kakutani’s fixed point theorem on the composite map �(↵) = T (S(↵)).
Kakutani’s fixed point theorem requires that � have a compact domain, which

is trivial since [0, 1] is compact. Further, �(↵) must be nonempty; again, this is

straightforward, since both S and T have nonempty image.

Next, we show that �(↵) has a closed graph. We first show that S has a closed

graph, when we endow the set of mean-field strategies with the product topology on

[0, 1]1. This follows easily: if ↵n ! ↵, and µn ! µ, where µn 2 S(↵n) for all n, then

µn(d) ! µ(d) for all d. Since Ud(1,↵) and Ud(0,↵) are continuous, it follows that

µ(d) 2 S(↵), so S has a closed graph. Note also that with the product topology on

the space of mean-field strategies, T is continuous: if µn ! µ, then T (µn) ! T (µ)

by the bounded convergence theorem.

To complete the proof that � has a closed graph, suppose that ↵n ! ↵, and that

↵0
n ! ↵0, where ↵0

n 2 �(↵n) for all n. Choose µn 2 S(↵n) such that T (µn) = ↵0
n for

all n. By Tychono↵ ’s theorem, [0, 1]1 is compact in the product topology; so taking

subsequences if necessary, we can assume that µn converges to a limit µ. Since S
has a closed graph, we know µ 2 S(↵). Finally, since T is continuous, we know that

T (µ) = ↵0. Thus ↵0 2 �(↵), as required.
Finally, we show that the image of � is convex. Let ↵

1

,↵
2

2 �(↵), and choose

µ
1

, µ
2

2 S(↵) such that ↵
1

= T (µ
1

) and ↵
2

= T (µ
2

). Since F is continuous in µ and

since T is unique (this follows from Assumption 4), then T is continuous in µ. Now

since S(↵) is convex, it follows that for any � 2 (0, 1),
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�T (µ
1

) + (1� �)T (µ
2

) 2 [ min
µ2S(↵)

T (µ), max
µ2S(↵)

T (µ)]

= �(↵)

and thus �↵
1

+ (1� �)↵
2

2 �(↵)—as required.

By Kakutani’s fixed point theorem, � possesses a fixed point ↵⇤. Letting µ⇤ 2 S(↵⇤)

be such that T (µ⇤) = ↵⇤, we conclude that (µ⇤,↵⇤) is an MFE. ⇤

Proof 19 (Theorem 10) Consider the incremental expected utility at time t = 0

for an agent of degree d, i.e.

�Ud(↵) = Ud(1,↵)� Ud(0,↵) (4.8)

= �(p+ (1� p)qd(↵))(1� k)� C � (�(p+ (1� p)qd(↵))

=
⇣
p+ (1� p)qd(↵)

⌘
k � C

We prove the theorem in a sequence of steps:

Step 1: For all d � 1, �Ud(↵) is strictly increasing in ↵ 2 [0, 1]. This follows

directly from Assumption 3.

Step 2: For all d � 1, and ↵0 > ↵, Sd(↵0) ⌫ Sd(↵).5 This follows immediately

from Step 1 and the definition of Sd in Definition 26.

Step 3: If µ0, µ are mean-field strategies such that µ0(d) � µ(d), then T (µ0) 
T (µ). This follows from the fact that F(µ,↵) (cf. (4.5) in Definition 29) is non-

increasing in µ and that it is also continuous in both µ and ↵. Thus the unique fixed

point ↵̄ = F(µ, ↵̄) is non-increasing in µ. Therefore, T (µ0)  T (µ).

Step 4: Completing the proof. So now suppose that there are two mean-field

equilibria (µ⇤,↵⇤) and (µ0⇤,↵0⇤), with ↵0⇤ > ↵⇤. By Step 2, since µ⇤ 2 S(↵⇤) and

µ0⇤ 2 S(↵0⇤), we have µ0⇤(d) � µ⇤(d). By Step 3, we have ↵⇤ = T (µ⇤) � T (µ0⇤) = ↵0⇤,

a contradiction. Thus the ↵⇤ in any MFE must be unique, as required. ⇤

Proof 20 (Theorem 11) Consider now, �Ud(↵) as a function of the continuous

5Here the set relation A � B means that for all x 2 A and y 2 B, x  y.
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variable d over the connected support [1,1). From (4.8), we can write

�Ud(↵) =
⇣
p+ (1� p)qd(↵)

⌘
k � C

When qd(↵) is strictly increasing in d, for any ↵ 2 (0, 1), �Ud(↵) is a strictly-

increasing function of d. It follows that the inverse image of (�1, 0) is ; if �U
1

(↵) >

0 or an interval [1, x) where x � 1 otherwise. The integers in such intervals (i.e.

;T + or [1, x)
T

+) represent the degrees of agents for whom not investing in

protection is a strict best response, i.e. {d : Sd(↵) = {0}}. It follows that the degrees

of agents for whom investing in protection is a strict best response (i.e. {d : Sd(↵) =

{1}}) are located at the rightmost extremity of the degree support.

Thus we may write µ(d) = 1, for all d > dU and µ(d) = 0, for all d < dU .

Likewise, when qd(↵) is strictly decreasing in d, for any ↵ 2 (0, 1), �Ud(↵) is a

strictly-decreasing function of d. It follows that the inverse image of (�1, 0) is an

interval [1,1) if �U
1

(↵) < 0 or an interval (x,1) where x � 1 otherwise. The

integers in such intervals (i.e. [1,1)
T

+ or (x,1)
T

+) represent the degrees of

agents for whom not investing in protection is a strict best response, i.e. {d : Sd(↵) =

{0}}. It follows that the degrees of agents for whom investment in protection is a

strict best response (i.e. {d : Sd(↵) = {1}}) are located at the leftmost extremity of

the degree support.

Thus we may write µ(d) = 1, for all d < dL and µ(d) = 0, for all d > dL. ⇤

Proof 21 (Theorem 12) In a game of self protection, consider now �Ud(↵) as a

function of the continuous variable d over the connected support [1,1). From (4.6)

and (4.1), we can write

�Ud(↵) = Ud(1,↵)� Ud(0,↵)

= �(p(1� k) + (1� p(1� k))qd(↵))� C �
⇣
� (p+ (1� p)qd(↵))

⌘

= pk � pkqd(↵)� C
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When qd(↵) is strictly increasing in d, for any ↵ 2 (0, 1), �Ud(↵) is a strictly-

decreasing function of d. It follows that the inverse image of (�1, 0) is an interval

[1,1) if �U
1

(↵) < 0 or an interval (x,1) where x � 1 otherwise. The integers in

such intervals (i.e. [1,1)
T

+ or (x,1)
T

+) represent the degrees of agents for

whom not investing in protection is a strict best response, i.e. {d : Sd(↵) = {0}}.
It follows that the degrees of agents for whom investing in protection is a strict best

response (i.e. {d : Sd(↵) = {1}}) are located at the leftmost extremity of the degree

support.

Thus we may write µ(d) = 1, for all d < dL and µ(d) = 0, for all d > dL.

Likewise, when qd(↵) is strictly decreasing in d, for any ↵ 2 (0, 1), �Ud(↵) is

a strictly-increasing function of d. It follows that the inverse image of (�1, 0) is

; if �U
1

(↵) > 0 or an interval [1, x) where x � 1 otherwise. The integers in such

intervals (i.e. ;T + or [1, x)
T

+) represent the degrees of agents for whom not

investing in protection is a strict best response, i.e. {d : Sd(↵) = {0}}. It follows that
the degrees of agents for whom investing in protection is a strict best response (i.e.

{d : Sd(↵) = {1}}) are located at the rightmost extremity of the degree support.

Thus we may write µ(d) = 1, for all d > dU and µ(d) = 0, for all d < dU . ⇤

Proof 22 (Proposition 8) Let µ⇤
l 2 S(↵⇤

l ) and µ⇤
k 2 S(↵⇤

k). Then for any d,

Ud(al,↵
⇤
l ) � Ud(ak,↵

⇤
l ) � Ud(ak,↵

⇤
k) (4.9)

where al 2 µ⇤
l (d) and ak 2 µ⇤

k(d).

The first inequality follows from al being a best response to ↵⇤
l (i.e. al 2 µ⇤

l (d))

for an agent of degree d. The second inequality follows from Ud being decreasing in

↵⇤.

Since (4.9) holds for any d, all agents have expected utility that is weakly greater in

the higher-investment equilibrium (µ⇤
l ,↵

⇤
l ). We therefore conclude that (µ⇤

l ,↵
⇤
l ) weakly

Pareto-dominates (µ⇤
k,↵

⇤
k). ⇤

Proof 23 (Proposition 9) Since f 0 � f , then f̃ 0 � f̃ , where f̃ 0 and f̃ are the

edge-perspective distributions corresponding to f 0 and f (cf. Mean-Field Assumption

3). Let F 0(µ,↵) and F(µ,↵) denote (4.7) under f̃ 0 and f̃ respectively. We know
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from Theorem 12 that in a game of self-protection with accumulative risk, qd(↵) is

increasing in d and any equilibrium strategy is a lower-threshold strategy. We there-

fore only need to consider such strategies. It then follows from (4.7) that given any

lower-threshold strategy µ, F 0(µ,↵) � F(µ,↵) for all ↵ 2 [0, 1]. Since under the

assumptions, (4.7) has a single fixed point in ↵ and we conclude that T 0(µ) � T (µ),

where T 0(µ) and T (µ) denote the correspondence (4.2) under f̃ 0 and f̃ respectively.

It then follows that

�0(↵) = T 0(S(↵))
⌫ T (S(↵))
= �(↵)

It therefore follows that ↵0⇤ = min{↵ : ↵ = �0(↵)} � min{↵ : ↵ = �(↵)} = ↵⇤

and that ↵̄0⇤ = max{↵ : ↵ = �0(↵)} � max{↵ : ↵ = �(↵)} = ↵̄⇤.

Thus, µ0⇤ = S(↵̄0⇤) � S(↵̄⇤) = µ⇤ and µ̄0⇤ = S(↵0⇤) � S(↵⇤) = µ̄⇤ and according to

the ordering of equilibria defined in section 4.3.2, we conclude that (µ⇤, ↵̄⇤)0 � (µ⇤, ↵̄⇤)

and (µ̄⇤,↵⇤)0 � (µ̄⇤,↵⇤), as required. ⇤

Proof 24 (Proposition 10) Since f 0 � f , then f̃ 0 � f̃ , where f̃ 0 and f̃ are the

edge-perspective distributions corresponding to f 0 and f (cf. Mean-Field Assump-

tion 3). Let F 0(µ,↵) and F(µ,↵) denote (4.7) under f̃ 0 and f̃ respectively. We

know from Theorem 12 that in a game of self-protection with diversified risk, qd(↵)

is decreasing in d and any equilibrium strategy is an upper-threshold strategy. We

therefore only need to consider such strategies. It then follows from (4.7) that given

any upper-threshold strategy µ, F 0(µ,↵)  F(µ,↵) for all ↵ 2 [0, 1]. Since under

the assumptions, (4.7) has a single fixed point in ↵, we conclude that T 0(µ)  T (µ),

where T 0(µ) and T (µ) denote the correspondence (4.2) under f̃ 0 and f̃ respectively.

It then follows that
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�0(↵) = T 0(S(↵))
� T (S(↵))
= �(↵)

It therefore follows that ↵0⇤ = min{↵ : ↵ = �0(↵)}  min{↵ : ↵ = �(↵)} = ↵⇤

and that ↵̄0⇤ = max{↵ : ↵ = �0(↵)}  max{↵ : ↵ = �(↵)} = ↵̄⇤.

Thus, µ0⇤ = S(↵̄0⇤) ⌫ S(↵̄⇤) = µ⇤ and µ̄0⇤ = S(↵0⇤) ⌫ S(↵⇤) = µ̄⇤ and according to

the ordering of equilibria defined in section 4.3.2, we conclude that (µ⇤, ↵̄⇤)0 ⌫ (µ⇤, ↵̄⇤)

and (µ̄⇤,↵⇤)0 ⌫ (µ̄⇤,↵⇤), as required. ⇤

Proof 25 (Proposition 11) Let F 0(µ,↵) and F(µ,↵) denote (4.7) under r0 and

r respectively. In the case of the contact process described in Example 1, q0d(↵) >

qd(↵) for all ↵ 2 [0, 1], d > 0. It then follows from (4.7) that given any strategy

µ, F 0(µ,↵) � F(µ,↵) for all ↵ 2 [0, 1]. Since under the assumptions, (4.7) has a

single fixed point, we conclude that T 0(µ) � T (µ), where T 0(µ) and T (µ) denote the

correspondence (4.2) under r0 and r respectively.

It then follows that

�0(↵) = T 0(S(↵))
⌫ T (S(↵))
= �(↵)

It therefore follows that ↵0⇤ = min{↵ : ↵ = �0(↵)} � min{↵ : ↵ = �(↵)} = ↵⇤

and that ↵̄0⇤ = max{↵ : ↵ = �0(↵)} � max{↵ : ↵ = �(↵)} = ↵̄⇤.

Thus, µ0⇤ = S(↵̄0⇤) � S(↵̄⇤) = µ⇤ and µ̄0⇤ = S(↵0⇤) � S(↵⇤) = µ̄⇤ and according to

the ordering of equilibria defined in section 4.3.2, we conclude that (µ⇤, ↵̄⇤)0 � (µ⇤, ↵̄⇤)

and (µ̄⇤,↵⇤)0 � (µ̄⇤,↵⇤), as required. ⇤

Proof 26 (Proposition 12) We prove by contradiction. Suppose r0↵0⇤ < r↵⇤. Then
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S 0(↵0⇤) � S(↵⇤) and thus µ0⇤  µ⇤. Since F 0(µ,↵) � F(µ,↵) for any µ 2 M and

↵ 2 [0, 1] and since F 0 and F are decreasing in µ, we have that F 0(µ0⇤,↵) � F(µ⇤,↵)

for any ↵ 2 [0, 1]. Therefore,

↵0⇤ = T 0(µ0⇤)

� T (µ⇤)

= ↵⇤

and thus, since r0 > r, we have that r0↵0⇤ > r↵⇤, a contradiction. We conclude

that r0↵0⇤ � r↵⇤.

It then follows that S 0(↵0⇤) ⌫ S(↵⇤) and thus µ0⇤ � µ⇤. This completes the proof.

⇤

Proof 27 (Proposition 13) Let F 0(µ,↵) and F(µ,↵) denote (4.7) under k0 and k

respectively. It follows from (4.7) that given any strategy µ, F 0(µ,↵)  F(µ,↵) for

all ↵ 2 [0, 1]. Since under the assumptions, (4.7) has a single fixed point, we conclude

that T 0(µ)  T (µ), where T 0(µ) and T (µ) denote the correspondence (4.2) under k0

and k respectively.

It then follows that

�0(↵) = T 0(S(↵))
� T (S(↵))
= �(↵)

It therefore follows that ↵0⇤ = min{↵ : ↵ = �0(↵)}  min{↵ : ↵ = �(↵)} = ↵⇤

and that ↵̄0⇤ = max{↵ : ↵ = �0(↵)}  max{↵ : ↵ = �(↵)} = ↵̄⇤.

Thus, µ0⇤ = S(↵̄0⇤) ⌫ S(↵̄⇤) = µ⇤ and µ̄0⇤ = S(↵0⇤) ⌫ S(↵⇤) = µ̄⇤ and according to

the ordering of equilibria defined in section 4.3.2, we conclude that (µ⇤, ↵̄⇤)0 ⌫ (µ⇤, ↵̄⇤)

and (µ̄⇤,↵⇤)0 ⌫ (µ̄⇤,↵⇤), as required. ⇤
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