A,

W

"U;‘\.c‘( 5
[ - Nﬁx_g%. & e
N N\DE ™
—me——_
N\
;"A




CONTENTS CONTENTS
Contents
1 Introduction 2
2 Background on CAR and Harouna Douamba 3
3 Summary Statistics 4
4 The Assets and Evidence of Coordination 8
4.1 Douamba ASSES . . v v v i e e e e e e e e e e e e e e e e e e e 8
4.2 NGOs/Media Companies . . . . . .« v v v v v v v v vt v et et e e e e 10
4.3 Other Linked Individuals . . . . . . . . .« v v v i v it e e e e 16
5 Narratives 17
5.1 Criticism of French InvolvementinCAR . . .. ... ... ... ...... 18
5.2 Praise of CAR PresidentTouadéra . . . . . . . . . v v v v v v v v v v .. 21
5.3 Praise of Russia’s Supportfor CAR. . . . . . .. ... .. ... . ...... 24
5.4 Praiseof U.S.SupportforCAR . . . . . . ... ... . . ... 26
5.5 Coverage of Other African Countries . . . ... ... ... ... ...... 28
6 Connections to 2020 Anti-MINUSCA Campaign 29
6.1 OperationDavidvsGoliath. . . . . ... ... ... ... ... ....... 30
6.2 Offline Douamba-MPCPTies . . . . . v v v v v i e e e e e e e e e 32
7 Conclusion 37



1 INTRODUCTION

1 Introduction

On May 6, 2021, Facebook announced the takedown of 32 Pages, 46 Profiles, and six
Instagram accounts operated by individuals in the Central African Republic (CAR) whose
activities targeted audiences in CAR. Facebook shared this network with the Stanford
Internet Observatory (SIO) on April 26, 2021. This network was suspended not due to the
content of its posts, but rather for coordinated inauthentic behavior. SIO found significant
indications both on and off platform that many of the assets removed in this takedown
were aliases for the same entity.

The suspended network exhibited strong ties to Harouna Douamba, a pseudonym for
an allegedly Burkinabe individual who has gained notoriety in CAR for the information
campaigns he wages on social media. Douamba claims to be the president of three
non-governmental organizations (NGOs): Aimons Notre Afrique (ANA), Coalition Afrique
Engagée (CAE), and Fédération Nationale des Ivoiriens d’Origine Etrangéres (FENIOE).
Facebook Pages for these organizations were included in the suspended network, in
addition to Pages for several other NGOs and media companies with ties to Douamba.
We also found some evidence that one of the suspended Profiles may be the individual
behind the Harouna Douamba pseudonym. Facebook attributes the network to ANA.

Suspended Pages consistently disparaged France’s involvement with CAR, but praised
President Faustin-Archange Touadéra and Russia. They also published slanted stories on
other west and central African countries.

We also investigated Douamba’s connections to a disinformation campaign that claimed
four officials associated with the UN peacekeeping mission in CAR (the Multidimensional
Integrated Stabilization Mission in the Central African Republic, known as MINUSCA)
trafficked arms to rebels operating in a neighborhood in Bangui, the CAR capitol. One of
the suspended Pages was deeply involved in this effort and posted what might qualify as
incitements to violence.

Key takeaways:

« The suspended network centered around the activities of Harouna Douamba. Nearly
all of the suspended Pages have connections to Douamba and/or frequently published
content featuring Douamba and the activities of his NGOs. Several of the suspended
Profiles and Instagram accounts also appear to have direct ties to Douamba, his
NGOs, or affiliated media companies.

« Many of the suspended Pages claimed to be NGOs that seek to advance Pan-
African causes. However, these NGOs largely appear to be thinly veiled aliases
for Douamba’s ANA and CAE NGOs. Pages for these organizations demonstrated
significant coordinated behavior. For instance, they frequently shared duplicated
content from ANA and CAE, usually within 10 to 15 minutes of the original posts.


https://about.fb.com/news/2018/12/inside-feed-coordinated-inauthentic-behavior/
https://corbeaunews-centrafrique.com/rca-harouna-douamba-un-cerveau-de-campagne-anti-minusca/
https://undocs.org/pdf?symbol=en/S/2020/662

2 BACKGROUND ON CAR AND HAROUNA DOUAMBA

+ One of the suspended Pages was a coordinating force around a disinformation
campaign in 2020 alleging that UN peacekeepers in CAR trafficked weapons to rebel
groups and calling for revolt at the peacekeeping operation. This is strong evidence
that Douamba is linked to that disinformation campaign.

+ Eighteen domains, largely French-language news sites covering central and west
Africa, were linked to the network. There is substantial evidence that the sites are
linked to each other and to Douamba. The ANA website, for instance, lists nearly all
of the news sites as part of their media group, ANA-COM.

« Topically, the network largely pushed content critical of France and supportive of
the Touadéra regime and Russia. They also published slanted stories on other west
and central African countries.

« The network also attempted to build its audience across platforms. One post that
was shared widely by suspended Pages called for Pan-Africanists to include their
WhatsApp numbers in the comments. However, few users shared this information.

2 Background on CAR and Harouna Douamba

Since 2013, the Central African Republic has been engulfed in a civil war. Currently,
government forces exercise tenuous control over areas in the south and western regions of
CAR, while various rebel groups exercise control over other parts of the country. President
Faustin-Archange Touadéra has led CAR since his election in 2016; he won the first round
of CAR’s December 2020 general elections with 54% of the vote, although political violence
prevented voting from taking place in several areas of the country. The UN implemented
an arms embargo in 2013 that had the potential to expire in January 2019, but the ban was
extended until July 2021. A UN peacekeeping mission, known as MINUSCA, has operated
in CAR since September 2014.

The ongoing political conflict, coupled with CAR’s resource wealth, has made the country
a frequent target of disinformation campaigns. In October 2019, SIO reported on an
information operation removed by Facebook linked to Yevgeny Prigozhin and the Wagner
Group that sought to publicize and praise a wide range of Russian government activities
in CAR. In December 2020, Graphika and SIO published a joint report analyzing dueling
influence operations—one linked to Prigozhin and another to individuals with ties to the
French military—that targeted CAR audiences and sought to expose each other’s activities.
Recently, the UN reported that MINUSCA was targeted by a social media disinformation
campaign purportedly led by the Mouvement des Patriotes Centrafricains pour la Paix
(MPCP).

At the center of the network analyzed in this report lies Harouna Douamba, a pseudonym
for an individual allegedly born in Burkina Faso and raised in Coéte d’Ivoire before he


https://cyber.fsi.stanford.edu/io/news/prigozhin-africa
https://graphika.com/reports/more-troll-kombat/
https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/
https://undocs.org/pdf?symbol=en/S/2020/662
https://corbeaunews-centrafrique.com/rca-harouna-douamba-un-cerveau-de-campagne-anti-minusca/
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began operating in CAR. He is president of the NGOs Aimons Notre Afrique (ANA, or “Love
Our Africa”)—which he founded in 2011—Coalition Afrique Engagée (CAE, or “Engaged
Africa Coalition”), and Fédération Nationale des Ivoiriens d’Origine Etrangéres (FENIOE, or
“National Federation of Ivorians of Foreign and Ethnic Origin”). Reports suggest Douamba’s
activities rely heavily on the use of fictitious NGOs and media accounts—a strategy we
confirm here. We additionally found significant evidence of offline connections between
Douamba and the MPCP.

It is also suspected that Douamba’s activities are sponsored by the Touadéra regime and/or
Russian advisors. Douamba claims that he is an advisor to President Touadéra. Meanwhile,
a local CAR news agency and an Atlantic Council report claim Douamba is funded by
Russian sources. It should be noted that links between Russia and the Touadéra regime are
well documented: Prigozhin’s Wagner Group, for instance, provides Touadéra’s personal
security detail.

3 Summary Statistics

Facebook shared with the Stanford Internet Observatory 32 Pages, 46 Profiles, and six
Instagram accounts. While we do not know when the Profiles and Instagram accounts were
created, the earliest Page removed in the takedown was created in February 2016. Several
Pages claiming to be NGOs were subsequently created and began posting over the summer
and into the fall of 2016. The next batch of Pages, which typically claimed to be media
outlets, were created in October and November 2018. The figure below shows a leveling
off of posting activity by the Pages around the time of the first round of the CAR general
elections in December 2020. Pages created a total of 2,142 posts before their removal.


https://www.atlanticcouncil.org/wp-content/uploads/2020/10/CAR-Russian-Influence-Final.pdf
https://corbeaunews-centrafrique.com/rca-harouna-douamba-un-cerveau-de-campagne-anti-minusca/
https://www.atlanticcouncil.org/wp-content/uploads/2020/10/CAR-Russian-Influence-Final.pdf
https://www.washingtonpost.com/news/democracy-post/wp/2018/08/21/the-kremlins-mysterious-mercenaries-and-the-killing-of-russian-journalists-in-africa/
https://www.washingtonpost.com/news/democracy-post/wp/2018/08/21/the-kremlins-mysterious-mercenaries-and-the-killing-of-russian-journalists-in-africa/
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Figure 1: Posting activity over time by the removed Pages. The red vertical line corresponds with the first
round of the CAR general elections on December 27, 2020. Data from CrowdTangle, a public insights tool
owned and operated by Facebook.

Pages, Profiles, and Instagram accounts varied in their number of followers; while a few
had many followers and interactions, most had a smaller footprint. The Page for ANA
(titled ONG ANA) attracted the largest following, with 56,212 followers. Seven other Pages
amassed over 10,000 followers, but the median number of followers per page was only
1,778 followers. Likewise, while a handful of posts from the removed Pages garnered
between 10,000 and 15,000 interactions (defined as the sum of likes, comments, shares,
etc.), the median number of interactions for posts from the suspended Pages was seven.
Further, the median number of friends for suspended Profiles was 560 friends. The median
number of followers for suspended Instagram accounts was 123 followers, and only two
accounts had more than 10 posts.

Further, suspended Pages were typically managed by entities located within CAR and
Cote d’'Ivoire. Suspended Profiles typically listed their locations as either Bangui, CAR or
Brazzaville, Congo.

This network also included 18 linked domains. Most of these are news sites, covering west
and central Africa. There is substantial evidence that the sites are linked to each other:

« Eleven of the domains were created in September 2018.

- Fifteen listed the same organization in their registration.



3 SUMMARY STATISTICS

+ Five had the same email address listed in historic domain registration data. One of
these five was a website for ANA, while the rest were for news sites, providing further
evidence of links between this NGO and the news sites.

« Five had been registered, at least at some point in time, to individuals in Cote d’'Ivoire.

+ Several of the individual Profiles suspended in this network were listed as authors
of articles on these websites. For example, one name was the byline for articles on
eight of these domains.

Substantively, the articles on the websites pushed narratives consistent with the Facebook
Pages. They were extremely slanted, usually to support the governments of CAR, Burkina
Faso, Cameroon, Equatorial Guinea, Gabon, and Nigeria. Some articles presented
Douamba in a favorable light. Several articles presented Russia favorably and criticized
France.

The unique email address linked to several of the domains belongs to an individual
who is a web developer in Cote d’'Ivoire. The email address also appears on the website
https://dtigestion.com/, which claims to provide “the world’s first, most powerful and
comprehensive facebook messaging marketing software.” It offers, among other services,
automatic commenting on Facebook posts. We suspect the web developer is closely linked
to this network, as his Facebook Profile was included in the takedown.

send bulk message

Has the functionality of sending BULK

messages to page subscribers

automatic private reply

allows you to send automatic replies to the
commenter inbox of your post.

text / image / video / link post

has the functionality of posting all types on
facebook pages.

Bot response

Allows you to increase layout time by

replying to an inbox message based on

®

@ @

automatic comment

has the function of sending an automatic
reply to the comments of the commenters of

your post.

automatic comment like

has auto feature like new posts from your
page

page message handler

helps you view unread messages, send
replies and also has chat facilities

persistent menu

Custom menu options on your page inbox to

help people learn more about you.

Figure 2: Services listed on dtigestion.com.



https://dtigestion.com/
dtigestion.com
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Domain

Site Description

Link to Network

Live/Down

Registration Date

Identifiers in Domain

Registration
News site, with Associated Page ii?ir‘;?crif:al Grou;
lafrique.info stories on west and & Live 1/21/15 f . P
. suspended -Unique email
central Africa
address A
-Endurance
Ong-ana.org NGO site Associated Page Live 10/4/15 Inte.rnatlonalh Group
suspended -Unique email
address A
-Endurance
paixetstabilite.org Unclear Associated Page Down 7/13/16 Inte.rnatlonalv Group
suspended -Unique email
address A
News site, with . . .
alter- o stories on west and Associated Page Down 7/13/16 -Unique email
nanceafricaine.org . suspended address A
central Africa
News site, with . . .
ong-lcdaf.org stories on west and Associated Page Down 9/18/16 -Unique email
. suspended address A
central Africa
. Associated Page . .
afriqueengagee.com Unclear Down 5/5/18 -No identifiers
suspended
News site, with .
afriqueactualite.info stories on west and Associated Page Live 9/23/18 Endurar_lce
. suspended International Group
central Africa
lepanafrican- A Page linked to -Endurance
isme.info Unclear articles from this site Down 9/23/18 International Group
News site, with .
miroirdafrique.info stories on west and Associated Page Live 9/23/18 -Endurar_me
. suspended International Group
central Africa
News site, with :
lemondeactualite.info stories on west and Associated Page Live 9/25/18 —Endural'qce
. suspended International Group
central Africa
News site, with .
leuropeafrique.info stories on west and Associated Page Live 9/25/18 -Endurat}ce
. suspended International Group
central Africa
News site, with .
loccident.info stories on west and Associated Page Live 9/25/18 -Endurar_me
. suspended International Group
central Africa
. News site, with .
lepotentield- . Associated Page . -Endurance
N stories on west and Live 9/27/18 .
afrique.net . suspended International Group
central Africa
News site, with .
lavoixdafrique.info stories on west and Associated Page Live 9/27/18 -Endurar}ce
. suspended International Group
central Africa
5 News site, with .
lequotl_dl- stories on west and Associated Page Live 9/27/18 -Endural:lce
endafrique.net . suspended International Group
central Africa
lanou_velleducontl- Unclear Associated Page Down 9/27/18 -Endural:me
nent.info suspended International Group
News site, with .
lemondeenvrai.net stories on west and Associated Page Live 9/27/18 -Endurar_me
. suspended International Group
central Africa
lereveilafricain.info Unclear Associated Page Down 11/28/18 -Endurance

suspended

International Group

Table 1: Domains linked to the suspended Facebook network.
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4 The Assets and Evidence of Coordination

The Pages, Profiles and Instagram accounts in this takedown appear to be part of an
information campaign driven by pseudo-NGOs and pseudo-media outlets linked to Harouna
Douamba. In addition to Douamba’s personal accounts and Pages, the network included
Pages of several Pan-African NGOs headed by or with apparent ties to Douamba, Pages for
media entities that published content featuring Douamba and his various NGOs, and
Profiles and Instagram accounts for individuals affiliated with these NGOs or media
companies.

4.1 Harouna Douamba Accounts and Pages

Three of the removed Pages and one of the removed Instagram accounts purported to
belong to Harouna Douamba. These accounts were not central to the activity of the network:
the Instagram account had only one post, and the three Pages produced only 83 posts
combined. Douamba’s prominence in the network instead stems from the amount of
content shared that featured him directly and his ties to the NGOs and media companies
that made up nearly all of the Pages removed by Facebook.
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s 3 Nuu\telle Du Continent ~ Harouna Douamba officiel o * Har,uul:a D\iuamba Dfﬁf»el v
’ 019 at 7:49 AM :

7 Centrafrique / Coronavirus : Le president de 'ONG A l'oceasion de la féte nationale de la paix le Président de la FENICE
! Internationale ANA, lance I'opératio, 1 et 'ONG Internationale ANA, Monsieur Harouna Douamba souhaite 3
3 masques. - LaNouvelleDuContinent tous les habitants de notre village la Cote d'lvoire, une excellente et
INENTINFO agréable féte de |a paix. Par ailleurs, il souhaite que tous autant que
nous soyons des chantres de la paix, afin que notre village demeure.
See more

Centrafric:
LANOU

—

; Les Actions du Gouvernement ... v

CENTRAFRIQUE / LE PRESIDENT HAROUNA DOUAMBA, DE L'ONG
INTERNATIONALE ANA, LANCE UN APPEL FORT AU PEUPLE
CENTRAFRICAIN “NE VOUS LAISSEZ PAS DISTRAIRE, SOYEZ SOUDES
S'ANNONCE DIFFICILE AVEC LES COUPS BAS
UCOUP DE PAYS ONT SUBI EN CES.

_-— Sui rsaut d'Afrique

Afrique ; Harouna Douamba, grande figure du e, Pabcet stabile ’
panafricaniste sur le continent, désormais pélerin e
de la pax. - Sursaut &' Afrique VENTE DES NOIRS EN LIBYE LE PRESIDENT DE LA COALITION DES
v sl ) 1873 ONG DONNE UN ULTIMATUM AUX CHEFS D'ETAT AFRICAINS
AM Les Africains et amis de I'Afrique ne décolérent plus. Face au
Coalition Afrique Engagée v comportement ubuesque des négriers des temps modernes, les
‘” May 4, 2020 3t £53 AM déclarations et sorties fracassantes condamnant les actes ignobles e..

LAfrique | AFRIQUE / ARABIE SAOUDITE :
HAROUNA DOUAMBA, PRESIDENT DE L'ONG
INTERNATIONALE ANA CONDAMNE AVEC CENTRAFRIQUE/ LE PRESIDENT HAROUNA DOUAMBA, FELICITE PAR
Al MONSIEUR BEKKI BENAMEUR VICE-PRESIDENT DE LA CAE POUR
SON ENGAGEMENT A LUTTER CONTRE LE COVID 19 EN RCA. Pour le
vice président , 'Algérien Bekki BENAMEUR , le président Harouna
Douamba est un envoyé de Dieu sur terre , son combat de réveil de.

@ Ong la Voix de I'Afrique v See more

See more

GUINNEE EQUATORIALE/DIALOGUE POLITIQUE EDITION SPECIALE
AFRIQUE MEDIA TV LE PRESIDENT DE LA COALITION AFRIQUE
ANGUAGEE HAROUNA DOUAMBA

“ Le Panafricaniste Harouna Do... Sy AfriqueActualite

Afrique : Harouna DOUAMBA, contre la mauvaise 28 Harouna Douamba .
politique Francaise et non contre la France. - .
AfriqueActualité

La vérité du président HAROUNA DOUAMBA, au général
PERRIN

PARLE AU GENERAL Jean
IRCES FRANGAISES AU GABON

" Notre message est noble, c'est celui de |a paix. Notre combat est
bon, il prone Ia fratemité. Alors, nous sommes préts & parcourir
toutes les distances afin de partager avec nos fréres et soeurs du
village,la Céte d'lvoire notre vision qui est le vivre-ensemble’, HD. 1
c1 avec Harouna Douamba

s ONGANA

c

CENTRAFRIQUE/ LE PRESIDENT HAROUNA DOUAMBA, LA
COMMUNAUTE INTERNATIONALE , N'EST PAS HONNETE AVEC LE
£ CENTRAFRICAIN. A VOIR ABSOLUMENT . 1ére partie

Figure 3: A sample of posts from suspended Pages featuring Harouna Douamba.
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In addition, we believe that one of the removed Profiles may be the real individual
behind the Harouna Douamba pseudonym. A September 2017 post from the Harouna
Douamba Page linked to the Profile, whose username is harouna.douamba.l. Several
of the photos from the Profile appear to be Douamba, and the Profiles’ subtitle is “Pan-
Africanist, Defender of the Rights of Africans” (“Panafricaniste, Defenesseur des Droits
des Africains”). Further, the Profile indicates ties to both Burkina Faso and Cote d’Ivoire,
where it is believed that Douamba was born and raised, respectively. The Profile itself lists
its location as Ouagadougou, Burkina Faso, while a different post by the Profile claimed
to have been the owner of a restaurant in Abidjan, Coéte d’'Ivoire. If you are interested in
investigating this individual further, please contact the Stanford Internet Observatory.

4.2 Pan-African Unity NGOs and Media Companies

Nearly all of the Pages shared with SIO claimed to be NGOs (11 Pages) or media companies
(17 Pages), and these Pages were unified in themes relating to Pan-African Unity. For
instance, the media company Pages included names such as Le Panafricanisme (“Pan-
Africanism”), Le Reveil Africain (“The African Awakening”), and Le Potentiel d’Afrique
(“Africa’s Potential”). Likewise, the About sections of the NGO Pages typically stated that
the organizations’ purpose was to advance Pan-African causes. Examples of the NGO Pages’
About descriptions include:

+ Ong Afrique Unie est une Organisation Non Gouvernementale créée dans le but
de militer pour une Afrique Unie et indivisible. (“Ong Afrique Unie is a Non-
Governmental Organization created with the aim of campaigning for a United and
indivisible Africa.”)

« ANA “Aimons Notre Afrique” est une ONG panafricaine basée en Cote d’Ivoire. Créée
en aolt 2011, elle promeut le fair-play électoral en Afrique. (ANA “Aimons Notre
Afrique” is a Pan-African NGO based in Cote d’Ivoire. Created in August 2011, it
promotes electoral fair play in Africa.)

+ L’objectif de la Coalition Afrique Engagée est de défendre les droits des Africains
et de leurs Dirigeants. Faire de la DENONCIATION. (“The objective of the Engaged
Africa Coalition is to defend the rights of Africans and their leaders. Make the
DENUNCIATION.”)

10


https://corbeaunews-centrafrique.com/rca-harouna-douamba-un-cerveau-de-campagne-anti-minusca/
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Figure 4: Top, the logos of several NGOs whose Pages were removed by Facebook. Bottom, the logos of media
companies whose Pages were removed.
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Harouna Douamba is the president of three of the NGOs whose Pages were removed by
Facebook: Aimons Notre Afrique (ANA), the Coalition Afrique Engagée (CAE), and the
Fédération Nationale des Ivoiriens d’Origine Etrangéres et de Souche (FENIOE). FENIOE
and ANA even have the same physical addresses, located in Cote d’'Ivoire, listed on their
respective Pages.

According to its website, ANA provides both on-the-ground activity and communication
services. For example, the ANA website describes various actions by the non-profit—such
as donating water wells in northern Niger and Burkina Faso. It also lists media services, in
cooperation with CAE (the other Douamba-led NGO referenced above). Under a section
labeled “Our Values,” the ANA organization writes that countries where politicians have
a partnership with CAE will be safe from external attacks and interference. “The leader
who is a victim of media harassment or of any organization that will tarnish his image or
the image of the country will have all of Africa at his defense” (translated).

Under a tab labeled ANA-COM (Aimons Notre Afrique-COMmunication), the organization
describes ANA-COM as a media group that gives African leaders a vehicle to spread their
ideas to the international community. Many of the media companies whose Pages Facebook
removed are listed on the ANA-COM website as part of the network, as shown in Figure X.
The website goes on to list prices for online advertising, indicating at least some of their
services are for sale. It is unclear whether ANA was paid for any of the content propagated
by the suspended network.

-~
AIMONS NOTRE AFRIQUE COMMUNICATION.
ANA (ANACOM)

(_.-)r‘ { POLITIQUE NOTRE WETTER

TEGIE DE COMMNTCATION POLITIQUE

; s R ek

i~ fjype MIROIR :.l_‘ Tio Illl_f

d “Efrique ik

T Y L; 'ﬂ':.:.j'

i o

on en ligne

FAT TV

3L 0021378029593/ anaong4 2 gmail. com

nnnnnn

www.ong-ana.org E-mail: infoii ong-ana.org/ Faccbook ong ana / \n|mp|1 00236755633

Figure 5: A flyer ANA’s website listing the media group. Many of the Facebook Pages of the media sites were
removed by Facebook.
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The other NGOs whose Pages were removed by Facebook largely appear to be thinly veiled
aliases for Douamba’s ANA and CAE. These supposedly “independent” NGOs not only
frequently published open letters from and other content that featured Douamba; they
also published exact copies of posts from the ANA and CAE Pages. In one example, the
CAE Page shared a story about Douamba and the CAE condemning terrorist plots against
the President of Burkina Faso, Roch Marc Christian Kaboré. About 15 minutes later, the
ANA Page posted the exact same story. Within the next seven minutes, seven additional
NGO Pages also posted the duplicated story.

([ coaltion Afique Engagie

Figure 6: A story about Harouna Douamba denouncing acts of terrorism in Burkina Faso was posted to the
CAE Page and then quickly shared by other NGOs without direct connections to Douamba.

The suspended Pages for the media companies displayed similar signs of coordinated
behavior. Twelve out of the 17 media Pages shared with SIO were created within a month of
each other; 10 listed the same phone numbers in the About section of their Pages. Moreover,
like the NGO Pages, the media Pages frequently published content from Douamba or about
the activities of ANA and CAE. They also shared links to copypasta stories across their
different web domains, often within 24 hours of one another.

13
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g Lo Quotidon d i;rlqoo =g A

i 2 f
LEQUOTIDIENDAFRIQUE NET LAFRIQUEINFO -
Centrafrique: Faustin-Archange TOUADERA - Simplice-Mathieu Learn More RCA : Faustin-Archange TOUADERA - Simplice-Mathieu SARANDJI Leam More
SARANDIJI - Le Quotidien d"Afrique - L'Afrique

Figure 7: Suspended media company Pages published identical stories with links to different domains on the
same day.

For the most part, Pages avoided directly resharing each others’ posts. We identified only 26
posts that Pages reshared from another Page in the network, and many of these posts were
shared between the Harouna Douamba Officiel Page and the Le Panafricaniste Harouna
Douamba Page (which claims to be the official blog of Harouna Douamba). The other Pages
may have avoided resharing posts from each other in a thinly veiled attempt to disguise
their coordinated behavior and/or to artificially make each NGO appear more productive.

The major exception to this pattern was a post originally published by the CAE Page on
June 12, 2020. The post called for all Pan-Africanists on the African continent and around
the world to leave a comment on its post with their WhatsApp numbers. Again, within
the span of seven minutes, the CAE post was reshared by nine other Pages in the network.
Further, another Profile in the takedown reshared the post into seven Groups, none of
which were removed by Facebook. This shows a clear attempt at cross-platform audience
building, and it builds on a trend of disinformation actors pushing followers to encrypted

apps.
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/i@, Coalition Afrique Engagée .
‘L‘, June 12, 2020 - @

AFRIQUE :

MOBILISATION DES PANAFRICAMISTES,

Le vice-président de |a Coalition Afrique Engagée (C.A.E), Monsieur Bekki BENAMEUR lance un
appel 3 tous les panafricanistes résidant sur le continent Africain ou dans |e reste du monde 4
s'unir pour mener des actions efficaces sur I'ensemble du continent Africain.

Pour le vice-président, la communication et le partage des informations sont trés importants, le
maonde est géré par la communication et nous allons faire bouger I'Afrique par une
communication politique intense.

Tous les panafricanistes doivent laisser un message en Inbox sur cette page avec leurs numéros
Whatsapp pour la création d'un groupe Whatsapp et une photo pour la base de données,
N'oubliez pas certains détails, structures, villes, pays etc..

L'inscription prendra fin le 30 Juin 2020 .
Unissons nos forces, pour une Afrique qui gagne.

Facebook/ Coalition Afrique Engagée

h
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37 Comments 43 Shares

oy Like [ Comment @ Share

Figure 8: A post in which the Vice President of CAE, Bekki Benameur, calls for Pan-Africanists to comment

with their WhatsApp numbers. The post was reshared by nine other removed Pages and one removed Profile
that shared it into seven Groups.

However, despite the network’s efforts to promote the post, it garnered limited interactions.

The post was reshared only an additional 27 times. Further, it received 37 comments—only
11 of which contained individuals’ WhatsApp numbers.
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4.3 Other Individuals Associated with the NGOs and Media Companies

Facebook shared with SIO 46 Profiles that were removed in the takedown. Several of the
accounts displayed clear signs of inauthenticity. One account had a Profile picture with
a Getty Images watermark on it; another had a Profile picture and cover photo of two
different women—a reverse-image search reveals that both photos are widely used on the
Internet.

CaiiTel ¢ nHhopMauvei npo nsobpaxeHine

Senior Alrican American Man Smiing Towards Camera High-Res Stack Photo - Getly
Images
Gettyimages

Stack Photo | Senor AICAN AMencan man Smiing lowards camera

Oider Male Portrait Stock Pictures, Royalty-iree Photos & Images - Getty Images
a ‘ I Gentymages.t

Wiew of Serior Arican American Man Smiing Towards Camera.

8,436 fotografias « imagens de Gray Hair Mustache - Getty Images
a&l Gettyimages.pt
Serior Atncan American man smiing fowards camers Foto ge steck

About Friends 2 Photos More * FLEIITUYE @ Message
u know Mathieu? m
what he shares with friends, send him a friend request
Oniy.Aican Exhricity Avan-Amarican
Einicity Bears Beauilul People, Caliiomia, Careiree, Cheeriul Ciy Of Los
Angeles Canfidence Conlent Copy Space Day Enjoyment Ethncty
Posts =5 Filt PW Ray, living with cancer - PAN Foundation
BM’ Pantouncation.org
Ray, iy cancer
. N 3y Mathieu Samba updated his profile picture Here's What You Need to Know About Beard Hygiene Har Transplant

s See All Photos D fugust 29 2010 @ Mrmaciic.com

FUE nair esoration experts wi ted you s important 0 keeo it clean,

Figure 9: An account from the network using a stock photo from Getty Images as a Profile picture.

Other Profiles, however, appear to be of individuals affiliated with the Pan-African Unity
NGOs and media companies described above. For example, two suspended Profiles listed
the same name as ANA’s Director of Marketing. Another Profile appears to be the web
developer for the many domains linked to by this network, discussed in Section 3.

There were also connections between Profiles in the takedown and the media entities. We
searched for the names of the Profiles on the media websites and found that at least five
Profiles removed in the takedown shared names with authors from the media websites.
The Profile with the Getty Images photo above, for example, authored articles on Miroir
d’Afrique, Le Potentiel d’Afrique, and L’Afrique. Another one of these Profiles, which
appears to be of a real person, authored at least 36 articles across the various sites.
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Do you know Mathieu?
. L . Cote d'Ivoire : Jugement attendu de
Maraoc : 35 personnalités désignées par le roi Charles Blé Goudé au tribunal criminel &
Mohammed VI pour élaborer un nouveau plan de Abidjan.
développement.
 AFRIQUE |

ACCUENL  ECOWOUSE POLMOUE  [IPLONATIE  SECURSTE SOCIETE

m 28190 2021 | GOV FTONRE  COVD. 18 LA METUUACE 0 L POPULLTION & TR0 DU/ 6ACN

EIEa R
Centrafrique : Le retour de Frangois BOZIZE, une

5 . Cameroun : le Président Paul BIYA, serein
nouvelle stratégie de la France pour déstabiliser le etimpercurbable, des grands chanciers [y
pays? sont en cours.

Figure 10: Top, the Mathieu Samba Profile with a picture from Getty Images. Bottom, four articles by Mathieu
Samba from media properties that Facebook removed from its platform in the takedown.

5 Narratives

Suspended Pages and Profiles shared content that aligned closely with each other: posts
heavily criticized France, extolled CAR President Faustin-Archange Touadéra, and praised
Russia for its military support. Similar narratives have been found in other information
campaigns targeting CAR, including those with links to Yevgeny Prigozhin.

In addition, while suspended Pages largely did not reference the United States, there
appears to have been some effort to promote a story about a small U.S. donation of
non-military supplies to CAR. Further, suspended NGO and media Pages also frequently
commented on other west and central African countries.
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5.1 Criticism of French Involvement in CAR

Criticism of France was the most prominent theme in content shared by the network. Of
the 2,142 posts from Pages shared with SIO, 585 (roughly 27%) included the word France
(France) or French (Francais). Much of the content critical of France focused on its activities
in CAR, but we note that anti-French sentiment often intersected with other narratives
also advanced by the network.

Perhaps the most common allegation in posts critical of France was that France’s
involvement in CAR was a ruse used to plunder the country’s natural resources. For
example, in August 2018, the ANA Page shared an open letter from Harouna Douamba to
President Emmanuel Macron in which he claimed that France had turned CAR into a wild
west (“hommes politiques Frangais aviez transformés en un far west”). He denounced the
number of French NGOs operating in the country and claimed that France had set itself up
as “an occupying and invading force to gain control of the country’s resources” (“la France
s’érige en force d’occupation et d’invasion pour avoir la main mise sur les ressources de
ce pays”). The ANA post of Douamba’s open letter garnered some of the most significant
engagement in the network, receiving over 9,000 reactions and nearly 300 comments. It
was also reshared over 800 times.
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ana \, ONG ANA

\/# Augusts, 2018-@
REPUBLIQUE CENTRAFRICAINE/

LETTRE OUVERTE DU PRESIDENT DE L'ONG INTERNATIONALE AIMONS NOTRE AFRIQUE (ANA)
AU PRESIDENT MACRON AU SUJET DE LA REPUBLIQUE CENTRAFRICAINE

«STOP AU PILLAGE DE LA CENTRAFRIQUE:

Monsieur le Président de la R&publique de France, je viens par cette note, m'adresser 8 vous de la
maniére la plus spectaculaire qui puisse exister afin d'étre sir, que si vous n'aviez eu connaissance
de ma lettre ouverte, I'un de vos collaborateurs I'ait rencontrée au détour d'un de ses clics sur
internet. En effet, je me nomme Harouna DOUAMBA, président de 'ONG Aimons Notre Afrique
(ANA). Je suis un militant des droits de I'hemme et notamment des droits des peuples africains.
Panafricaniste & souhait, ceux qui me connaissent me surnomment & juste titre d'ailleurs, le
pélerin de |2 paix. Défenseur farouche des droits et libertés individuelles, J'ai admiré moi aussi, la
rigueur avec laquelle votre pays ne badine pas sur tout ce qui est droit de 'homme. Pour y avoir
séjourné plusieurs années, je sais plus ou mains de quoi je parle. Alors, mon étonnement est
d'autant plus grand que je m'explique difficilement que I'effervescence avec laquelle les droits
sont respectés chez vous, n'habite point vos ressortissants, une fois qu'ils se retrouvent de l'autre
coté de la méditerranée.

Je voudrais m’apitoyer sur le sort d’'un pays d'Afrique central, j'ai nommé : la République
Centrafricaine. Un pays prospére que vous, hommes politiques Francais aviez transformés en un
far west. Tout simplement pour piller les innombrables richesses de ce pays. Bien que ce pays soit
en paix, il n'y a aucune crise ethnique ni politique, le nombre d'ONGs internationales en RCA est
démentiel, plus nombreuses gu'en Syrie et en Irak, deux pays en guerre. Cela est simplement dd
au fait que la France s'érige en force d'occupation et d'invasion pour aveir la main mise sur les
ressources de ce pays. Pour emmener l'opinion nationale et internationale a adoubé son plan
machiavélique, les médias Francais (France 24 et RFI) se donnent & cceur joie au dénigrement de
celui-ci. Excellence, faites un tour du cOté de Bangui et vous-vous rendrez compte par vous-
méme que ce pays échappe aux mains des Centrafricains. Sur 10 véhicules 4x4 que vous
rencontrerez, 8 appartiennent aux ONGs occidentales. Les restaurants, magasins et autres
discothéques appartiennent également a vos compatriotes qui roulent carrosses en RCA.
Pourtant, vous faites croire que la situation de ce pays est chaotique. Et & dessein, I'on crée de
toutes piéces, des problémes a la Centrafrique. Pas d'électricité, insécurité galopante, instabilité et
crise & répétition sont le quotidien des pauvres populations qui ne demandent qu'a vivre libres.

Excellence, en ma qualité de leader panafricain, je vous en conjure de faire baisser la fiévre en
RCA. Vous en avez les qualités et la capacité. Le peuple Centrafricain est fatigué des troubles. Il
demande & vos trooupes de débarrasser le plancher. Excellence, les Centrafricains comptent sur
votre bon sens pour lui redenner le sourire et la joie de vivre. Dans une approche participative
nous vous demandons dans un premier temps de libérer la Centrafrique. Si nos supplications
arrivaient & tomber dans des oreilles de sourd, nous n’'hésiterons pas & lancer des mots d'ordre
appelant au boycott de tout ce qui est Frangais. Ne venez pas aprés taxer les gens de
francophobes. Les “négrophobes” c'est bien vous.

Excellence, je ne saurai terminer cette lettre sans vous remercier pour votre politique africaine qui
tranche d'avec vos prédécesseurs. Mais 3 man avis, vous pouvez faire mieux. Nous vous
attendons donc sur ces terrains qui conférent au peuple africain, son indépendance vraie, son
autonamie financiére et économique en battant sa propre monnaie et le choix de ses dirigeants,
sans ingérence aucune, STOP AU PILLAGE DE LA CENTRAFRIQUE.

Le Président de 'ONG internationale ANA

HARCUNA DOUAMBA

© 93K 299 Comments 801 Shares

Y Like () Comment 2> Share

Figure 11: An open letter from Harouna Douamba published on the suspended ANA Page. Douamba criticizes
France for destabilizing CAR and plundering its resources.
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Several posts also claimed that France sought to keep CAR unstable by financing anti-
government rebel groups or providing them with arms. One post, by Ong Nouvelle Afrique,
started with the headline “France is preparing a genocide” (“La France en préparation d'un
génocide”) and went on to claim that France had begun training rebel groups in southern
Chad to destabilize the Touadéra regime. Others claimed that the UN peacekeeping mission
MINUSCA was involved in France’s destabilization efforts. Importantly, while narratively
similar, these claims, which circulated between August 2018 and February 2019, are distinct
from those that circulated in February 2020 claiming that four specific MINUSCA officials
were involved in weapons trafficking, which we discuss in more detail below.

Ong Nouvelle Afrique . Ong Tous pour le Panafricani...
YED Nov 9, 2018 at 3:19 AM 1’ Jan 1 2019 =t 531 PV
CENTRAFRIQUE / LA FRANCE EN PREPARATION D'UN GENOCIDE BIS REPUBLIQUE CENTRAFRICAINE / EMMANUEL MACRON DONNE
LE PRESIDENT EMMANUEL MACRON A DONNE L'ORDRE DE OFFICIELLEMENT LE FEU VERT POUR DESTABILISER LA REPUBLIQUE
FORMER LES TERRORISTES POUR LES METTRE EN MISSION CONTRE CENTRAFRICAINE DEPUIS LE TCHAD LES NON DIT DE LA VISITE DE
LE PEUPLE CENTRAFRICAIN ET CELA SE PASSE DANS LE SUD DU MACRON AU TCHAD SONT CONNUES, LE PEUPLE EUROPEEN DOIT
TCHAD LA FRANCE SE DECLARE OFFICIELLEMENT PARRAIN DES.. ETRE INFORME, MACRON PAIE 40 MILLIONS D'EUROS POUR...
See more See more

Figure 12: Left, a suspended Page sharing a story claiming that France is preparing a genocide in CAR. Right,
a story accusing France and MINUSCA were seeking to destabilize CAR.

There was also a flurry of anti-France posts published in January 2019 that corresponded
with the potential expiration of the UN arms embargo on CAR that had been in force since
December 2013. These posts suggested that the other UN Security Council permanent
members were prepared or eager to let the embargo expire, while France was determined
to veto lifting the ban. Posts around this time were particularly critical of the French
Foreign Minister Jean-Yves Le Drian. One post, for instance, suggested Drian had “a stone
in place of his heart” (“une pierre a la place de son cceur”). Another open letter from
Harouna Douamba also called for Pan-Africanists to mobilize in protest of France’s refusal
to lift the arms embargo.
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> ONG ANA ~v L \” Coalition Afrique Engagée v

ana
Nov 3, 2018 at 11:54 AM Jar 2019 at 12:32 AM

CENTRAFRIQUE/ LE SECRETAIRE GENERAL DE L'ONG RCA / LE SECRETAIRE GENERAL DE LA COALITION AFRIQUE
INTERNATIONALE ANA AU SUJET DES AGISSEMENTS DE JEAN YVES ENGAGEE, SAWADOGO IDRISS PREVIENT: LES PAYS DU CONSEIL DE
LE DRIAN: "MEME LE MERCENAIRE BOB DENARD AVAIT UN COEUR, SECURITE QUI DIRONT NON A LA LEVEE TOTALE DE L'AMBARGO,

LE DRIAN A UNE PIERRE A LA PLACE DE SON CCEUR" Le secrétaire SERONT POQRSUlV\S POUR COMPLICITE DE CRIMES CONTRE
général de I'ONG internationale Aimons Notre Afrique (ANA), Bekki... L'HUMANITE LE MONDE ENTIER ATTEND DE VOIR QUI EST LE...
See more See more

R AT T T

Figure 13: Left, a suspended Page sharing a story about comments by the ANA Secretary General, claiming
that the French foriegn minister has a “a stone in place of his heart” (“une pierre a la place de son coeur”).
Right, an open letter from Douamba calling on Pan-Africanists to mobilize against France for refusing to allow
the lifting of the arms embargo on CAR.

5.2 Praise of CAR President Touadéra

The network also lent strong support to CAR President Touadéra. About 18% of Page posts
referenced Touadéra by name. These posts included generic praise of the CAR president
as well as content that inflated his (or his regime’s) accomplishments. For example, one
post exalted Touadéra for teaching a mathematics course at the University of Bangui, while
another hailed him as a visionary for his efforts to revitalize a local military training center.
In another post that garnered some of the most significant interactions from the platform,
an NGO Page claimed that Touadéra’s finance minister gave a “lesson in good governance”
to other countries in the Central African Economic and Monetary Community (CEMAC)
based on CAR’s 4% growth rate. For reference, the World Bank acknowledges that CAR’s
economic growth has outpaced other CEMAC countries, but CAR also ranked 188 out of
189 countries on the UN Human Development Index in 2018.
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; Les Actions du Gouvernement Centrafricain - y .. Paix et stabilité
anuary 25, 2019 - @ = @ Jan 2, 2019 at 11:43 AM

Visionnaire, le Président Touadera est en train de faire de Béréngo un
centre de formation militaire de renommée internationale

REPUBLIQUE CENTRAFRICAINE / LE MINISTRE DES FINANCES HENRI
MARIE DONDRA DONNE UNE LECON DE BONNE GOUVERNANCE A
LA CEMAC MALGRE LA CRISE QUI EMPECHE L'ETAT DE S'OCCUPER
DU PAYS, MALGRE LA PRESENCE DES GROUPES ARMES ET GROUPES
TERRORISTES, LA REPUBLIQUE CENTRAFRICAINE POUR L'ANNEE...
See more

Figure 14: A suspended Page sharings a story with the headline, “France officially involved in the massacre of
Alinao and Bambari” (“La France Officillement Impliqué Dans le Massacre de Alindao et Bambari”).

Pages also sought to use antipathy for France to deflect opposition to Touadéra. Several
posts claimed that France opposed Touadéra because the CAR president was good for
the country. Others used this alleged opposition as an explicit reason why the people
must unite behind Touadéra. Still others claimed that France sought to manipulate CAR
audiences to oppose Touadéra. For example, one post alleged that France had orchestrated
the massacre of nearly 100 civilians in the town of Alindao in an effort to destabilize

Touadéra’s regime.
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4. 0Ong Nouvelle Afrique v
- 4
YV © Nov 19,2018 at 8:54 AM

CENTRAFRIQUE/ LA FRANCE OFFICILLEMENT IMPLIQUE DANS LE
MASSACRE DE ALINDAO ET BAMBARI La preuve de I'implication de la
France Depuis quelques heures circule sur les réseaux sociaux, la
photo de Darassa , Chef de I'UPC en compagnie d'un blanc en arriére
plan. Cette photo prise récemment avant |'attaque d'Alindao, prouv...
See more

Figure 15: Left, a suspended Page sharing a story claiming that France is preparing a genocide in CAR. Right,
a story accusing France and MINUSCA were seeking to destabilize CAR.

It does not appear that the network dedicated much of its effort to criticizing Touadéra’s
electoral rivals, even in the lead-up to the first round of the CAR general elections in
December 2020. We identified only three Page posts referencing Anicet-Georges Dologuélé
and four posts referencing Martin Ziguélé—the candidates that received the second- and
third-largest vote share in the first round, respectively. There were slightly more posts
from suspended Pages referencing Francois Bozizé (32 total), the former CAR president
who was forced to flee to Cameroon when rebels seized the capital in 2013. Bozizé returned
to CAR in 2019 and announced his run in the 2020 presidential elections, but the courts
rejected his candidacy in December 2020 on the grounds that he did not meet a morality
requirement required for office.
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5.3 Praise of Russia’s Support for CAR

While less prominent than posts critical of France or expressing support for Touadéra,
suspended Pages also generated a nontrivial amount of content praising Russia’s support
for CAR. Roughly 8% of posts generated by the suspended Pages referenced “Russia”
(“Russie”) or “Russian” (“russe”). These typically focused on Russia’s military cooperation
with CAR, frequently thanking them for providing arms to help the government’s campaign
against various rebel groups throughout the country.

(B i Aiue Engmgee

Coalition Afrique Engagée
"1 October 15, 2020 - @
CENTRAFRIQUE/ LE VICE PRESIDENT DE LA C.A.E REMERCIE LA FEDERATION DE LA RUSSIE, POUR
AVOIR DOTE LES FACA DE MATERIELS BLINDES.
BEKKI BENAMEUR , félicite le président Centrafricain, pour son courage et sa détermination &
protéger son peuple.

o Like [J Comment &> Share

Figure 16: Several suspended Pages reshared a post thanking Russia for its military support.
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Further, pro-Russian content often intersected with narratives critical of France. In
particular, several posts claimed that France sought to block—and sometimes to seek
revenge for—CAR’s cooperation with Russia. One post, for example, alleged that France
and MINUSCA distributed ammunition to rebels in the city of Bambari to shift public
opinion against Russia by showing its inability to restore peace to the country. Another
claimed that France planned to veto lifting the UN arms embargo on CAR to retaliate for
CAR’s defense agreement with Russia.

4% Altemnance Africaine

AAF @ 1" Ong Tous pour le Panafricanisme
ia @
CENTRAFRIQUE d v
LA STRATEGIE MISE EN PLACE LORS DE LA VISITE FORCE DE JEAN YVES LE DRIAN A BANGUI, CENTRAFRIQUE /
'COMPTE DEJA SES PREMIERS MORTS. EMMAMNUEL MACRON A T'IL DECIDE DE SE VENGER DU PEUPLE CENTRAFRICAIN , PAR UN VETO
LA MUNISCA DISTRIBUT DES NS A BAMBARL L'ONU RENOUVELLE LE MANDAT D'UN AU CONSEIL DE SECURITE SUR LA LEVEE TOTALE DE L'EMBARGO ?
MOIS POUR PERMETTRE LA PRESSION FRANGAISE SUR TOUADERA LA FRANCE, UN PAYS DES DROITS HUMAINS ET DE LA LIBERTE D'EXPRESSION, POURRA T'ELLE
La France met en place sa Stratégie DEVENIR UN PAYS QUI SOUTIEN OFFICIELLEMENT LE TERRORISME 7 LE PRESIDENT MACRON,

AURA DEUX CHOIX, CELU| DE L'HUMANITE, QUI EST LA PROTECTION DES HUMAINS PAR UNE
ARMEE FORTE ET CELUI DU TERRORISME QUI EST DE PRIVER LES HUMAINS D'UNE ARMEE
FORTE ET DEVENIR L'ALLIE OFFICIEL DES TERRORISTES.?

Les panafricanistes n'ont cesse d'attrer Mattention du Président Faustin Archange Touadera des
manceuvres de |a France visant & faire croire i o

on publique que la Russie nest pas la

solution

Quest o qui 58 Passe en ce moment & Bambari ot Aindeo? Des SOUFCES CONCORGANNEs B Sein de La plupart des politiciens et certains membres de 'opposition francaise, trouvent que e Président
8 MinuSca ot des milieu: diplomatiques laisse croine que des munitions ont v distribudes par 18 Macron prendra une décision qui risque de coilter non seulement & sa carriére politique, mais qui
MUNISCA aux éléments d C o All DARASSA. L'objectif reche mettra définitive fin 4 |a Frangafrique. Compte tenu de Iavancée sur le terrain Centrafricain de la

" Russie et 'archenement des élus Centrafricains qui ont ratifié 'accord de défense avec les russes,
de la Russie & ramener la paix par la sécuri le le Préssiclent frangais Emmanuel Macron, nhisitera pas  poser un veto au conseil de sicurité sur
la levée de 'embargo, juste pour se venger. Aujourd hui, la RCA est victime de plusieurs actes
termoristes, son armée ne disposant pas d'armes, elle n'est pas i mesure de protéger les
populations, Il faut préciser que levée de I'embargo RCA est demandée par toutes les
institutions de la République ainsi que le peuple Cer Les soit disant groupes am
ont les mémes pratiques que les terroristes, continuent  s'approvisionne:
tandis que les FACA ( FORCES ARMEES CENTRAFRICAINES ) qui ont requ
t sans armes, Le Président Macron fera le choix de la liberté des draits
br. Clest alors que le humains ou le choix de I'amitié avec les terroristes 7
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Gael Isidore Bongolo
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Figure 17: Left, a post from a suspended Page claimed that France sought to turn public opinion against Russia
(“L’objectif recherché est... faire montrer a la population I'incapacité de la Russie a ramener la paix par la
sécurisation totale du pays”). Right, a post from a suspended Page claimed that France refused to allow UNSC
to lift its arms embargo on CAR as a revenge against the Russia-CAR defense agreement (“Compte tenu de
I'avancée sur le terrain Centrafricain de la Russie et 'archenement des élus Centrafricains qui ont ratifié
l'accord de défense avec les russes, le Président francais Emmanuel Macron, n’hésitera pas a poser un veto au
conseil de sécurité sur la levée de 'embargo, juste pour se venger”).
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5.4 Praise of U.S. Support for CAR

The network largely refrained from commenting on the United States, with one notable
exception. In January 2019, when the UN arms embargo on CAR was nearing its expiration
date, a number of Pages created similar posts thanking the United States for a donation of
(non-military) supplies CAR had received from the U.S. Embassy in Bangui. It is unclear
whether this transaction occurred, but the post also references a small gift of 57 vehicles
that the United States did send in August 2018. Broadly, the post framed the donation as
a signal of U.S. support for the CAR government and desire to see the reconstruction of
CAR’s military.

These posts are noteworthy because they generated by far the most engagement of the
posts by the suspended Pages analyzed by SIO. The version of the post shared by the CAE
Page received over 13,000 reactions—more than any other post from the Pages we analyzed.
In fact, posts with the highest interactions on four of the 10 suspended Page were versions
of this post. While we suspect the Pages may have published these posts to help portray
France as unilaterally against lifting the arms embargo on CAR, we remain unclear why
these posts garnered so much attention.
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5.4 Praise of U.S. Support for CAR
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[y Cosiition Afrique Engagée
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Figure 18: Posts by four suspended Pages describing a U.S. donation of non-military supplies in January 2019.
Unlike other cases, these stories are copy-pasted across Pages.
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5.5 Coverage of Other African Countries

Finally, suspended Pages also shared slanted stories about the politics of other African
countries. In many cases, these stories sought to bolster the rule of friendly politicians
by, for example, praising their actions or sharing stories about their popularity. In other
cases, Pages shared Douamba’s explicit calls for foreign citizens to mobilize in support of
his preferred politicians. Several stories also attacked former Chad President Idriss Déby
for his support for rebel groups operating in northern CAR.

Example headlines from these types of stories shared by the suspended Pages include:

+ Hasthe opposition ordered the massacre of citizens in order to win the next elections?
(Burkina Faso)

« Paul Biya strengthens his cabinet by nominating a man of experience (Cameroon)
« Idriss Déby is the shame of Africa (Chad)

+ Three decades in power, here is the face of the President that the West refuses to
show (Equatorial Guinea)

« President Harouna Douamba calls on Nigerian youth to vote for Pan-Africanist
Mohamed Bazoum (Nigeria)

+ The Malian people are a model for African Youth (Mali)
+ Harouna Douamba calls for Pan-Africanists to support Morocco (Morocco)

Further, like many of the other narratives advanced by the network, criticisms of France
were frequently interspersed among these stories.
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6 CONNECTIONS TO 2020 ANTI-MINUSCA CAMPAIGN

It Coalition Afrique Engagée ~ ma ONG ANA
" @) May 11,201 8 at 10:29 AM \ Mar 13, 2018 at 224 AM

LIBYE / REBONDISSEMENT : DES ONGS LIBYENMES REVELENT LE ACTES DE TERRORISME EN GUINEE EQUATORIALE LA FRANCE A-T-
DEAL ENTRE JEAN PING ET NICOLAS SARKOZY QUI A SCELLE LE ELLE FINANCE LES TERRORISTES? Déja engluées dans des procédures
SORT DE KADHAFI ET LAURENT GBAGBO C'est assurément |'affaire judiciaires de bien mal acquis, les autorités de la Guinée Equatoriale
qui fera les choux gras de la presse africaine et internationale. En tout devront également faire face a la furia des terroristes. Ce qui place
cas en Libye, elle fait déja grand bruit depuis la déclaration lue par |... aujourd’hui ce pays sous le feu des projecteurs. Avec d'une part, de...
See more See more

Figure 19: Left, a post from a suspended Page with the headline “Libyan NGOs reveal the deal with Nicolas
Sarkozy that sealed the fate of Kadhafi and Laurent Gbagbo.” Right, a post from a suspended Page with the
headline “Did France Finance Acts of Terrorism in Equatorial Guinea?”

6 Connections to 2020 Anti-MINUSCA Campaign

One of the suspended Pages in the network is the Mouvement des Patriotes Centrafricains
pour la Paix-MPCP (“Movement of Central African Patriots for Peace-MPCP”).! The UN
reports the MPCP was the visible face behind a targeted disinformation campaign attacking
MINUSCA. This campaign, which began in early February 2020, spread rumors that four
MINUSCA officials were engaged in arms trafficking to rebels in the PK5 neighborhood
of Bangui, and on February 17, the CAR Ministry of Foreign Affairs demanded that the
four officials be relocated outside of CAR. Two sources—a UN report and a story published
by Corbeau News Centrafrique (CNC)—claimed Harouna Douamba was involved. The UN
report said that many sources alleged Douamba “played a key coordination role behind

'0n May 4, 2021, the MPCP Page shared a letter from ANA that included allegations that the suspension of
the ANA Page and other affiliated accounts was the work of a “Ms. Brown, Deputy Special Representative of
MINUSCA,” who the letter claims began her role the same day other accounts in the network were suspended.
The MPCP Page was suspended on May 6 after Facebook determined the MPCP and larger network was
connected following a tip from our research. We shared the connections between MPCP and Douamba that
we document in the report on May 3, prior to the MPCP sharing the allegations against Ms. Brown.
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6.1 Operation David vs Goliath 6 CONNECTIONS TO 2020 ANTI-MINUSCA CAMPAIGN

the scenes.” We believe that the link between the MPCP Page and the network of Pages
to which Douamba is central is further evidence that Douamba was linked to the 2020
disinformation campaign.

Mouvement des Patriotes
PSP Centrafricains pour la Paix-
atriotes Centrafric? MPCP

i o © Send Message
Nonprofit Organization
Home About Photos Videos More v il Like Q
About See All Create Post

@ Mouvement des Patriotes Centrafricains

pour la Paix (& Photo/Video ©Q Checkin & Tag Friends

|b 2,072 people like this

> Mouvement des Patriotes Centrafricains pour la Paix-
- MPCP
Yesterday at 12:11 AM - @
ENCORE ET ENCORE LA MINUSCA AUX MANCEUVRES.

ACTION=REACTION

2,175 people follow this
+236729111 11

A

Send Message
(~] g
]

Nonprofit Organization

UNICEF et TONU 7

Suggest Edits

Is this the right phone number for this DENONCE UN COMPLOT NS EN PLACE POUR STOPPER LS ©
AVANGEES DES FACA FT LEURS ALLIES.
page?

Figure 20: The MPCP Page. The MPCP was central to a disinformation campaign targeting UN peacekeepers
in CAR.

6.1 Operation David vs Goliath

In February and March 2020, MPCP posts made extensive efforts to mobilize Central
Africans against MINUSCA, which the MPCP referred to as “Operation David versus Goliath.”
The Page not only shared allegations against the four MINUSCA officials; it also shared
flyers with an explicit call for a mass rally at the MINUSCA headquarters on March 4,
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6.1 Operation David vs Goliath 6 CONNECTIONS TO 2020 ANTI-MINUSCA CAMPAIGN

2020. These flyers included pictures of three of the accused MINUSCA officials, referred to
them as “mercenaries” who had “crumbled our flag” and “destabilized our country,” and
demanded they leave the country.

% Mouvement des Patriotes Centrafricains pour la Paix-

== MPCP
February 29, 2020 - @

OPERATION DAVID CONTRE GOLIATH
Rendez-vous, le 4 mars & 5h00 devant la MINUSCA.
Ne cédons pas aux intimidations, comme un seul Homme les patriotes
envahiront la devanture de la MINUSCA,
L'objectif est toujours de réclamer le départ de José Carlos, Ray Torres,
Zlakto Dimitrof et Keita Rouge tous des buveurs du sang du peuple
centrafricain
#La_patrie_ou_la_mort_nous_vaincrons
#La_paix_passe_par_nous

04-MARS-2020 __
MOBILISATION GENERALE

(CES MESSIEURS SONT CEUX QUI FROISSENT NOTRE DRAPEAU, CEI QUI DESTABILISENT NOTRE PAYS
OBILISONS-HOUS POUR QUE CES 3 MERCENAIRES DE LA MINUSCA

QUITTENT NOTRE PAYS DARE-DARE I!I

Ray Virgia Torres Flores Zlatho Bary-Owmitrofl
Directeur des Affaires Chel du bureau
politiques de la MINUSCA coordination 4 Bangul

Q2 15 Comments 17 Shares

@ HEMICYCLE DU PALAIS DES AFFAIRES ETRANGERES (BANGUI

o Like (D Comment £ Share

Figure 21: Left, a flyer shared on the MPCP Page on February 28, 2020, calling for a mass rally at the MINUSCA
headquarters on March 4. Right, an MPCP post referring to the MINUSCA officials as “drinkers of the blood of
Central Africans” (“des buveurs du sang du peuple centrafricain”).

These types of posts, which might qualify as incitement to violence, were common on the
MPCP Page. One post from March 12, 2020, said:

Chers compatriotes les preuves dont nous disposons sont inhumaines, tres
graves et nécessitent la révolte populaire contre 'ensemble de la Minusca.
Nous avons donné la chance au gouvernement et a la Minusca de prendre leurs
responsabilités mais hélas la Minusca qui se dit étre 1a a décidé d’écraser la
population et le gouvernement. A PARTAGER POUR LA PAIX DANS NOTRE
BIEN COMMUN. LA PATRIE OU LA MORT, NOUS VAINCRONS

(“Dear compatriots, the evidence at our disposal is inhuman, very serious and
requires a popular revolt against the whole of Minusca. We gave the government
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and Minusca the chance to take their responsibilities, but unfortunately the
Minusca, which claims to be there, has decided to crush the population and
the government.

TO SHARE FOR PEACE IN OUR COMMON GOOD.
HOME OR DEATH, WE WILL WIN”)

Another post, on March 18, 2020, called for no MINUSCA vehicle movement on March 20,
2020. It also concluded by saying “Homeland or death, we will win.”

Interestingly, besides the MPCP Page, the network we analyzed did not appear to make a
coordinated effort to propagate the allegations against the MINUSCA officials or MPCP’s
calls to action on Facebook: there were only a few posts from other suspended Pages that
referenced the allegations or MPCP’s activities. This may have been an effort by Douamba
to distance himself from the allegations. However, we did find evidence of real-world links
between Douamba’s ANA and the MPCP, which we describe below.

6.2 Online Evidence of Offline Connections between Douamba and the MPCP

We found additional evidence that Douamba was affiliated offline with the MPCP campaign.
First, posts from the MPCP’s Page show their frequent use of a banner with the ANA logo
on it, including at conferences about the MINUSCA allegations. The banner, which also
features the MPCP’s title at the top, says “The Central African youth says no to manipulation,
yes to unity and solidarity, peace goes through us.”

" - MOUVFMENT DES PATRIOTES € ENTRAFRICAINS
POUR LA PA! "
yus COMPRI

Figure 22: Left, a post shared by the MPCP Page on February 26, 2020, documenting a press conference about
Operation David versus Goliath. Right, one of the shared photos showing the banner with the ANA logo in the
top right corner.
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Second, as noted in the UN report, Douamba himself appeared to admit to some
involvement with the allegations against the MINUSCA officials in an interview in April
2020. Transcripts of the interview were posted to the suspended ANA and CAE Pages. In it,
the interviewer asks Douamba about his involvement in the MINUSCA scandal, to which
he replies “In CAR, there is not a problem with MINUSCA but rather certain individuals
within MINUSCA that not only tarnish the image of the institution but contribute to the
continuation of the crisis in CAR. Their practices caused many deaths. You know why
there were so many deaths in Km5 in the month of December when many months before
the Km5 had found calm. With ONG Internationale ANA, we succeeded in doing in two
months what MINUSCA has not been able to do since 2013. But I will keep the details for
another occasion.” (Km5 refers to a large market in the PK5 neighborhood.)

- Coalition Afrique Engagée v an’a. . ONG ANA v
% Apr 11, 2020 at 3:54 AM 4 Apr 11, 2020 at 9:32 AM
INTERVIEW ACCORDEE A MONSIEUR HAROUNA DOUAMEA, INTERVIEW ACCORDEE A MONSIEUR HAROUNA DOUAMBA,
PRESIDENT DE L'ONG INTERNATIONALE Aimons Notre Afrique ( PRESIDENT DE L'ONG INTERNATIONALE Aimons Notre Afrique (
ANA) et PRESIDENT DE LA C.A.E (Coalition Afrique Engagée). ANA) et PRESIDENT DE LA C.A.E (Coalition Afrique Engagée).
Journalistes : Monsieur le président Harouna bonjour. HD : Banjour Journalistes : Monsieur le président Harouna bonjour. HD : Bonjour
monsieur les journalistes. Journalistes : Mensieur, nous allons parler... monsieur les journalistes. Journalistes : Monsieur, nous allons parler...
See more See more

L IL

Figure 23: Two suspended Pages posted an interview with Douamba in which he appeared to suggest some
involvement with the MINUSCA weapons trafficking allegations. The full transcript of the interview can be
found in Annex 5.5 of the UN report.

Finally, we found photos that indicated a link between Douamba and the MINUSCA
allegations. Posts from both the MPCP Page and the ANA website featured pictures of
Harouna Douamba, other associates of ANA, and members of the MPCP together at the
Kmb5 in December 2019; Douamba insinuated in the interview above that in December 2019
the MINUSCA officials’ activities caused many deaths in the neighborhood. One post from
the suspended ANA Page described Douamba’s thanks to the MPCP for their commitment
and presence on the ground. The ANA website also included the photo featured in this post,
along with another photo showing Douamba with the President of MPCP, Bethsaida Djopop
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6.2 Offline Douamba-MPCP Ties 6 CONNECTIONS TO 2020 ANTI-MINUSCA CAMPAIGN

Mbongo. Another post from the MPCP Page showed pictures of Mbongo speaking to a
group of individuals, including those wearing shirts with the ANA logo on them. The photos
also pictured a dedicated banner for ANA. We additionally note that Douamba may be one
of the individuals in a photo shared by the MPCP Page that was posted alongside a press
release claiming another organization, Réseau National pour la Sauvegarde des Acquis
de la Paix (RNSAP), would join the MPCP in mobilizing against the MINUSCA officials.
However, we cannot verify the individual’s identity.
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ana - ONG ANA .

\/" €) Dec 9, 2019 at 4:49 AM

CENTRAFRIQUE/ LE PRESIDENT DE L'ONG INTERNATIONALE ANA, A
VISITE LES MARCHES DE KM5 CE MATIN . LES COMMERGANTS DE
KMS VONT TRES BIENTOT REJOINDRE LEURS PLACES DANS LES
MARCHES. Pour le président Harouna Douamba , le retour a la paix,

passe aussi par le retour des commercants dans le marche. Les routes Dans la perspective de retour des
s - e . commercants au sein du marche de
de Km5 doivent étre libérée et permettre le retour des mini bus , o e
. . o - . kmé.le president de [TONG Intemationale
PK12 - KM5 . Le président Harouna a profité pour féliciter monsieur ANA Harouna DOUAMBA de concert
Mahamat Draman, |'état major des autodéfenses de Km5 et son avec [Association des Sans Vioix
bureau , qui ont décidé de rejeter en bloc toutes les formes de Centrafiicains pour la Paix sactivent pour
une repnse effic S activiles dans le

manipulation et suivre le chemin de la Paix , le président de 'ONG
Internationale ANA remercie le président Bethsaida Mbongo
Djopopp. président des Mouvements des patriotes Centrafricains
pour la paix , pour son engagement et sa présence sur le terrain.
See less

marché de kms et bien

EN DIRECT

Figure 24: Top left, a post by the suspended ANA Page in which Douamba thanks Mbongo for MPCP’s work in
the Kmb5 area. Top right, a screenshot from the ANA website that includes the same photo of Douamba from
the ANA Page as well as a photo of Douamba with Mbongo. Bottom left, an enlarged image of Mbongo in the
photo on the ANA website. Bottom right, a picture of Mbongo on a news show wearing the same T-shirt as in
the previous photos.
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> Mouvement des Patriotes Centrafricains pour la Paix-
TR MPCP
December 15,2019 - @

Nous sommes au km5 plus précisément au marché #kokoro avec les
autorités locales, les autos défenses, les commergants pour sensibiliser
nos pairs a cultiver la paix et en profiter pour réouvrir ce marché
inoccupé depuis cette crise.

Nous lancons un message a tous ceux qui vendent au bord de la route
de regagner I'enceinte dudit marché pour leurs propres sécurités ce
qui d'ailleurs évitera beaucoup d'accident.

#La_paix_passe_par_nous

Figure 25: Left, a post shared by the MPCP page on December 19 showing Mbongo speaking to a group of
individuals affiliated with ANA. Top right, a close-up of the photo showing the ANA logo on the shirts of the
individuals behind Mbongo. Bottom right, another picture included with the post showing a separate banner
for ANA.
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7 CONCLUSION

c%: Mouvement des Patriotes Centrafricains pour la Paix-MPCP
e~ March 15, 2020 - @

COMMUNIQUE
APPEL A LA MOBILISATION

Le Réseau National pour la Sauvegarde des Acquis de la Paix (RNSAP), Aprés avoir pris
connaissance des preuves concernant les 4 fonctionnaires de la Minusca, dont les faits sont trées
graves et qui non seulement visent a déstabiliser notre pays mais aussi & beaucoup contribuer au
massacre de nos concitoyens. Le RNSAP, se joint au mouvement des patriotes centrafricains pour
la paix et lance un appel a |'ensemble de la population Centrafricaine a participer a la mobilisation
du 18 Mars devant la base de la Minusca.

Le RNSAP, lance un avertissement au gouvernement qui jusque la est resté sans action
concernant le départ des quatres individus du territoire national. La mobilisation du 18 ne sera
pas annulée tant que les mercenaires seront encore présents sur le territoire Centrafricain.

Le RNSAP prendra pour premier responsable le gouvernement, car le gouvernement doit étre du
c6té du peuple et non contre le peuple. Les preuves étant d'une extréme gravité ; une plainte sera
déposée a la cour spéciale de justice et a la cour pénale internationale (CPI).

Le RNSAP prend a témoin |'opinion nationale et internationale du comportement criminel des 4
agents de la Minusca soutenus par l'institution elle méme et I'ambassade de France a Bangui.

Figure 26: A post shared by the suspended MPCP page. The individual pictured in the center appears to be
Harouna Douamba, but we did not find additional sources to verify the individuals’ identity.

7 Conclusion

In identifying this network, Facebook has uncovered some portion of a large, sprawling
influence apparatus linked to Harouna Douamba. Although Douamba’s activities appear
to be well-known locally, we believe this is the first network linked to him to be suspended
by a large social media platform. Two of the more striking features of the network were
its use of pseudo-NGOs to propagate slanted narratives and the explicit advertisement
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7 CONCLUSION

of the network’s services to other African politicians. While this is only the latest
example of disinformation campaigns using entities claiming to be NGOs, this trend
is troubling. Masquerading influence operations under the guise of NGOs will further
empower bad actors who want to slander legitimate organizations. We encourage reporters
and researchers to further investigate the organizations and media entities tied to this
network to help uncover the full extent of Douamba’s activities.
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Internet Observatory

Stanford Cyber Policy Center

The Stanford Internet Observatory is a cross-disciplinary program of research, teaching and policy
engagement for the study of abuse in current information technologies, with a focus on social
media. The Stanford Internet Observatory was founded in 2019 to research the misuse of the
internet to cause harm, formulate technical and policy responses, and teach the next generation
how to avoid the mistakes of the past.
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