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EXECUTIVE SUMMARY
The 2020 U.S. election was unprecedented in American history. Everyone 
anticipated disruptions as a result of the COVID-19 pandemic dramatically 
changing voting methods, places, and personnel. While many have detailed what 
went wrong (or right), reports have largely overlooked the group most impacted 
by these changes: election officials. Election officials anticipated problems, quietly 
pivoted with each changing health measure and court case, and faced many of the 
worst repercussions of viral and inflammatory misinformation.

Trust in American elections is under attack from abroad and at home. Election 
processes—highly logistical and technical matters—have always been politicized, 
but politicization is worsening. Domestic actors are achieving the goals of 
adversaries by both undermining Americans’ faith in democracy and increasing 
threats to election administrators. Election officials are at the frontlines 
of democracy, but the public’s poor understanding of their work has made 
administering and auditing elections increasingly challenging. The federal 
government’s support framework, while improved, remains ill-equipped to 
effectively ameliorate the issues election officials face.

In this report, we outline three exigent threats to election processes 
following the events of the 2020 general election. Then, we provide 11 targeted 

recommendations to best address these threats in preparation for the 2022 
midterm elections and beyond. This report reflects months of interviews with 
election officials from around the country and across the political spectrum. 
An oral history and compendium of videos from these interviews is available 
online. Their stories inform our recommendations to improve the security of our 
elections and, critically, to shore up voter confidence in their outcome.

Threats to Election Processes
1. Election officials’ capacity to do their jobs is degraded by physical 

threats and broad distrust fomented by bad-faith actors. These threats 
undermine officials’ ability to conduct critical community outreach, and 
could contribute to brain-drain at a time when competence at the local level is 
needed most.

2. The playbook for undermining confidence in election results is well-

defined and available for foreign and domestic influence agents. The 
2020 election prominently featured attempted election interference from 
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actors foreign and domestic. Influence agents are emboldened by 2020, while 
defenders of election integrity are under-resourced and uncoordinated, leaving 
them vulnerable to repeated tactics.

3. Inconsistent funding and lack of governance structures around elections 

IT continue to perpetuate vulnerabilities. Despite marked progress 
since 2016, emerging threats such as ransomware continue to expose critical 
election systems to crippling attacks. In defending election systems, under-
resourced local governments face off daily against well-funded nation-state 
adversaries and cyber criminals, a disparity  that continually exposes election 
systems to attack.

2

1. Fund elections consistently at the state, local, and federal level.

2. Foster resilience to mis- and disinformation by employing 

inoculation theory and better coordinating civic integrity 

stakeholders.

3. Prepare state and local election officials to respond to mis- and 

disinformation in future elections.

4. Educate the public about the trusted role of election officials.

5. Encourage states to implement paper-based pre-certification 

audits.

6 Reform the Election Assistance Commission (EAC) and designate 

the Cybersecurity and Infrastructure Security Agency (CISA) as 

the elections technical lead.

7 Provide election offices with more scalable and proactive 

services through CISA and EI-ISAC.

8. Mandate reporting of election cyber incidents to CISA and the 

FBI.

9. Establish a minimum cybersecurity baselines for state and local 

election offices and election vendors.

10. Centralize election IT infrastructure at the state level.

11. Support good-faith security research and vulnerability 

assessments.

Recommendations
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The 2020 U.S. election was unlike any election in American History. 
Voters and election officials were forced to confront a global 
pandemic, foreign adversaries targeting trust in the election and a 
massive domestic information interference campaign. In the end, 

election officials anticipated problems, quietly pivoted with each changing health 
measure and court case, and responded directly to foreign and domestic attempts 
to undermine confidence. Their reward for this hard work was record turnout 
and a generally smooth election but also threats and harassment before, during 
and after election day.

Trust in American elections is under attack from abroad and at home. Domestic 
actors are achieving the goals of adversaries by both undermining Americans’ 
faith in democracy and increasing threats to election administrators. Election 
officials are at the frontlines of democracy, but the public’s poor understanding 
of their work has made administering and auditing elections increasingly 
challenging. The federal government’s support framework, while improved, 
remains ill-equipped to effectively ameliorate the issues election officials face.

In this report, we outline the largest threats to American elections and those 
who administer them and provide targeted recommendations to best address 
these threats in preparation for the 2022 midterm elections and beyond. This 
report is grounded in the real world experience of election officials from around 
the country and across the political spectrum. Their stories, told to us in a series 
of interviews over several months, inform our recommendations to improve 
the security of our elections and, critically, to shore up voter confidence and 
acceptance of their outcomes.

https://cyber.fsi.stanford.edu/io/content/2020-elections-oral-history-project-sio
https://cyber.fsi.stanford.edu/io/content/2020-elections-oral-history-project-sio
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THREATS TO ELECTION PROCESSES
While many threats to the election process exist, three stand out as especially 
concerning for the 2022 election and beyond.

1.  Election officials’ capacity to do their jobs in their 
communities is degraded by physical threats and broad 
distrust fomented by bad-faith actors.

Election officials are more physically threatened than ever before. From our 
interviews, recent government reports, as well as non-profit and academic 
research, it is clear that state and local election officials face grave threats to their 
physical well-being and that of their families. The perpetrators of these threats 
are fueled by online conspiracies that cast election officials as fraudsters bent on 
meddling in election results. Innocuous glitches and quickly corrected human 
errors have been stitched together to fit broad conspiratorial narratives pushed 
by internet sensationalists and political and media elites alike as alternative 
explanations for election results.

These conspiracies, and the threats behind them, make treacherous a 
fundamental tenet of serving as an election official: engaging their community 
to determine the safest, fairest, and most effective way to run each election. 
As threats ramp up, physical security assurances will become increasingly 
critical. Even if additional protection is provided to those who are threatened, 
many election officials may face the horrible choice of either continuing to 
receive threats for doing their jobs, or leaving the profession. The field is 
already losing election officials at an alarming pace. The loss of experienced 
election professionals could open the door to more politically motivated and 
less experienced actors pursuing those vacant positions, further weakening our 
democracy.

2.  The playbook for undermining confidence in election 
results is well-defined and available for foreign and 
domestic influence agents.

In a series of press releases leading up to the 2020 election, the FBI and CISA 
released an unprecedented public warning that America’s adversaries would use 
social media posts questioning election process changes to undermine confidence 
in election results. This warning turned out to be prescient, as Iranian operatives 
posed as members of the Proud Boys to intimidate voters and use hacked voter 
information to insinuate election systems were not secure.

https://www.nbcnews.com/politics/politics-news/feds-warn-potential-violence-fueled-false-election-claims-n1276567
https://www.calvoter.org/content/addressing-harassment-election-officials
https://www.brennancenter.org/sites/default/files/2021-06/BCJ-129%20ElectionOfficials_v7.pdf
https://www.brennancenter.org/sites/default/files/2021-06/BCJ-129%20ElectionOfficials_v7.pdf
https://www.npr.org/2021/08/17/1027747378/death-threats-and-conspiracy-theories-why-2020-wont-end-for-election-officials
https://www.nytimes.com/2020/11/09/technology/no-software-glitches-are-not-affecting-vote-counts.html
https://apnews.com/article/joe-biden-donald-trump-technology-voting-michigan-6beeef230376e75252d6eaa91db3f88f
https://apnews.com/article/joe-biden-donald-trump-technology-voting-michigan-6beeef230376e75252d6eaa91db3f88f
https://apnews.com/article/election-officials-retire-trump-2020-threats-misinformation-3b810d8b3b3adee2ca409689788b863f
https://www.ic3.gov/Media/Y2020/PSA200922
https://www.dni.gov/files/ODNI/documents/assessments/ICA-declass-16MAR21.pdf
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Despite foreign efforts to crater confidence in the security of the vote, it is 
domestic actors that most furthered the mission, providing fertile ground for 
adversaries to undermine confidence in future elections. While turnout in the 
2020 general election was historically high, Americans’ trust in the freedom and 
fairness of their elections polarized quickly after 2020, more so than in previous 
elections. The result: Confidence in voting processes was at an all-time low for 
Republican voters. Moving forward, we should expect nation-state and domestic 
actors to build off this playbook, creating more sophisticated and targeted 
messaging aimed at denigrating trust in elections. 

Assailants of election confidence and democracy are emboldened and extremely 
active across a variety of platforms, while defenders of civic integrity remain 
disparate and at times disjointed. Local election offices, the most under-resourced 
defenders of all, are on the front lines of fighting these viral falsehoods targeting 
elections. This dynamic is untenable. A county clerk should not be expected to 
monitor social media platforms for falsehoods, analyzing for scope, scale and 
themes, and respond to each one. Many stakeholders are on the defensive side 
of civic integrity, including state election offices, federal partners, social media 
platforms, academia and non-profits that can support local election officials. 
Presently, these disparate groups are poorly funded or insufficiently coordinated 
on local support. If defense against the anti-election confidence playbook is to 
succeed, this gap must be filled by a well-organized and unified response. 

3.  Inconsistent funding and lack of governance 
structures around elections IT continue to perpetuate 
vulnerabilities.

The cyber threat landscape faced by state and local election offices has progressed 
significantly since the 2016 election, which was the first time an adversary of 
the United States targeted American democracy in such a brazen way. Since, 
there has been a concerted effort at all levels of government to connect state 
and local officials to cybersecurity experts and each other, as well as to develop 
best practices. Due likely in part to increased awareness of and preparation for 
cyber threats to election processes, the 2020 general election did not experience a 
significant cyber event that prevented citizens from voting or that impacted the 
tally of votes.

Despite 2020’s success on the cybersecurity front, there was a continuous increase 
in cyber threats to election systems and state and local IT systems generally. 
Ransomware attacks often target these jurisdictions because of lax cybersecurity 
measures and a relative lack of defensive resources, causing ransomware to be 

https://stacks.stanford.edu/file/druid:tr171zs0069/EIP-Final-Report.pdf
https://stacks.stanford.edu/file/druid:tr171zs0069/EIP-Final-Report.pdf
https://stacks.stanford.edu/file/druid:tr171zs0069/EIP-Final-Report.pdf
https://stacks.stanford.edu/file/druid:tr171zs0069/EIP-Final-Report.pdf
https://stacks.stanford.edu/file/druid:tr171zs0069/EIP-Final-Report.pdf
https://www.census.gov/library/stories/2021/04/record-high-turnout-in-2020-general-election.html
https://electionlab.mit.edu/sites/default/files/2021-07/clark-stewart_the_confidence_earthquake_final.pdf
https://www.cnn.com/2021/09/15/politics/big-lie-republican-belief-trump/index.html
https://www.cnn.com/2021/09/15/politics/big-lie-republican-belief-trump/index.html
https://stacks.stanford.edu/file/druid:tr171zs0069/EIP-Final-Report.pdf
https://stacks.stanford.edu/file/druid:tr171zs0069/EIP-Final-Report.pdf
https://www.pbs.org/newshour/show/inside-the-mueller-report-a-sophisticated-russian-interference-campaign
https://www.pbs.org/newshour/show/inside-the-mueller-report-a-sophisticated-russian-interference-campaign
https://www.npr.org/2020/11/18/936214790/how-the-u-s-fended-off-serious-foreign-election-day-cyberattacks
https://www.justice.gov/opa/press-release/file/1376761/download
https://securityandtechnology.org/wp-content/uploads/2021/04/IST-Ransomware-Task-Force-Report.pdf
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one of the largest threats to government IT security writ large, including for 
election systems. A ransomware incident can shut down a local government 
office for weeks or months, wasting valuable technical resources to undo what is 
generally preventable damage. Arguably, election systems become more attractive 
ransomware targets for criminals before and during an election because the 
operational constraints of running an election may make officials more likely to 
pay ransoms. Additionally, low-hanging vulnerabilities such as insecure databases 
and other public-facing website configuration vulnerabilities are exploitable by 
ideologically motivated adversaries and financially motivated criminals. Well-
resourced adversaries did not wreak havoc during the 2020 election, but may 
try to in the future. That innocuous hiccups in election systems can feed such 
pervasive conspiracies significantly increases the negative impact of even minor, 
reversible incidents targeting non-critical election systems, such as unofficial 
results reporting.

While progress has been made in coordinating against cyber threats to election 
infrastructure, local IT professionals in county, city and township offices around 
the country remain understaffed and under-resourced. Incremental election 
security funding has been provided to state and local election entities for 
election security improvement, but many meaningful upgrades would require 
consistent funding from all levels of government to implement and maintain. 
Additionally, some local offices still do not have dedicated IT staff, and many use 
legacy equipment that is exploitable by adversaries. In the end, the asymmetry 
of cybersecurity means that threat actors still possess a high tactical advantage 
against beleaguered defenders due to the distribution of IT management across 
levels of government.

While this list of threats is by no means exhaustive, they are the most exigent 
following the interviews we conducted. Therefore, we recommend that 
policymakers undertake the following actions.

https://www.cisa.gov/sites/default/files/publications/cisa_ransomware.pdf
https://www.cisa.gov/sites/default/files/publications/cisa_ransomware.pdf
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C_.pdf
https://www.michigan.gov/documents/sos/Antrim_720623_7.pdf
https://www.eac.gov/payments-and-grants/2020-cares-act-grants
https://www.eac.gov/payments-and-grants/2020-cares-act-grants
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RECOMMENDATIONS
In light of the aforementioned threats, and others yet to come, we propose a 
set of concrete and actionable recommendations to shore up election security 
and ensure election confidence. Each of these recommendations will require 
coordination by relevant stakeholders at the local, state, and federal level.

Fund elections consistently at the state, local, and  
federal level.
Every year, state and local election officials across the country struggle to obtain 
the funding needed to run elections. State and local governments often push aside 
pleas in favor of issues perceived as more immediate, passing over electoral needs 
that are commonly viewed as seasonal despite elections that are run several times 
a year in most jurisdictions. Almost every election official is commonly asked 
“What do you do the other 364 days a year?” when discussing the operational 
challenges of their work.

Securing election infrastructure is a matter of national security. This is precisely 
why the Department of Homeland Security designated election systems as 
critical infrastructure in 2017. Elections should be funded commensurate with 
their status as critical infrastructure, with all levels of government ensuring 
regular and consistent funding. For most election offices, predictable funding 
is easier to manage and implement than the Help America Vote Act (HAVA) 
model of a one-time massive dump of money into the system. This is because 
state and local contracting rules and regulations require time for acquisition 
and implementation. Contracts for threat intelligence sharing, cybersecurity 
monitoring and the hiring of IT personnel are often paid over time instead of in 
one single payment, giving the appearance of a lack of spending by jurisdictions 
as opposed to strategic spending over time to maintain support and capability. 
The HAVA funding model incentivizes large purchases of infrastructure in tight 
timeframes, which led to demonstrably poor purchasing decisions from several 
state and local officials. For instance, in the rush to use funding to implement 
statewide voter registration databases after HAVA was passed, many states 
simply contracted with vendors for rapid development and deployment of these 
databases without the usual requirements or even, in some cases, a competitive 
bid process. This led to states upgrading or piecing together a commercial and 
internally developed system within years of initial deployment because the newly 
acquired systems were unable to meet the developing needs of the office. 

https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-infrastructure-critical
https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-infrastructure-critical


ZERO TRUST: HOW TO SECURE AMERICAN ELECTIONS WHEN THE LOSERS WON’T ACCEPT THEY LOST8

A shared funding structure should be implemented in which all levels of 
government pay for their portion of each election. This practice is done locally 
in several states and is sometimes referred to as “charge backs” or the “ballot 
real estate” model. The idea is that each jurisdiction that appears on a ballot in 
any given election is charged for its portion of that election. For instance, if 
an election has a congressional race, state house race, mayor’s race and county 
commissioner race, then the federal government would pay for the cost of the 
house race, state government for the cost of the state house race, city government 
for the mayor’s race and the county for the cost of the commissioner’s race. This 
would ensure consistent and regular funding of elections, with each level of 
government paying its share of the cost. Congress should establish an elections 
fund, administered by the U.S. Election Assistance Commission (EAC), that 
state election officials can draw down from based on the expense to run federal 
elections in their state. States should be required to pass the majority of the 
money down to their local officials to cover the additional costs of running 
federal elections. This funding structure will incentivize deliberative, planned 
investment that allows for risk-based decision-making and funding for human 
capital, systems acquisition, and processes to ensure sustainability of those 
systems over time.

Ensure the physical security of election officials, offices, and staff 
across the country.
Many state and local election officials faced threats of violence due to mis- and 
disinformation about the 2020 election. In many cases, officials who reported 
these threats received little, if any, support from local, state or federal law 
enforcement officials. Many of the threats were deemed not serious or imminent 
enough to necessitate action. 

More must be done to protect the health and safety of election officials and 
election workers, including private sector employees who support elections. The 
recent creation of an Election Threats Task Force at the Department of Justice 
(DOJ) is an important and encouraging first step. We recommend the following 
steps to further protect election officials:

1. Publication and use of threat data: The DOJ Election Threats Task 
Force should provide data after each federal election regarding the scope 
and scale of threats against election officials and workers. This report 
should include the number of complaints, number of credible threats, 
number of acts of violence, and number of prosecutions for those 

https://www.reuters.com/investigates/special-report/usa-election-threats-law-enforcement/
https://www.justice.gov/opa/blog/justice-department-launches-task-force-combat-threats-against-election-workers-0
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threatening election officials or workers. This data would support efforts 
at the state and local level to prioritize funding for physical security, shore 
up gaps in security and better diagnose ongoing problems. In addition, 
based on this data, the DOJ task force, in coordination with CISA, should 
release guidance on best practices for election officials, counties, states and 
the federal government to better protect those who run elections.

2. Increased information-sharing regarding threats: From our 
interviews with election officials, it became clear that federal, state and 
local law enforcement are not sufficiently coordinated regarding the 
scope, scale and regularity of threats against election officials. This is 
particularly concerning because existing structures are in place, including 
state fusion centers, to facilitate this information-sharing. In order to 
ensure comprehensive data is collected, analyzed and shared, local and 
state law enforcement should be required to share activity directed against 
election officials and workers with federal law enforcement in their state. 
In return, federal law enforcement should regularly report back to state 
and local officials regarding the activity in their jurisdiction with full 
transparency regarding any actions taken, including if investigations have 
been initiated.

3. Penalties: Congress and state legislatures should pass laws offering 
harsher penalties for threats or acts of violence against election officials. 
Following the 2020 election, there have been few consequences for those 
who threatened election officials. Any potential violence against election 
officials or workers should be treated as a threatened attack on the process 
and democracy itself, and should result in criminal liability.

4. Privacy: Many threats against election officials and staff directly target 
their homes and families. More must be done to protect their private 
information from would-be malicious agents. Many states have passed 
laws that protect the identity of certain subsets of registered voters. These 
categories typically include law enforcement officers, judges, and domestic 
abuse victims. Election officials should be included in this category to 
ensure that their personal information is not readily available publicly.

5. Prioritizing protection of election officials and workers: State and 
local law enforcement should treat threats against election officials as 
credible. This may mean increasing patrols around offices and residences, 
as well as further investigation into additional threats. Because state and 

https://www.dhs.gov/fusion-centers
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local law enforcement often lack sufficient funding, state legislatures and 
county governments should provide additional funding to support the 
protection of election offices and workers, especially during and after 
election periods.

6. Physical security and doxxing training: CISA should offer training 
and guidance on physical security and doxxing prevention measures. 
CISA has protective security advisors (PSA) located across all 50 states 
to advise on physical security matters. These PSAs have done a great job 
working with local election officials to evaluate the physical security 
posture of local offices and storage facilities. PSAs should offer additional 
support and training to help election officials protect themselves and their 
staff from doxxing and physical harm away from the office.

Foster resilience to mis- and disinformation by employing 
pre-bunking and better coordinating civic integrity 
stakeholders.
It is clear that the supply of mis- and disinformation targeting elections will 
remain a significant challenge for the future. Addressing the impact of these 
tactics should be the focus of election administrators, as well as stakeholders 
interested in bolstering civic integrity. A key way to do this is to build resilience 
among American citizens to the negative effects of mis- and disinformation by, 
among other things, cutting down on the demand for it.

Increasing resilience to mis- and disinformation requires reducing the 
psychological effects of its tactics. Fostering resilience can be sorted into two 
lines of effort: reducing the supply of mis- and disinformation by making it less 
prevalent in our information spaces, and reducing the demand for mis- and 
disinformation by inoculating, or “pre-bunking,” the public against it. Early 
partnerships among government, social media companies and academia to 
reduce the prevalence of mis- and disinformation were born out of the lessons 
learned from the 2016 election, and some academic work is starting to explore 
the promise of reducing the impact of weaponized online falsehoods. However, 
since 2016, the size and scope of the information disorder problem has grown, as 
foreign and domestic actors continue to wage influence operations targeting the 
American people. As such, the threat posed by mis- and disinformation continues 
to outpace efforts to counter it.

https://www.tandfonline.com/doi/full/10.1080/10463283.2021.1876983?casa_token=-4Y4TeloXL4AAAAA%3A6LTWYQ729__VMD7PitiwTTx1ijyjs653NORlIyuTaC0uAIyCOAgPQ8R612oA5S9V-VZNiOSvcoLirA
https://misinforeview.hks.harvard.edu/article/breaking-harmony-square-a-game-that-inoculates-against-political-misinformation/
https://edoc.coe.int/en/media/7495-information-disorder-toward-an-interdisciplinary-framework-for-research-and-policy-making.html


ZERO TRUST: HOW TO SECURE AMERICAN ELECTIONS WHEN THE LOSERS WON’T ACCEPT THEY LOST 11

Election stakeholders, the public sector, and the private sector must be engaged 
in this effort. While it may not be appropriate or advisable for the government 
to dictate to social media companies what speech should and should not be 
allowed on their platforms, every stakeholder has an interest in mitigating 
the harms of mis- and disinformation. The federal government should play a 
coordinating role in articulating the threat posed by mis- and disinformation to 
election processes in a data-driven manner, building consensus among academics, 
companies and election stakeholders on the most effective mitigation strategies 
on a per-stakeholder basis. A potential way to do this is to establish a mis- and 
disinformation center of excellence within CISA. This center would serve as 
the focal point for federal work around mis- and disinformation supporting 
other agencies, state and local governments, and other stakeholders to anticipate 
campaigns and respond to ongoing efforts to undermine democracy. Sorting 
out what does and does not work regarding mis- and disinformation resilience 
will require cooperation between all parties, and doing so will be critical to 
mitigating future baseless attacks on election confidence.

Most importantly, each stakeholder with an interest in defending electoral 
confidence must take a seat at the defender’s table to coordinate with each 
other on goals and responsibilities. It cannot be the sole responsibility of 
local election officials to monitor for, find, and respond to election mis- and 
disinformation. Local officials are the ground source of truth, but they need help 
battling falsehoods. Platforms, state governments, academia, and civil society 
organizations have a responsibility to provide support in the form of social media 
monitoring and analysis, messaging support, and amplification of messaging 
when appropriate.

Prepare state and local election officials to respond to mis- 
and disinformation in future elections.
As mis- and disinformation actors target future election processes, election 
officials must be armed with better tools to push back on viral falsehoods. 
Government stakeholders at the local, state, and federal level can prepare for this 
before election season. At the local level, this includes establishing trust among 
constituents and with the larger election community so that when counter-
messaging is necessary, the official voices are trusted and present online. At the 
state level, messaging around statewide integrity rules and procedures should be 
significant and tailored to skeptical communities. Any support possible should be 

https://www.viralityproject.org/policy-analysis/center-of-excellence
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given to local offices, including providing communications support and utilizing 
state resources to amplify local voices and build relationships. At the federal level, 
entities like CISA should continue to inform and advise state and local officials on 
best practices and resources available to combat mis- and disinformation, such as 
those recently developed by academics.

Social media companies can do much more to ensure trusted voices are heard 
on their platforms. Building on work done for the 2020 election, such as voter 
information centers, some social media companies point to local and state 
election officials as the ground source of truth regarding election claims. Much 
as local news media have developed a close relationship with local election 
officials in reporting on election results and processes, social media platforms 
should create tools to get election information from official sources directly to 
relevant voters. CISA, through the Election Infrastructure Information Sharing 
and Analysis Center (EI-ISAC), can facilitate this support by providing the 
private sector with baseline information regarding election sector partners (e.g., 
official election URLs, election official social media account information, public 
email accounts, etc.). This information will empower social media companies 
to proactively promote these trusted sources, identify possible spoofing or 
impersonation of these accounts, and respond in coordination with the election 
officials. Further, social media platforms should establish clear channels to allow 
election officials to report misinformation they see. These channels should not 
merely be reporting portals, but rather should provide timely updates to election 
officials regarding enforcement actions taken on reported content.

A critical capability gap must be filled before the next national election: Election 
officials still lack the tools to assess the online conversation to determine 
what mis- and disinformation is spreading, how fast it has accelerated, and 
what communities it is reaching. Local election offices cannot be expected to 
develop, or even operate, these tools alone. In 2020, this “social listening” role 
was partially filled by the Election Integrity Partnership (EIP), a coalition of 
academics that provided analysis to some election stakeholders. EIP researchers 
monitored election-related conversations in a variety of online communities and 
platforms to pull apart narratives specific to certain jurisdictions. This system 
provided cutting-edge analysis from mis- and disinformation experts, resources 
not generally available to election offices, using a rapid-response workflow that 
enabled state and local officials to take decisive action in a data-enabled manner. 
EIP was a temporary partnership, but given that election falsehoods are not going 
anywhere, this capability should be formalized, institutionalized and provided to 
officials in future elections.

https://www.iri.org/sites/default/files/infomanip_playbook_updated_final.pdf
https://www.facebook.com/business/news/launching-our-voting-information-center-on-facebook-and-instagram
https://www.facebook.com/business/news/launching-our-voting-information-center-on-facebook-and-instagram
https://www.eipartnership.net/
https://purl.stanford.edu/tr171zs0069
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Educate the public about the trusted role of election 
officials.
Two main information gaps contribute to the effectiveness of election 
misinformation in undermining confidence in results. First, a misunderstanding 
of election officials’ jobs and election processes allows disinformers to “explain” 
election processes in a self-servingly false or misleading way. For example, a 
common tactic in 2020 for foreign and domestic influence agents alike was 
capitalizing on confusion around expanded vote-by-mail access to insinuate 
that process changes directly enabled fraud. Second, a lack of significant 
social media presence of official voices with established trust in constituent 
communities permits disinformers to take residence as “authoritative” voices 
to spread disinformation. When voters are not used to hearing authoritative 
information from their election officials, false claims are even more persuasive. 
Influence operators often seek to establish credibility with their target audience 
by infiltrating or utilizing existing political echo chambers. The end result is that 
by the time a state or local election office is attempting to counter false claims 
by social media influencers equipped with a far greater platform, the mis- and 
disinformation has taken hold and months of work is required to undo it.

Defenders against election mis- and disinformation must work to normalize and 
amplify trusted state and local officials that directly communicate authoritative 
information on election processes through social media with their constituents. 
If citizens already know where to find trusted election information in their 
online communities, through a source that helped them understand their 
election processes and the safeguards in place to protect their vote, mis- and 
disinformation will not take root so easily. Because each local jurisdiction has 
differing election processes, local election offices (with the help of state resources) 
must be established as the primary credible source of election information in 
their jurisdiction. While this is already a major part of the daily work done by 
each local election office, and will still be done as always by local community 
engagement, this role must extend online. Few local election offices have 
established social media accounts with sizable followings. These accounts must 
take time in the election off-season to build followers, establish partnerships 
with community organizations, and generally introduce themselves in the 
online spaces where their constituencies reside. This groundwork would pay 
dividends in the runup to election season if election offices need to share public 
information campaigns on election safeguards and procedures. Given that state 
election offices often have communications offices with voter outreach budgets, 
they are the natural leader for this work.

https://purl.stanford.edu/tr171zs0069
https://cyber.fsi.stanford.edu/io/news/potemkin-pages-personas-blog


ZERO TRUST: HOW TO SECURE AMERICAN ELECTIONS WHEN THE LOSERS WON’T ACCEPT THEY LOST14

Beyond hyper-local outreach, work can be done at the state and federal level to 
educate citizens about civic principles and processes that cut across jurisdictions. 
Voters should better understand the basics of how elections work, and the core 
tenants that all election offices adhere to: transparency, bipartisanship, and 
professional administration of the election. Each state is different in how they 
apply these principles, but every state has their version of them, and will also 
have process similarities across local jurisdictions. Curriculum can be developed 
in coordination with civil society and the federal government; however, it 
will take local outreach to ensure it is deployed to the proper places within 
communities that ensure maximum effect.

Encourage states to implement paper-based 
pre-certification audits.
No single improvement to the security of elections was more important in 
2020 than the widespread use of auditable paper ballots. Approximately 95% of 
votes cast in the 2020 election were on an auditable paper ballot, up from just 
over 85% in 2016. In Georgia, election officials could hand-audit ballots to show 
the accuracy of the election results. In Maricopa County, Arizona, the election 
officials conducted the state-required public hand audit by bipartisan recount 
boards. The results of this hand audit affirmed the results of the election in the 
county. 

States should prioritize implementation of paper ballot audits that are completed 
before vote counts are certified. These audits should offer a transparent, 
bipartisan, repeatable process by which the results of the election as tabulated by 
the voting systems can be evaluated through the review of the paper ballots. The 
most effective type are risk-limiting audits (RLAs), which allow a jurisdiction 
to assess the results of the election to a certain level of statistical confidence. 
RLAs can often have the added benefit of needing to audit fewer ballots than 
fixed percentage audits (e.g., 2% of votes cast in the county) while increasing the 
confidence in the accuracy of the result. 

In pursuing better, more efficient pre-certification audits, states should also 
continue to pursue evidence-based elections. This means implementing systems, 
processes and procedures that maintain transparent records of the integrity of 
the election. An audit is only as good as the integrity of the artifacts to be audited. 
For elections, this means that chain of custody of the ballots and proper ballot 

https://www.brennancenter.org/our-work/research-reports/our-election-system-resilient-still-has-room-improvement
https://www.brennancenter.org/our-work/research-reports/our-election-system-resilient-still-has-room-improvement
https://sos.ga.gov/index.php/elections/historic_first_statewide_audit_of_paper_ballots_upholds_result_of_presidential_race
https://democracyfund.org/idea/knowing-its-right-limiting-the-risk-of-certifying-elections/
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manifests are imperative to the trustworthiness of the audit. As part of the 
implementation of these post-election audits, states should support local election 
offices in implementing consistently documented chain of custody and ballot 
tracking procedures across the state. 

Reform the U.S. Election Assistance Commission.
The EAC has a checkered past in its role as the sole federal agency focused on 
election administration. The agency has at times been a productive leader in its 
mission, and at other times been either ineffective or irrelevant when election 
officials were in dire need of the agency’s support. Despite laudable efforts from 
EAC staff to move agency priorities forward, it has never been able to live up to 
its potential. It is time to recognize the EAC for what it is: a poorly structured 
agency that has little ability to do more than the bare minimum to fulfill its 
mission.

The time has come to drastically reform the EAC. This should start with the 
elimination of the Commissioners as the heads of the agency. The single greatest 
cause of dysfunction at the EAC has been the inability of Commissioners to 
work together to support election officials. While individual Commissioners 
have taken ownership of and effectively advanced certain agency priorities, the 
group as a whole has consistently failed to put partisan interests aside to move 
the agency forward. This has often left the Executive Director in the unenviable 
position of making these decisions alone and suffering the blowback. The 
agency would be better served by eliminating the Commissioner positions and 
instead formally recognize the Executive Director as the head of the agency. In 
order to prevent a rogue Executive Director, HAVA should be amended to make 
the agency head accountable to the three HAVA advisory boards (Technical 
Guidelines Development Committee, Board of Advisors, and Standards Board) 
as representatives of the election community. A board of governors should 
be established made up of an evenly split bipartisan subset of members from 
the three HAVA-created advisory committees. This Board of Governors, in 
consultation with the full membership of each board, would hire the Executive 
Director, advise on priorities for the agency, conduct a yearly performance 
evaluation of the Executive Director, and could remove the Executive Director 
for performance failures. This structure would remove one of the largest hurdles 
of progress for the EAC—the Commissioners—and place accountability in the 
hands of the election community, which the EAC is ultimately designed to 
support.

https://www.propublica.org/article/how-voter-fraud-hysteria-and-partisan-bickering-ate-american-election-oversight
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Congress should also further clarify the roles of EAC and CISA in elections, 
making CISA the technical lead while allowing the EAC to better focus on 
its other election administration missions. Both EAC and CISA have limited 
resources and capabilities, so further clarification of roles and responsibilities 
would allow each agency to best use its time and money in support of the election 
community. CISA is the more technically capable organization and should be 
formally designated as the lead federal agency for the physical and cybersecurity 
support of election systems and officials. This should include moving the federal 
Voting System Testing and Certification Program to CISA. The National 
Institute of Standards and Technology (NIST) should remain in its HAVA-created 
role as technical consultant on the development of the Voluntary Voting System 
Guidelines (VVSG). In moving the program, CISA should evaluate the feasibility 
of a testing and assessment process for non-voting systems. This process should 
not focus on certification of these systems (which increases cost and time to 
market), but rather testing and assessment utilizing existing capabilities such as 
the Critical Product Evaluation Program already in place.

The EAC should be empowered to focus on all other aspects of the election 
process beyond cyber and physical security issues, allowing it to build out its 
clearinghouse function, advancing data collection and research efforts, and 
continuing to disperse election grants provided by Congress. Creating well-
defined responsibilities for CISA and EAC will allow both agencies to fully 
achieve their core missions, eliminating the ongoing federal infighting regarding 
roles and responsibilities and creating clear lines of communication for election 
officials on these issues.

Reform the federal voting system certification process.
The process for voting system testing and certification must be reformed. 
Election officials have been forced into maintaining outdated and unsupported 
systems for longer than their expected lifespan in part because the EAC process 
has not evolved to support items like component certification, regular patching of 
systems, and further deployment of commercial off-the-shelf technology. While 
EAC Commissioners have committed to the pursuit of these items as part of the 
rollout of VVSG 2.0, the passage of VVSG 2.0 as the same monolithic standard as 
the prior VVSG makes it unlikely that the process can be reformed enough to be 
responsive to the needs of election officials.

The federal testing and certification process should be reformed to address the 
marketplace challenges it is creating.
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1. Already certified voting systems running unsupported operating 

systems should be decertified. Because these systems are running 
unsupported operating systems, they are unable to be patched to 
remediate known vulnerabilities. Most of these systems cannot simply 
be updated because they lack the memory or processing power to run 
updated operating systems. Many election officials running these systems 
have expressed the need to replace them, but have not received the 
necessary funding to do so. Voting system vendors and election officials 
should be notified of pending decertification and should be given enough 
time to upgrade or replace their systems.

2. VVSG 2.0 should be implemented by Jan. 1, 2027. This would mean 
that all new systems submitted to the certification program must 
be VVSG 2.0-compliant to receive certification as of that date. The 
certification program should avoid using metrics like accreditation 
of the voting system test laboratories to conduct VVSG 2.0 testing 
or certification of the first voting system to VVSG 2.0 as metrics for 
sunsetting VVSG 1.0 and 1.1. In setting a date, the certification program 
should publish a definition of what constitutes a new voting system and 
make clear that this definition will be enforced. In the past, vendors 
have avoided certification to the newest standards, such as VVSG 1.1, by 
modifying already certified systems, allowing them to be tested to the 
older standard in perpetuity.

3. The certification program must incentivize patching of voting 

systems. Currently, the certification process disincentivizes regular 
patching of systems by requiring testing (sometimes extensive) of 
most software updates. This causes voting system vendors to hold off 
on pursuing modifications to systems until they reach a critical mass 
of changes that justify the financial and time costs associated with 
certification. Instead, the certification program should revise its policies to 
allow vendors to attest to their own testing of critical patches on already 
certified systems. In allowing for vendor attestation, the certification 
program should require the voting system test laboratories to review and 
approve vendor testing documents prior to approval of the patch. This 
process should be expedited to allow for timely deployment of patched 
systems to the field, recognizing that the majority of voting systems 
cannot be remotely patched. This process would be separate from the 
existing de minimis change process, which requires no additional testing 
by the vendor or test lab to receive approval.

https://www.eac.gov/sites/default/files/voting_equipment/NOC19.01_SoftwareDeMinimisChanges_11-15-2019.pdf
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Provide election offices more scalable and proactive services  
through CISA and EI-ISAC.
Given the vast and decentralized nature of election administration in the United 
States, the challenge for CISA and the EI-ISAC is immense. How do you ensure 
that information, support and services reach the smallest town in Wisconsin or 
the most remote county in Montana? Even if you reach those places, how do you 
make the information and services relevant and usable for the election official in 
Jackson County, Ohio? CISA and the EI-ISAC have made incredible progress on 
this challenge since the 2016 election. All 50 states, Washington, D.C., and the 
four territories joined the EI-ISAC; intrusion detection sensors were deployed 
on election infrastructure across all 50 states; thousands of state and local 
offices participated in tabletop exercises; hundreds of cyber hygiene scans were 
conducted; and virtually every state received a penetration test.

Even with the success of these offerings, the scalability of the services remains 
a challenge. Due to resource constraints, CISA can realistically only perform a 
finite amount of onsite vulnerability assessments of all critical infrastructure, let 
alone elections. In addition, many election offices do not have the necessary IT 
resources to benefit from some of the more in-depth services. Over the last four 
years, CISA has learned the intricacies of the election sector and the systems that 
support it. It has worked to prioritize the services that are most useful, and it has 
developed new and scalable services, such as remote penetration testing, to better 
serve the community.

In 2020, CISA recognized that it needed to be more proactive in its work 
with election officials. In collaboration with the Defense Digital Service, the 
agency developed and released a tool called Crossfeed, which is used to gather 
information about vulnerabilities on public-facing systems supporting critical 
infrastructure. Crossfeed proactively collects data through a variety of open-
source tools, publicly available resources, and data feeds, and can operate in a 
“passive” mode where it relies on unintrusive data-gathering methods. Crossfeed 
broke the mold for how CISA provides support to election officials: For the 
first time, instead of being an opt-in, by-request service offering, Crossfeed 
operated on an opt-out basis. This allowed CISA to quickly survey the election 
community’s susceptibility to an emerging vulnerability, notify specific offices of 
the existence of that vulnerability, and coordinate on response if needed.

Moving forward, CISA and the EI-ISAC should learn from the success of 
Crossfeed to identify and provide additional proactive, scalable services to local 

https://www.dds.mil/
https://www.cisa.gov/crossfeed#:~:text=Crossfeed%20is%20an%20asset%20discovery,available%20resources%2C%20and%20data%20feeds
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election offices. Both entities have built a level of trust with election officials that 
means they can afford to be more aggressive in the types of support provided. 
For example:

1. CISA should expand the Crossfeed program. This should include 
offering all 50 states, D.C. and the territories active participation in the 
program with the goal of proactive monitoring of publicly available 
aspects of state and local offices’ infrastructure. This should also include 
a possible expansion of Crossfeed to include other election-specific 
technology, such as proactively searching for voting systems that may be 
inadvertently connected to the Internet. Further, CISA should offer the 
service to election vendors, campaigns, and other election-related entities.

2. CISA should offer remote hunt and incident response to election 

offices. Like onsite vulnerability assessments, CISA hunt and incident 
response services have traditionally involved onsite deployment of 
responders to an office. This makes both services extremely labor-
intensive and difficult to scale. CISA has piloted some remote incident 
response capabilities in the past, and it is time to expand this effort along 
with proactive network hunt capability.

3. EI-ISAC should expand its endpoint protection program. Throughout 
2020, EI-ISAC worked with some state and local offices to pilot endpoint 
protection for their offices. This pilot proved to be useful for both the 
election officials and EI-ISAC as it worked to gain greater insight into the 
scope of activity targeting election infrastructure. This program should be 
expanded to more jurisdictions, with a focus on medium to small localities 
that lack the same or similar capabilities and would benefit most from 
these services.

4. EI-ISAC should offer cloud-based email as a service to local election 

offices. Email security is one of the largest risk areas for local election 
offices. Many continue to run outdated and unpatched email servers with 
little ability to upgrade and maintain them. EI-ISAC should partner with 
Microsoft, Google, or other large cloud-based email providers to explore 
implementation of email as a service for local election offices and county 
governments. For counties that are unable or unwilling to implement a 
state-based solution, the EI-ISAC could be a viable solution from a trusted 
partner.

https://www.vice.com/en/article/3kxzk9/exclusive-critical-us-election-systems-have-been-left-exposed-online-despite-official-denials
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5. EI-ISAC should provide a managed solution for multi-factor 

authentication (MFA). Many election offices continue to struggle to 
implement MFA across their systems. While there are a lot of MFA 
solutions available in the marketplace, many election offices are unable to 
implement MFA because of outdated legacy systems and lack of vendor 
support. EI-ISAC should work with state and local offices to understand 
the full scope of the challenge and coordinate with a commercial provider 
to offer a managed solution for local offices to implement MFA on general 
office systems. In providing this service, EI-ISAC should offer technical 
support and resources for MFA implementation in existing election legacy 
systems. In addition, EI-ISAC should partner with common election 
system vendors to make it easier to implement MFA, as well as encourage 
these vendors to implement MFA themselves. Election-specific systems 
may be harder to include in this effort because of strict requirements 
around certification and implementation.

Mandate reporting of election cyber incidents to CISA and 
the FBI.
Following the 2016 election, the greatest area of frustration for state and local 
election officials was the lack of coordination from the federal government. 
Many officials felt the federal government had hung them out to dry by not 
providing enough information or details regarding the Russian activity and how 
to respond. In some cases, states where cyber incidents occurred had to wait 
for years to be fully briefed on what happened. The FBI and CISA recognized 
their shortcomings from 2016 and changed their respective incident notification 
policies. Both FBI and CISA now notify chief state election officials when a cyber 
incident occurs in a locality in their state. This is a dramatic change from prior 
practice, in which only victims received notification, and was an important step 
to ensuring a coordinated and comprehensive response to any election-related 
cyber incidents. 

Improved and increased information-sharing regarding election cyber incidents 
was an incredibly important development for the protection of the 2020 election. 
Federal, state, and local officials worked together to understand possible incidents 
and support response efforts in unprecedented ways. Moving from distrust 
seeded by the fallout of the 2016 election to this level of partnership is a tribute to 
the professionalism and commitment of state and local officials.

https://apnews.com/article/a2af9039533b42bba0e4e04af11ecd67
https://apnews.com/article/a2af9039533b42bba0e4e04af11ecd67
https://www.fbi.gov/news/pressrel/press-releases/fbi-announces-new-policy-for-notifying-state-and-local-election-officials-of-cyber-intrusions-affecting-election-infrastructure
https://www.fbi.gov/news/pressrel/press-releases/fbi-announces-new-policy-for-notifying-state-and-local-election-officials-of-cyber-intrusions-affecting-election-infrastructure
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Building on this progress, Congress should require state and local election offices 
and private sector election providers to report cyber incidents to CISA and 
the FBI. Congress is already considering broader legislation on cyber incident 
reporting, and this requirement for the election sector is consistent with the 
intent of those bills. This is a necessary step for two main reasons. First, CISA 
and FBI have no ability to mandate this type of reporting themselves. While the 
vast majority of possible incidents in 2018 and 2020 were shared with the federal 
government, some were not shared with either the federal government or state 
officials. Time is of the essence during any cyber incident, but even more so with 
elections as officials work against a hard deadline and with limited resources. 
Required reporting will ensure timely and coordinated response from all levels. 
Second, given the sophisticated and persistent nature of the threats against 
elections, ensuring the federal government has a full picture of the activity out in 
the field is critical to providing a whole of government response to officials. The 
full capability of the federal government can only be brought to bear to protect 
election systems when the agencies charged with support of their defense have 
full visibility into the tactics, techniques, and indicators of compromise employed 
by adversaries.

Establish minimum cybersecurity baselines for state and 
local election offices and election vendors.
In July 2021, the White House issued a “Memorandum on Improving the 
Cybersecurity for Critical Infrastructure Control Systems.” The purpose of the 
memo is to push executive branch agencies to work more collaboratively with 
private sector companies that own and operate critical infrastructure systems to 
advance basic cyber practices. The memo requires these agencies to work jointly 
with these companies to establish voluntary guidance for the cybersecurity of 
critical infrastructure systems.

CISA, the Government Coordinating Council (GCC), and the Sector 
Coordinating Council (SCC) should work together to publish a minimum set 
of cybersecurity practices that all election offices and companies should adopt. 
These practices should recognize that the majority of U.S. election jurisdictions 
are mid-sized to small counties, cities, and townships that lack sufficient funding 
or IT support. We recommend starting with the NIST cybersecurity framework 
and adding or emphasizing the following

https://news.bloomberglaw.com/privacy-and-data-security/cyber-incident-reporting-by-industry-mandated-in-draft-bill
https://news.bloomberglaw.com/privacy-and-data-security/cyber-incident-reporting-by-industry-mandated-in-draft-bill
https://csrc.nist.gov/glossary/term/cyber_incident
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems/
https://csrc.nist.gov/Projects/cybersecurity-framework/nist-cybersecurity-framework-a-quick-start-guide
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1. Create and maintain an inventory of assets. For many election offices, 
items like patch management and incident response are hindered by a 
lack of understanding of what systems and software the office owns and 
operates. Election offices should create and maintain an enterprise-wide 
inventory list with up-to-date information on system type and version.

2. Require Multi-factor Authentication: All critical systems, including 
business systems like email and voter registration access portals, should 
require MFA for all users.

3. Ensure Network Segmentation: All local election networks should be 
properly segmented from each other and other county networks. Proper 
segmentation greatly reduces the ability for malicious actors to access or 
impact election networks after compromising another county department 
or system.

4. Maintain Access Control: All election-related systems should follow the 
rule of least privilege. This means that only those that need access to a 
system should be given access, and only the access they need to accomplish 
their work. This should be applied to vendors and staff alike.

5. Utilize Patch Management: Implementing a patch management program 
reduces the likelihood of an organization having a cybersecurity incident 
particularly as a result of commodity malware.

6. Move to .gov: All state and local election websites should be moved to a 
.gov domain name. This is important for both security and to help combat 
mis- and disinformation, as .gov domain names are recognized as trusted 
government websites. CISA is offering .gov domains for free and is scaling 
up support to help states and localities move their websites over.

Centralize election IT infrastructure at the state level.
With the passage of HAVA in 2002, many states took on much more 
responsibility for election administration. HAVA’s requirement for the creation 
of statewide voter registration databases and requirement for the establishment 
of a chief state election official gave election leadership to several states that 
previously had little or no role in the administration of elections. For many 
of these states, it forced a partnership between the state and localities that 
administered elections that never existed before. As states worked to implement 
HAVA, many experienced pushback and even outright hostility from localities 
that had previously had sole responsibility for administering elections.

https://home.dotgov.gov/about/elections/
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In time, local and state election offices have largely worked through those 
challenges and have established defined roles and responsibilities for the 
administration of elections, including voter registration databases. Some states 
took full control, running top-down statewide voter registration databases, 
while others left control largely in the hands of the localities serving simply as an 
aggregator of data at the state level, running bottom-up registration databases. 
Others still have what is termed a hybrid system, a system with a mix of top-down 
and bottom-up characteristics. Over time, these lines were further blurred with 
states taking on additional responsibility for military and overseas voters, many 
beginning to offer sample ballots, voter lookup tools and ballot tracking. 

The 2016 election permanently changed the threat landscape for elections. 
Russia, a nation-state adversary, was able to research, remotely target, and in a 
small number of cases access election systems. This change in threat level must 
be met with a change in governance structure at the state and local level. Since 
HAVA, states have proven themselves capable of supporting elections by handling 
more responsibility for the administration and corresponding infrastructure 
of elections. In most cases, compared to local governments, states possess 
significantly greater budgets, staff, and capabilities to protect from, detect and 
recover from cyber attacks against election infrastructure. Recognizing this, we 
recommend the following steps.

1. Move to top-down voter registration systems: In many cases, the 
decentralized nature has served election administration well. It has 
created flexibility for local election officials to creatively solve challenges 
unique to their county or township. However, voter registration systems 
are among the areas of greatest risk, according to a risk assessment 
released by CISA in 2020. Bottom-up states in particular have an 
increased attack surface and more risk to manage.

 It is time for states to take on the full responsibility of HAVA and move 
to top-down voter registration systems. Local election offices should 
not be asked to bear the responsibility of managing and securing these 
increasingly complex and important election systems. This move will 
also free up much-needed resources for local election offices to spend on 
other areas of election security and administration. A move to top-down 
voter registration across all states also will create an opportunity for 
the community to work collaboratively with CISA to create guidelines 
and new methods for securing and auditing voter registration systems, 
something that is difficult to do now because of the diversity of systems 
and infrastructure among county systems.

https://www.eac.gov/statewide-voter-registration-systems
https://www.eac.gov/statewide-voter-registration-systems
https://www.cisa.gov/sites/default/files/publications/cisa-election-infrastructure-cyber-risk-assessment_508.pdf
https://www.cisa.gov/sites/default/files/publications/cisa-election-infrastructure-cyber-risk-assessment_508.pdf
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2. Provide state-managed email accounts: Many cyber incidents 
begin through the compromise of a local email account that is used to 
compromise other systems. A substantial number of localities maintain 
their own email servers. In many cases, this results in the administration 
of an email server within the county, sometimes by the local election 
office itself. In other cases, the local election office is left without any 
email support and is forced to use its own email account, sometimes 
resulting in the use of personal email accounts. States should utilize 
existing infrastructure to offer local election offices their own email 
accounts through the state, including cloud-based email services that the 
state is already using for its own email systems. If state-managed email 
accounts can’t be offered, states should offer localities access to Microsoft 
or Google cloud-based email services. Both of these companies have 
offered additional protections and default secure configurations to election 
customers, and would greatly lower local offices’ risk profile.

3. Broaden implementation of cyber navigator programs: Following 
the 2016 election, state election officials and their IT leads quickly came 
together to evaluate risk, strategize on mitigations, and assess next steps in 
better defending their infrastructure. As they secured their own systems, 
state IT leads knew that the greatest risk rested across the machines 
maintained by counties, townships, and cities that are actually responsible 
for running elections. Most recognized that state-level investment 
in local support would be necessary to properly manage the new risk 
environment. To shore up capability gaps at the local level, Illinois 
implemented a program dubbed “Cyber Navigators” that provided state-
funded IT leads to help localities evaluate risk posture and implement 
a checklist of steps to improve security and resilience. Several states, 
including Florida and Minnesota, implemented similar programs. Iowa 
took a similar approach, partnering with state and county IT leads to help 
local auditors secure election systems. This included engagement with 
the Iowa National Guard as well as cross-county support to ensure lesser 
resourced auditors received services and support. Moving forward, more 
states should implement similar state-funded programs to ensure that all 
county election offices have consistent and reliable IT support before and 
during elections.

https://gcn.com/articles/2021/08/25/election-cyber-navigators.aspx
https://sos.iowa.gov/news/2019_08_08.html
https://sos.iowa.gov/news/2019_08_08.html
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Support good-faith security research and vulnerability 
assessments.
Since the passage of HAVA and widespread adoption of electronic voting systems, 
security researchers from academia and industry have focused their attention on 
the vulnerabilities in those systems. The quality of the relationship between the 
research community and election community has ebbed and flowed from highly 
contentious to begrudging respect.

Following the 2020 election, as election officials and industry were besieged with 
claims of rigging and hacking, security researchers saw their work perverted in 
pursuit of untoward goals. In an effort to defend both their work and the security 
of the 2020 election, researchers spoke out with one voice, making clear that 
“[m]erely citing the existence of technical flaws does not establish that an attack 
occurred, much less that it altered an election outcome” and calling the claims 
“technically incoherent.” There is an opportunity now for these two groups to 
find common ground and support each other in improving both the security of 
election systems and confidence in the process. This can be done in several ways:

Adopt Vulnerability Disclosure Policies (VDP).
A strengthened relationship between election administrators and security 
researchers should start with states opening to good faith research through 
further adoption of Vulnerability Disclosure Policies (VDP). These policies 
provide a safe haven for security researchers to find vulnerabilities in public-
facing election systems and report them to the state election office for 
remediation. The Ohio Secretary of State’s office was the first election office to 
implement VDP, with Iowa following closely behind. Other states have since 
announced their intention to implement a VDP. In addition, some of the largest 
voting system providers have announced creation of their own VDP, with four of 
the largest vendors currently offering VDPs. In 2020, CISA released a “Guide to 
Vulnerability Reporting For America’s Election Administrators” that focuses on 
empowering election officials to create and implement their own VDP programs. 
VDPs not only build a bridge between the two communities, but also provide 
under-resourced election offices access to top-level security assessments at 
essentially no charge. 

Moving forward, all 50 states and election technology providers should 
implement vulnerability disclosure policies for their organizations. The 
vulnerability disclosure policies should follow industry standard practices and 

https://www.cyberscoop.com/election-security-experts-trump-voter-fraud-baseless/
https://www.ohiosos.gov/vulnerability-disclosure-policy/
https://sos.iowa.gov/vulnerabilitydisclosureprogram.html
https://www.cyberscoop.com/ess-election-security-vulnerability-disclosure-black-hat/
https://www.it-isac.org/ei-sig
https://www.it-isac.org/ei-sig
https://www.cisa.gov/sites/default/files/publications/guide-vulnerability-reporting-americas-election-admins_508.pdf
https://www.cisa.gov/sites/default/files/publications/guide-vulnerability-reporting-americas-election-admins_508.pdf
https://www.cisa.gov/sites/default/files/publications/guide-vulnerability-reporting-americas-election-admins_508.pdf
https://www.cisa.gov/sites/default/files/publications/guide-vulnerability-reporting-americas-election-admins_508.pdf
https://github.com/disclose/dioterms/blob/master/core-terms-vdp.md
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include legal safe harbor to authorize testing and protect researchers. States 
should also consider requiring election system providers to have an existing VDP 
in order to be eligible to receive contracts. In addition, EI-ISAC should work 
with its executive board to create and implement a VDP that allows researchers 
to report vulnerabilities in local election infrastructure to the EI-ISAC, which 
would then notify the appropriate vendor or office. In serving in this role, 
EI-ISAC should work with the local election offices to determine the validity 
and severity of a report, as well as possible mitigation strategies. EI-ISAC should 
commit to collecting and reporting on the amount and types of vulnerabilities 
reported, and work with CISA to publish guidance on remediation of the most 
common vulnerabilities.

Expand open-ended vulnerability assessments.
Starting in 2019, CISA began offering election system providers access to Critical 
Product Evaluations. These are open-ended vulnerability assessments of the 
submitted system that is part of critical infrastructure. Testers tear apart systems 
looking for hardware, firmware and software vulnerabilities, issuing a report 
when finished of the discovered vulnerabilities and their severity. This type of 
open-ended vulnerability assessment has been discussed for decades, but has 
never taken hold in part because the federal testing and certification process is 
not properly structured for it.

In the aftermath of the 2016 election, DEF CON, the world’s largest hacking 
conference, created a Voting Village, self-described as “an open forum to identify 
vulnerabilities within U.S. election infrastructure and to consider mitigations 
to mitigate these vulnerabilities.” The Voting Village has exposed a broader 
range of security experts to the inner workings of election systems and brought 
election officials into the room with those experts to understand the mindset of 
a hacker. The village has also elevated election system security as the national 
security issue that it is. However, since its inception, the Voting Village has 
been controversial with some within the election community because of its 
unwillingness to provide context around the procedural controls that exist in 
elections. In addition, some organizers of the Voting Village openly mocked 
election officials, going so far as to describe them as “f---ing luddites.”

Bridging the gap between election officials and the security community through 
open vulnerability assessments is critical to continuously improving the security 
of elections. Doing so will increase the number of third-party experts available 
with exposure to election systems, allowing them to credibly affirm and amplify 

https://media.defcon.org/DEF%20CON%2027/voting-village-report-defcon27.pdf
https://www.nass.org/node/1511
https://www.cyberscoop.com/def-con-voting-village-2018/
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election officials’ debunking of false claims made regarding the security of the 
systems.

Moving forward, the following steps should be taken to increase the exposure of 
election systems to third-party security research.

1. Expansion by CISA of the Critical Product Evaluation Program. 
For many vendors, this is an important introduction to open-ended 
vulnerability assessments and allows the vendor to understand the level of 
effort needed to mitigate vulnerabilities found during open-ended testing. 
CISA had robust participation in the evaluation program throughout 2019 
and 2020 with many of the largest voting system companies participating. 
However, due to interest from other areas of critical infrastructure and 
limited capacity, CISA could not evaluate every system that was requested 
to go through the program. CISA should prioritize resourcing to allow 
any election system provider to submit its system to the program and 
receive an evaluation prior to the 2024 election cycle. In addition, CISA 
should continue outreach to private sector election system providers to 
increase the diversity of the types of systems submitted, including voter 
registration providers, election night reporting providers, and electronic 
pollbooks. While these evaluations are useful for vendors themselves, 
making these evaluations public after sufficient review would significantly 
improve awareness of potential product security concerns for election 
officials looking to make acquisitions.

2. Private sector participation in the DEF CON Voting Village. 
The Voting Village has served an important role highlighting the 
national security importance of election systems. The Voting Village 
is an important forum for voting technology companies and election 
officials to engage with the security research community, but its value 
is currently limited because of the lack of new systems made available at 
the conference. Moving forward, the Voting VIllage should work more 
collaboratively with industry and election officials to secure relevant 
election systems for the conference. This will likely mean establishing 
protocols for the village to include vendor participation and responsible 
disclosure processes when vulnerabilities are discovered. This is typical 
across many of the villages at DEF CON, including the Aerospace and 
Healthcare villages. For their part, election technology providers should 
recognize the value that DEF CON participants can bring to evaluating 
systems, particularly for systems in development, and actively participate 
in the village instead of shunning it as unproductive.
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3. Incorporation of vulnerability assessments into the federal 

certification process. Whether vulnerabilities are discovered during 
CISA’s Critical Product Evaluation, at the DEF CON Voting Village, or 
through other channels, the ability for the federal certification process to 
intake those vulnerabilities and work collaboratively to respond to them 
is critical to deploying mitigations in the field. Currently, the EAC has no 
formal mechanism to intake reporting from independent third parties 
regarding voting system vulnerabilities. This leaves the EAC in the dark 
and unable to respond to discovered vulnerabilities. The certification 
program must create a process by which it intakes vulnerability reporting 
for certified systems and works with vendors and election officials to 
respond. In addition, the certification program must reform its standards 
development process to nimbly incorporate vulnerability reporting into 
the feedback loop in order to inform revisions to the VVSG.

4. Eliminate legal barriers to security research. Too often, especially 
in the elections space, security researchers are deterred from testing 
for or disclosing vulnerabilities due to fear of legal action. Specifically, 
Section 1201 of the Digital Millennium Copyright Act (DMCA) and the 
Computer Fraud and Abuse Act present legal risk for security researchers. 
While the U.S. Copyright Office has added security research exemptions 
via the triennial rulemaking process, the exemptions are too narrow 
and only temporary. Congress should codify strong security research 
exemptions for the DMCA into law. Further, Congress should explore 
similar security research exemptions for the Computer Fraud and Abuse 
Act, contingent on a good-faith, harm-minimizing research approach and 
researchers making an attempt to disclose any discovered vulnerabilities.

https://www.eff.org/deeplinks/2021/06/dmca-security-researcher-statement
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CONCLUSION
In November of 2020, the GCC and SCC executive committees jointly released 
a statement regarding the 2020 election, saying that “the November 3rd election 
was the most secure in American history.” This statement was based on years of 
collaborative work by federal, state, and local officials and the private sector. The 
improvements to the security of the process over those four years were immense. 
For example:

• Approximately 95% of votes in 2020 were cast on auditable paper ballots, a 
marked increase from 2016.

• All 50 states and hundreds of counties installed intrusion detection 
sensors provided by EI-ISAC, offering greater visibility and information 
sharing regarding malicious traffic targeting election systems than ever 
before. In 2016, only a handful of states were covered by the sensors.

• States upgraded protections to their voter registration databases, including 
greater monitoring, improved access controls, and implementation of 
multi-factor authentication.

• Thousands of state and local election offices received weekly reports from 
CISA regarding possible vulnerabilities to their outward-facing networks, 
allowing them to mitigate these vulnerabilities in advance of the election.

• Information-sharing mechanisms at the federal level and in partnership 
with the private sector allowed for more threat intelligence for state and 
local election officials than ever before.

• Thousands of election offices across the United States participated in table 
top exercises to evaluate and improve upon their incident response and 
communications plans.

While the progress made in the four years between presidential elections 
was immense, it was only a beginning. Following the 2020 election, much of 
election official’s energy and attention has turned to responding to mis- and 
disinformation. This is understandable given the scope and volume of mis- and 
disinformation they faced throughout 2020, but could result in underappreciating 
the resources or attention necessary to improve the security of their systems. 

https://www.cisa.gov/news/2020/11/12/joint-statement-elections-infrastructure-government-coordinating-council-election
https://www.cisa.gov/news/2020/11/12/joint-statement-elections-infrastructure-government-coordinating-council-election


ZERO TRUST: HOW TO SECURE AMERICAN ELECTIONS WHEN THE LOSERS WON’T ACCEPT THEY LOST30

In an environment where the loser of an election may not accept the result no 
matter the margin of victory, the ability to show the resilience and security of the 
process is more critical than ever. Continuously improving security measures, 
alongside better tools to fight mis- and disinformation as it arises, are the keys to 
building confidence in future elections.

For the foreseeable future, election administrators will be in the spotlight, forced 
to deal with advanced and persistent cyber threats, as well as physical threats 
of violence driven by mis- and disinformation targeting our democracy. The 
spotlight is bright and unrelenting, and more must be done to empower election 
officials with the tools to deal with it. The alternative is a world in which the 
hard-won progress of the security and accessibility of our elections is a casualty 
of a caustic political environment driven by greed and a thirst for power rather 
than the higher ideals of our democracy.
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Cyber Policy Center
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policy responses, and teach the next generation how 
to avoid the mistakes of the past. 
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