
Mobile Verification by Palmprint Biometrics
Noam Brown

Department of Electrical Engineering
Stanford University

Stanford, California, USA
Email: noam.brown@gmail.com

Abstract—This paper presents a method for verifying the
identity of a mobile device user in real time by capturing an
image of the user’s palm with a mobile camera. A consistent
region of interest is extracted from the center of the palm using
a method that is robust to orientation, scale, and lighting. A set of
directional line filters then detects the stable palm lines from this
region, and the result is scored based on similarity to a stored
template. Expiremental results show the proposed method to be
effective in verifying an individual’s identity, achieving an Equal
Error Rate of 2.04%.

I. INTRODUCTION

The recent explosive growth in smartphones has made mo-
bile security more important than ever. Biometric verification
has proven to be effective in verifying a person’s identity
without the possibility of forgetting a password. However,
traditional biometric methods such as the fingerprint or iris
recognition are impractical to implement in a mobile setting
without specialized equipment. Palm prints, however, are
relatively easy to capture and measure with a typical camera-
equipped mobile phone. Similar to fingerprints, palm prints
contain sufficient information to distinguish individuals, and
the principle lines of a palm remain stable over time [1].
Thus, palmprint matching typically focuses on matching these
principle lines, which are shown in Fig. 1 [2].

Previous researchers have developed effective feature ex-
traction techniques for palms that have provided good results.
Most research, however, has focused on verification in a
static setting using specialized equipment. Very little research
has been done in a mobile setting. Han, et al. developed a
verification system specifically for use on a mobile phone.
However, their proposed method requires extremely precise
placement of the hand relatively to the camera, making it
impractical for casual use [3].

There are several challenges in extending immobile recog-
nition systems to a mobile environment. These issues can be
broadly categorized as follows: separating the hand from an
unknown background; extracting the region of interest from
the hand consistently in a translation, rotation, and scale-
invariant fashion; and recognizing matches correctly regardless
of differences in lighting or blurriness. In the course of this
paper, all these issues will be successfully addressed.

II. SYSTEM OVERVIEW

The proposed system was developed and tested on a Mo-
torola Droid X running the Android operating system. To

Fig. 1. Principle lines and wrinkles.

use the system, a user places the entire palm of their non-
dominant hand in view of the camera. The user can then take
the picture using their dominant hand. The system requires that
the three gaps between the fingers be visible in the image.
However, the entire fingers themselves do not need to be
included. The location of the finger gaps are used to extract
a region of interest (ROI) from the center of the palm. This
process is translation, rotation, and scale invariant. The ROI
is then filtered with four directional line detectors, binarized,
and compared to a stored template ROI of a user on a pixel-
by-pixel basis. If the comparison score of the ROI with the
template exceeds a pre-determined threshold, the images are
considered a match and the user is authenticated.

III. PREPROCESSING

A. Palm Segmentation

Due to the unpredictable background and lighting of a
mobile image, segmenting the hand from the rest of the
image becomes a non-trivial task. A popular approach to this
problem is to explicitly define a region in a color space as
skin pixels, while treating the remainder as background pixels
[4][5]. I tested classifiers in both the RGB and YCbCr color
spaces. However, none proved sufficiently precise to generate
a consistent ROI.

Sun et al. proposed a solution to this problem which uses
the camera flash [6]. Assuming the flash is a point light source,
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Fig. 2. Effect of camera flash. (a) Without flash, (b) With flash
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Fig. 3. Steps involved in mask construction. (a) Original, (b) YCbCr
threshold, (c) Thresholding and Canny, (d) Region removal

the radiance of a surface caused by the flash is proportional
to r−2, where r is the distance of the surface from the light
source. Thus, the effect of the flash diminishes quickly with
distance. This effect can be seen in Fig. 2. Since pictures
taken in this system will typically have the palm very close
to the camera and the nearest surface relatively far away, the
luminance component of the YCbCr color space of an image
taken with a flash can act as an effective discriminant in
separating the hand from the rest of the image. A Cr threshold
in the YCbCr color space is also used to improve the results.
It is safe to assume that the center pixels of the image will be
contained in the hand. Thus, I take a sample of 7 pixels near
the center of the image and define the values Py and Pcr as the
median luminance and Cr values, respectively, of those pixels
in the YCbCr color space. The thresholds are then defined as
Ty = (Py − 135, Py + 50) and Tcr = (Pcr − 25, Pcr + 35).
The thresholds are not symmetric because the camera flash
often makes the center of the palm, from which the samples
are taken, brighter than the rest of the hand.

Often, using Ty and Tcr is sufficient. However, some back-
grounds, particularly bright backgrounds, do not respond well
to thresholding alone. This can be seen in Fig. 3. Therefore, a
Canny edge detection mask is also used to distinguish the hand
[7]. I assume that the palm is in the center of the image, so any
region disconnected from the center pixel by a canny edge is
considered a background region and is removed. Notably, it is
not necessary for the mask to completely distinguish the hand
from the background. It need only successfully outline the gaps
of the fingers. In fact, in the final Android implementation, it
is assumed that the fingers will be in the top half of the image
and therefore preprocessing is only done on that half.

B. Region of Interest Extraction

Once the region is masked, the tangent line between the
gaps of the index and middle finger and the ring and little
finger must be determined. I calculate a first approximation of
these gaps by locating the local minima along the outline of
the mask. This is done by describing the outline as a sequential
series of 8-connected pixels pi = (xi, yi), where i is the index
of the pixel in the series, x is the location along the horizontal
coordinate, and y is the location along the vertical coordinate.
I then define a local minimum as a point pi such that ∀j ∈ [i−
d, i−1], yj > yi and ∀j ∈ [i+1, i+d], yj ≥ yi. Experimentally,
I found d = 40 to be appropriate. If more than 4 or less than
3 local minima are located, the image is rejected. When there
are 3 local minima, the middle one along the x coordinate
is ignored. If there are 4 local minima, the lowest one along
the y coordinate is assumed to be the thumb and is ignored. I
define the index-middle local minimum as pg1 , and the ring-
little local minimum as pg2 .

Next, the precise tangent line is determined. I initially set
y = mx+ c as the line intersecting pg1 and pg2 . Let (x1, y1)
and (x2, y2) be any point between [pg1−d, pg1 +d] and [pg2−
d, pg2 + d], respectively. If ∀y1, y2, y1 ≥ mx1 + c and y2 ≥
mx2 + c, then y = mx + c is the tangent line of the gaps.
Otherwise, y = mx + c is revised to be the line intersecting
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Fig. 4. ROI Extraction. (a)-(c) Mask outline, (d)-(f) Tangent line and ROI
corners, (g)-(i) Regions of Interest

(x1, y1) and (x2, y2). The process is repeated until the tangent
line is determined. Once the tangent line is found, I define the
points that the tangent line passes through as T1 and T2.

Finally, the region of interest can be extracted based on T1,
T2, and m. Let D be the distance between T1 and T2. First,
the coordinate system is revised so that m travels along the
horizontal axis. Next, T1 and T2 are shifted down by D/10
to avoid the unstable regions of skin next to the finger gaps.
Finally, two more points T3 and T4 are defined as T1 and T2
shifted down by 9D/8. These points are the corners of the
region of interest. The region of interest is scaled to 128x144
pixels.

These steps can be seen in Fig. 4. Note that despite changes
in the orientation and distance of the hand, the region of
interest remains relatively consistent.

IV. REGION OF INTEREST FILTERING

Several methods of comparing palm ROIs have been pro-
posed. Most involve filtering the region with one or more line
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Fig. 5. ROI Filtering. (a) Original ROI, (b) 0◦-directional filter, (c) 45◦-
directional filter, (d) 90◦-directional filter, (e) 135◦-directional filter, (f)
Combined, (g) Thresholded

detectors, binarizing the image, and calculating the number
of intersecting pixels. Previous researchers have suggested a
variety of line detectors. For this paper, I use a modified
version of the approach proposed by [8]. This method relies
on the assumption that palm lines are approximately straight
locally, as well as thin.

First, the image is lightly filtered using a 2-D Gaussian
Gσ2d

to reduce the presence of extremely thin wrinkles. The
visibility of these wrinkles varies from image to image, and
they are therefore detrimental to precise ROI matching. Next,
the image is filtered with a series of direction-specific line
detectors. This involves first smoothing the image with a 1-
D Gaussian filter Gσs in the direction of the line filter. The
derivative is then calculated in the perpendicular direction by
convolving the image with the first-order derivative of a 1-D
Gaussian function G′σd

. Wu et al. then continue by calculating
the zero-cross points. However, this did not seem to further
improve the results. Instead, I compare the ROIs purely based
on the magnitude of the first derivative.

The image is filtered with directional line filters in the 0, 45,
90, and 135 degree directions. The magnitude of each pixel
is then calculated as the maximum magnitude of that pixel
among the filters. Filters for the 30, 60, 120, and 150 degree
directions were also tested. However, they did not appear to
improve the results significantly.

There are three parameters to consider in this approach:



Fig. 6. False Acceptance Rate (FAR) versus False Rejection Rate (FRR) for
various thresholds.

σ2d, σs, and σd. Experimentally, I selected σ2d = 0.5, and
kept σs = 1.8 and σd = 0.5 as used in [8].

At this point, each pixel has a corresponding magnitude. To
binarize the image, a magnitude threshold must be selected.
Huang et al. proposed setting the threshold such that a
predetermined number of pixels are considered positive [9].
I found this approach to be optimal. The threshold T is thus
set as the 4,000th highest pixel magnitude. This results in
4000/(128 ∗ 144) = 21.7% of the pixels in the ROI being
positive.

V. MATCHING

I define the score between unshifted binarized images A
and B as

s(A,B) =

∑m
i=1

∑n
j=1A(i, j) ∩B(i, j)

Na

where Na is the average of the number of positive pixels in
A and B (in this case, 4000).

However, the ROIs are rarely perfectly aligned. There may
be shifts of a few pixels in either the horizontal or vertical
direction between the ROIs. Since palm lines are long and
thin, these small shifts can drastically reduce the matching
score between images. I therefore account for this by shifting
the images slightly and rescoring.

The final score is taken as the maximum score among all
shifts. Experimentally, the average necessary absolute (x, y)
shift to obtain optimal results was found to be (2.6, 2.4).
I therefore compute integer shifts for −5 ≥ si ≥ 5 and
−5 ≥ sj ≥ 5, where image A is shifted by (si, sj) and B
is simultaneously shifted by (−si,−sj). Scoring is only done
on the overlapping part of the images. I also tested shifting
the images by minor rotations. However, this did not add
significant improvement.

VI. EXPERIMENTAL RESULTS

To test this approach, a total of 56 palm images were taken
from 7 participants. Two of the images could not be recognized
as palms and were removed from the dataset. The photos
were taken by a Motorola Droid X, with flash, and in-doors.
Various hand orientations and lighting conditions were tested.
The participants were both males and females. The participants
used their dominant hands for the image capturing, with six
participants using their right hand and one using his left. The
dataset allows for a total of 1,431 unique comparisons, with
196 comparisons of the same hand and 1,235 comparisons of
different hands.

A threshold must be set such that matching scores below
the threshold are rejected, and scores above the threshold are
accepted. The False Acceptance Rate (FAR) is defined as the
percentage of comparisons between different hands that are
incorrectly accepted as a match. The False Rejection Rate
(FRR) is defined as the percentage of comparisons between
the same hands that are incorrectly not considered matches.
The FAR is lowered by increasing the threshold, and the FRR
is lowered by decreasing the threshold. The Equal Error Rate
(ERR) is the rate at which the FAR and FRR are equal. The
ERR for the proposed method was found to be 2.04%. The
corresponding threshold was 0.285. In practice, it may be
preferable for a high security system to lower the FAR at the
cost of increasing the FRR. A threshold of 0.295 results in a
FAR of 0.32% and a FRR of 6.12%.

VII. CONCLUSION AND FUTURE WORK

The results obtained in this paper prove that palmprint
verification can be an effective mobile biometric security
system. While the ERR of 2.04% does not meet the high
standards of other biometric systems, I believe that in time
these results can be improved upon. One possible way to
improve the results is to use eigenpalms. This method has
been used in fixed settings with much success [10]. Another
possibility is to add hand geometry measurements to the
scoring. Previous researchers [11] have shown that this can
significantly improve results.

One major obstacle encountered was the variable blurriness
of the images. The mobile camera was inconsistent in its
clarity, and some images turned out significantly more blurry
than others. The matching scores of these images, even if
they came from the same hand, were significantly reduced.
However, if two images could be blurred to similar levels,
then their matching scores could be improved. Thus, one could
improve the results of the proposed approach by accurately
measuring the clarity of the two images being compared, and
blurring them to equal levels.

The results of the proposed method demonstrate that palm-
print biometrics can be effectively extended to the mobile envi-
ronment. It is clear that the previous limitations of insufficient
computational power and low-quality mobile cameras are no
longer barriers to methods previously reserved for an immobile
machine.
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